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Foreword

The text of document 65C/605/FDIS, future edition 2 of IEC 61158-4-12, prepared by SC 65C, "Industrial
networks", of IEC/TC 65, "Industrial-process measurement, control and automation" was submitted to the
IEC-CENELEC parallel vote and approved by CENELEC as EN 61158-4-12:2012.

The following dates are fixed:

e latest date by which the document has (dop) 2012-12-28
to be implemented at national level by
publication of an identical national
standard or by endorsement

¢ latest date by which the national (dow) 2015-03-28
standards conflicting with the
document have to be withdrawn

This document supersedes EN 61158-4-12:2008.

EN 61158-4-12:2012 includes the following significant technical changes with respect to EN 61158-4-
12:2008:

e bug fixes and

e editorial improvements.

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights. CENELEC [and/or CEN] shall not be held responsible for identifying any or all such patent
rights.

Endorsement notice

The text of the International Standard IEC 61158-4-12:2010 was approved by CENELEC as a European
Standard without any modification.

In the official version, for Bibliography, the following notes have to be added for the standards indicated:

IEC 61131-2 NOTE Harmonized as EN 61131-2.
IEC 61131-3 NOTE Harmonized as EN 61131-3.
IEC/TR 61158-1 NOTE Harmonized as CLC/TR 61158-1.

IEC 61158-5-12:2010 NOTE Harmonized as EN 61158-5-12:2012 (not modified).

IEC 61158-6-12 NOTE Harmonized as EN 61158-6-12.
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Annex ZA
(normative)

Normative references to international publications
with their corresponding European publications

The following documents, in whole or in part, are normatively referenced in this document and are
indispensable for its application. For dated references, only the edition cited applies. For undated
references, the latest edition of the referenced document (including any amendments) applies.

NOTE When an international publication has been modified by common modifications, indicated by (mod), the relevant EN/HD
applies.

Publication Year Title EN/HD Year

IEC 61158-2 2010  Industrial communication networks - Fieldbus EN 61158-2 2010
specifications -
Part 2: Physical layer specification and service
definition

IEC 61158-3-12 - Industrial communication networks - Fieldbus EN 61158-3-12
specifications -
Part 3-12: Data-link layer service definition -
Type 12 elements

IEC 61588 - Precision clock synchronization protocol for
networked measurement and control systems

ISO/IEC 7498-1 - Information technology - Open Systems - -
Interconnection - Basic Reference Model:
The Basic Model

ISO/IEC 7498-3 - Information technology - Open Systems - -
Interconnection - Basic Reference Model:
Naming and addressing

ISO/IEC 8802-3 2000 Information technology - Telecommunications
and information exchange between systems -
Local and metropolitan area networks -
Specific requirements -
Part 3: Carrier sense multiple access with
collision detection (CSMA/CD) access method
and physical layer specifications

ISO/IEC 9899 - Programming languages - C - -

ISO/IEC 10731 - Information technology - Open Systems - -
Interconnection - Basic reference model -
Conventions for the definition of OSI services

IETF RFC 791 - Internet Protocol - DARPA Internet Program - -
Protocol Specification

IETF RFC 768 - User Datagram Protocol - -

IEEE 802.1Q - IEEE Standard for Local and Metropolitan - -
Area Networks - Virtual Bridged Local Area
Networks
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INTRODUCTION

This part of IEC 61158 is one of a series produced to facilitate the interconnection of
automation system components. It is related to other standards in the set as defined by the
“three-layer” fieldbus reference model described in IEC/TR 61158-1.

The data-link protocol provides the data-link service by making use of the services available
from the physical layer. The primary aim of this standard is to provide a set of rules for
communication expressed in terms of the procedures to be carried out by peer data-link
entities (DLEs) at the time of communication. These rules for communication are intended to
provide a sound basis for development in order to serve a variety of purposes:

)

as a guide for implementors and designers;

O

for use in the testing and procurement of equipment;

(¢}

)
)
) as part of an agreement for the admittance of systems into the open systems environment;
)

o

as a refinement to the understanding of time-critical communications within OSI.

This standard is concerned, in particular, with the communication and interworking of sensors,
effectors and other automation devices. By using this standard together with other standards
positioned within the OSI or fieldbus reference models, otherwise incompatible systems may
work together in any combination.

NOTE Use of some of the associated protocol types is restricted by their intellectual-property-right holders. In all
cases, the commitment to limited release of intellectual-property-rights made by the holders of those rights permits
a particular data-link layer protocol type to be used with physical layer and application layer protocols in Type
combinations as specified explicitly in the profile parts. Use of the various protocol types in other combinations
may require permission from their respective intellectual-property-right holders.

The International Electrotechnical Commission (IEC) draws attention to the fact that it is
claimed that compliance with this document may involve the use of patents concerning
Type 12 elements and possibly other types given as follows:

EP 1 590 927 B1 [BE] Koppler fur ein Netzwerk mit Ringtopologie und ein auf Ethernet basierten Netzwerk

EP 1 789 857 B1 [BE] Datenubertragungsverfahren und automatisierungssystem zum Einsatz eines
solchen Datenubertragungsverfahrens

DE 102007017835.4 [BE] Paketvermittlungsvorrichtung und lokales Kommunikationsnetz mit einer solchen
Paketvermittlungsvorrichtung

EP 1 456 722 B1 [BE] Datenibertragungsverfahren, serielles Bussystem und Anschalteinheit fir einen
passiven Busteilnehmer

IEC takes no position concerning the evidence, validity and scope of these patent rights.

The holder of these patent rights has assured the IEC that he/she is willing to negotiate
licences either free of charge or under reasonable and non-discriminatory terms and
conditions with applicants throughout the world. In this respect, the statement of the holder of
these patent rights is registered with IEC. Information may be obtained from:

[BE]: Beckhoff Automation GmbH
EiserstralRe 5
33415 Verl,
Germany

Attention is drawn to the possibility that some of the elements of this document may be the
subject of patent rights other than those identified above. IEC shall not be held responsible for
identifying any or all such patent rights.

ISO (www.iso.org/patents) and IEC (http://www.iec.ch/tctools/patent_decl.htm) maintain on-
line data bases of patents relevant to their standards. Users are encouraged to consult the
data bases for the most up to date information concerning patents.

SEK Svensk Elstandard
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INDUSTRIAL COMMUNICATION NETWORKS -
FIELDBUS SPECIFICATIONS -

Part 4-12: Data-link layer protocol specification —
Type 12 elements

1 Scope

1.1 General

The data-link layer provides basic time-critical messaging communications between devices in
an automation environment.

This protocol provides communication opportunities to all participating data-link entities

a) in a synchronously-starting cyclic manner, and
b) in a cyclic or acyclic asynchronous manner, as requested each cycle by each of those
data-link entities.

Thus this protocol can be characterized as one which provides cyclic and acyclic access
asynchronously but with a synchronous restart of each cycle.

1.2 Specifications
This standard specifies

a) procedures for the transfer of data and control information from one data-link user entity to
one or more user entity;

b) the structure of the DLPDUs used for the transfer of data and control information by the
protocol of this standard, and their representation as physical interface data units.

1.3 Procedures

The procedures are defined in terms of

a) the interactions between DL-entities (DLEs) through the exchange of DLPDUs;

b) the interactions between a DL-service (DLS) provider and a DLS-user in the same system
through the exchange of DLS primitives;

c) the interactions between a DLS-provider and the MAC services of ISO/IEC 8802-3.

1.4 Applicability

These procedures are applicable to instances of communication between systems which
support time-critical communications services within the data-link layer of the OSI reference

model, and which require the ability to interconnect in an open systems interconnection
environment.

Profiles provide a simple multi-attribute means of summarizing an implementation’s
capabilities, and thus its applicability to various time-critical communications needs.

1.5 Conformance

This standard also specifies conformance requirements for systems implementing these
procedures. This part of this standard does not contain tests to demonstrate compliance with
such requirements.
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2 Normative references

The following referenced documents are indispensable for the application of this document.
For dated references, only the edition cited applies. For undated references, the latest edition
of the referenced document (including any amendments) applies.

IEC 61158-2:20101, Industrial communication networks — Fieldbus specifications — Part 2:
Physical layer specification and service definition

IEC 61158-3-12, Industrial communication networks — Fieldbus specifications — Part 3-12:
Data-link layer service definition — Type 12 elements

IEC 61588, Precision clock synchronization protocol for networked measurement and control
system

ISO/IEC 7498-1, Information technology — Open Systems Interconnection — Basic Reference
Model: The Basic Model

ISO/IEC 7498-3, Information technology — Open Systems Interconnection — Basic Reference
Model: Naming and addressing

ISO/IEC 8802-3:2000, Information technology — Telecommunications and information
exchange between systems — Local and metropolitan area networks — Specific requirements —
Part 3: Carrier sense multiple access with collision detection (CSMA/CD) access method and
physical layer specifications

ISO/IEC 9899, Programming Languages — C

ISO/IEC 10731, Information technology — Open Systems Interconnection — Basic Reference
Model — Conventions for the definition of OSI services

IEEE 802.1Q, IEEE Standard for Local and metropolitan Area Networks — Virtual Bridged
Local Area Networks, available at <http://www.ieee.org>

IETF RFC 768, User Datagram Protocol (UDP), available at <http://www.ietf.org>

IETF RFC 791, Internet protocol DARPA internet program protocol specification, available at
<http://lwww.ietf.org>

1 To be published

SEK Svensk Elstandard



	61158-4-12(2)
	61158-4-12(2)_svtit
	sek info standard
	EN61158-4-12{2012}e
	iec61158-4-12{ed2.0}en
	CONTENTS
	INTRODUCTION
	1 Scope
	1.1 General
	1.2 Specifications
	1.3 Procedures
	1.4 Applicability
	1.5 Conformance

	2 Normative references
	3 Terms, definitions, symbols and abbreviations
	3.1 Reference model terms and definitions
	3.2 Service convention terms and definitions
	3.3 Common terms and definitions
	3.4 Additional Type 12 definitions
	3.5 Common symbols and abbreviations
	3.6 Additional Type 12 symbols and abbreviations
	3.7 Conventions

	4 Overview of the DL protocol
	4.1 Operating principle
	4.2 Topology 
	4.3 Frame processing principles
	4.4 Data-link layer overview
	4.5 Error detection overview
	4.6 Node reference model
	4.7 Operation overview

	5 Frame structure
	5.1 Frame coding principles
	5.2 Data types and encoding rules
	5.3 DLPDU structure
	5.4 Type 12 DLPDU structure
	5.5 Network variable structure
	5.6 Type 12 mailbox structure

	6 Attributes
	6.1 Management
	6.2 Statistics
	6.3 Watchdogs
	6.4 Slave information interface
	6.5 Media independent interface (MII)
	6.6 Fieldbus memory management unit (FMMU)
	6.7 Sync manager
	6.8 Distributed clock

	7 DL-user memory
	7.1 Overview
	7.2 Mailbox access type
	7.3 Buffered access type

	8 Type 12: FDL protocol state machines
	8.1 Overview of slave DL state machines
	8.2 State machine description

	Annex A (informative) Type 12: Additional specifications on DL Protocol state machines 
	Bibliography
	Figures
	Figure 1 – Type description example
	Figure 2 – Common structure of specific fields
	Figure 3 – Frame structure
	Figure 4 – Mapping of data in a frame
	Figure 5 – Slave node reference model
	Figure 6 – Type 12 PDUs embedded in Ethernet frame
	Figure 7 – Type 12 PDUs embedded in UDP/IP
	Figure 8 – DL information type description 
	Figure 9 – Address type description
	Figure 10 – DL control type description 
	Figure 11 – DL status type description 
	Figure 12 – Successful write sequence to DL-user control register
	Figure 13 – Successful read sequence to the DL-user status register
	Figure 14 – RX error counter type description 
	Figure 15 – Lost link counter type description 
	Figure 16 – Additional counter type description 
	Figure 17 – Sync configuration type description 
	Figure 18 – Watchdog divider type description 
	Figure 19 – Sync manager watchdog type description 
	Figure 20 – Sync manager watchdog status type description 
	Figure 21 – Watchdog counter type description 
	Figure 22 – Slave information interface access type description 
	Figure 23 – Slave information interface control/status type description 
	Figure 24 – Slave information interface address type description 
	Figure 25 – Slave information interface data type description 
	Figure 26 – MII control/status type description 
	Figure 27 – MII address type description 
	Figure 28 – MII data type description 
	Figure 29 – FMMU mapping example
	Figure 30 – FMMU entity type description 
	Figure 31 – SyncM mailbox interaction
	Figure 32 – SyncM buffer allocation 
	Figure 33 – SyncM buffer interaction
	Figure 34 – Handling of write/read toggle with read mailbox
	Figure 35 – Sync manager channel type description 
	Figure 36 – Distributed clock local time parameter type description 
	Figure 37 – Successful write sequence to mailbox
	Figure 38 – Bad write sequence to mailbox
	Figure 39 – Successful read sequence to mailbox
	Figure 40 – Bad read sequence to mailbox
	Figure 41 – Successful write sequence to buffer
	Figure 42 – Successful read sequence to buffer
	Figure 43 – Structuring of the protocol machines of an slave
	Figure 44 – Slave information interface read operation
	Figure 45 – Slave information interface write operation
	Figure 46 – Slave information interface reload operation
	Figure 47 – Distributed clock 
	Figure 48 – Delay measurement sequence

	Tables
	Table 1 – PDU element description example
	Table 2 – Example attribute description
	Table 3 – State machine description elements
	Table 4 – Description of state machine elements
	Table 5 – Conventions used in state machines
	Table 6 – Transfer Syntax for bit sequences
	Table 7 – Transfer syntax for data type Unsignedn
	Table 8 – Transfer syntax for data type Integern
	Table 9 – Type 12 frame inside an Ethernet frame
	Table 10 – Type 12 frame inside an UDP PDU
	Table 11 – Type 12 frame structure containing Type 12 PDUs
	Table 12 – Type 12 frame structure containing network variables
	Table 13 – Type 12 frame structure containing mailbox
	Table 14 – Auto increment physical read (APRD)
	Table 15 – Configured address physical read (FPRD)
	Table 16 – Broadcast read (BRD)
	Table 17 – Logical read (LRD)
	Table 18 – Auto Increment physical write (APWR)
	Table 19 – Configured address physical write (FPWR)
	Table 20 – Broadcast write (BWR)
	Table 21 – Logical write (LWR)
	Table 22 – Auto increment physical read write (APRW)
	Table 23 – Configured address physical read write (FPRW)
	Table 24 – Broadcast read write (BRW)
	Table 25 – Logical read write (LRW)
	Table 26 – Auto increment physical read multiple write (ARMW)
	Table 27 – Configured address physical read multiple write (FRMW)
	Table 28 – Network variable
	Table 29 – Mailbox
	Table 30 – Error Reply Service Data
	Table 31 – DL information
	Table 32 – Configured station address
	Table 33 – DL control
	Table 34 – DL status
	Table 35 – DLS user specific registers
	Table 36 – DLS user event
	Table 37 – DLS user event mask
	Table 38 – External event
	Table 39 – External event mask
	Table 40 – RX error counter
	Table 41 – Lost link counter
	Table 42 – Additional counter
	Table 43 – Watchdog divider
	Table 44 – DLS user watchdog
	Table 45 – Sync manager channel watchdog
	Table 46 – Sync manager watchdog Status
	Table 47 – Watchdog counter
	Table 48 – Slave information interface access
	Table 49 – Slave information interface control/status
	Table 50 – Actual slave information interface address
	Table 51 – Actual slave information interface data
	Table 52 – MII control/status
	Table 53 – Actual MII address
	Table 54 – Actual MII data
	Table 55 – Fieldbus memory management unit (FMMU) entity
	Table 56 – Fieldbus memory management unit (FMMU)
	Table 57 – Sync manager channel
	Table 58 – Sync manager Structure 
	Table 59 – Distributed clock local time parameter
	Table 60 – Distributed clock DLS user parameter
	Table A.1 – Primitives issued by DHSM to PSM
	Table A.2 – Primitives issued by PSM to DHSM
	Table A.3 – Parameters used with primitives exchanged between DHSM and PSM
	Table A.4 – Identifier for the octets of a Ethernet frame
	Table A.5 – DHSM state table
	Table A.6 – DHSM  function table
	Table A.7 – Primitives issued by SYSM to DHSM
	Table A.8 – Primitives issued by DHSM to SYSM
	Table A.9 – Primitives issued by DL-User to SYSM
	Table A.10 – Primitives issued by SYSM to DL-User
	Table A.11 – Parameters used with primitives exchanged between SYSM and DHSM
	Table A.12 – SYSM state table
	Table A.13 – SYSM  function table
	Table A.14 – Primitives issued by RMSM to SYSM
	Table A.15 – Primitives issued by SYSM to RMSM
	Table A.16 – Parameters used with primitives exchanged between RMSM and SYSM
	Table A.17 – RMSM state table
	Table A.18 – RMSM  function table



	61158-4-12(2).pdf
	61158-4-12(2)_svtit
	sek info standard
	EN61158-4-12{2012}e
	iec61158-4-12{ed2.0}en
	CONTENTS
	INTRODUCTION
	1 Scope
	1.1 General
	1.2 Specifications
	1.3 Procedures
	1.4 Applicability
	1.5 Conformance

	2 Normative references
	3 Terms, definitions, symbols and abbreviations
	3.1 Reference model terms and definitions
	3.2 Service convention terms and definitions
	3.3 Common terms and definitions
	3.4 Additional Type 12 definitions
	3.5 Common symbols and abbreviations
	3.6 Additional Type 12 symbols and abbreviations
	3.7 Conventions

	4 Overview of the DL protocol
	4.1 Operating principle
	4.2 Topology 
	4.3 Frame processing principles
	4.4 Data-link layer overview
	4.5 Error detection overview
	4.6 Node reference model
	4.7 Operation overview

	5 Frame structure
	5.1 Frame coding principles
	5.2 Data types and encoding rules
	5.3 DLPDU structure
	5.4 Type 12 DLPDU structure
	5.5 Network variable structure
	5.6 Type 12 mailbox structure

	6 Attributes
	6.1 Management
	6.2 Statistics
	6.3 Watchdogs
	6.4 Slave information interface
	6.5 Media independent interface (MII)
	6.6 Fieldbus memory management unit (FMMU)
	6.7 Sync manager
	6.8 Distributed clock

	7 DL-user memory
	7.1 Overview
	7.2 Mailbox access type
	7.3 Buffered access type

	8 Type 12: FDL protocol state machines
	8.1 Overview of slave DL state machines
	8.2 State machine description

	Annex A (informative) Type 12: Additional specifications on DL Protocol state machines 
	Bibliography
	Figures
	Figure 1 – Type description example
	Figure 2 – Common structure of specific fields
	Figure 3 – Frame structure
	Figure 4 – Mapping of data in a frame
	Figure 5 – Slave node reference model
	Figure 6 – Type 12 PDUs embedded in Ethernet frame
	Figure 7 – Type 12 PDUs embedded in UDP/IP
	Figure 8 – DL information type description 
	Figure 9 – Address type description
	Figure 10 – DL control type description 
	Figure 11 – DL status type description 
	Figure 12 – Successful write sequence to DL-user control register
	Figure 13 – Successful read sequence to the DL-user status register
	Figure 14 – RX error counter type description 
	Figure 15 – Lost link counter type description 
	Figure 16 – Additional counter type description 
	Figure 17 – Sync configuration type description 
	Figure 18 – Watchdog divider type description 
	Figure 19 – Sync manager watchdog type description 
	Figure 20 – Sync manager watchdog status type description 
	Figure 21 – Watchdog counter type description 
	Figure 22 – Slave information interface access type description 
	Figure 23 – Slave information interface control/status type description 
	Figure 24 – Slave information interface address type description 
	Figure 25 – Slave information interface data type description 
	Figure 26 – MII control/status type description 
	Figure 27 – MII address type description 
	Figure 28 – MII data type description 
	Figure 29 – FMMU mapping example
	Figure 30 – FMMU entity type description 
	Figure 31 – SyncM mailbox interaction
	Figure 32 – SyncM buffer allocation 
	Figure 33 – SyncM buffer interaction
	Figure 34 – Handling of write/read toggle with read mailbox
	Figure 35 – Sync manager channel type description 
	Figure 36 – Distributed clock local time parameter type description 
	Figure 37 – Successful write sequence to mailbox
	Figure 38 – Bad write sequence to mailbox
	Figure 39 – Successful read sequence to mailbox
	Figure 40 – Bad read sequence to mailbox
	Figure 41 – Successful write sequence to buffer
	Figure 42 – Successful read sequence to buffer
	Figure 43 – Structuring of the protocol machines of an slave
	Figure 44 – Slave information interface read operation
	Figure 45 – Slave information interface write operation
	Figure 46 – Slave information interface reload operation
	Figure 47 – Distributed clock 
	Figure 48 – Delay measurement sequence

	Tables
	Table 1 – PDU element description example
	Table 2 – Example attribute description
	Table 3 – State machine description elements
	Table 4 – Description of state machine elements
	Table 5 – Conventions used in state machines
	Table 6 – Transfer Syntax for bit sequences
	Table 7 – Transfer syntax for data type Unsignedn
	Table 8 – Transfer syntax for data type Integern
	Table 9 – Type 12 frame inside an Ethernet frame
	Table 10 – Type 12 frame inside an UDP PDU
	Table 11 – Type 12 frame structure containing Type 12 PDUs
	Table 12 – Type 12 frame structure containing network variables
	Table 13 – Type 12 frame structure containing mailbox
	Table 14 – Auto increment physical read (APRD)
	Table 15 – Configured address physical read (FPRD)
	Table 16 – Broadcast read (BRD)
	Table 17 – Logical read (LRD)
	Table 18 – Auto Increment physical write (APWR)
	Table 19 – Configured address physical write (FPWR)
	Table 20 – Broadcast write (BWR)
	Table 21 – Logical write (LWR)
	Table 22 – Auto increment physical read write (APRW)
	Table 23 – Configured address physical read write (FPRW)
	Table 24 – Broadcast read write (BRW)
	Table 25 – Logical read write (LRW)
	Table 26 – Auto increment physical read multiple write (ARMW)
	Table 27 – Configured address physical read multiple write (FRMW)
	Table 28 – Network variable
	Table 29 – Mailbox
	Table 30 – Error Reply Service Data
	Table 31 – DL information
	Table 32 – Configured station address
	Table 33 – DL control
	Table 34 – DL status
	Table 35 – DLS user specific registers
	Table 36 – DLS user event
	Table 37 – DLS user event mask
	Table 38 – External event
	Table 39 – External event mask
	Table 40 – RX error counter
	Table 41 – Lost link counter
	Table 42 – Additional counter
	Table 43 – Watchdog divider
	Table 44 – DLS user watchdog
	Table 45 – Sync manager channel watchdog
	Table 46 – Sync manager watchdog Status
	Table 47 – Watchdog counter
	Table 48 – Slave information interface access
	Table 49 – Slave information interface control/status
	Table 50 – Actual slave information interface address
	Table 51 – Actual slave information interface data
	Table 52 – MII control/status
	Table 53 – Actual MII address
	Table 54 – Actual MII data
	Table 55 – Fieldbus memory management unit (FMMU) entity
	Table 56 – Fieldbus memory management unit (FMMU)
	Table 57 – Sync manager channel
	Table 58 – Sync manager Structure 
	Table 59 – Distributed clock local time parameter
	Table 60 – Distributed clock DLS user parameter
	Table A.1 – Primitives issued by DHSM to PSM
	Table A.2 – Primitives issued by PSM to DHSM
	Table A.3 – Parameters used with primitives exchanged between DHSM and PSM
	Table A.4 – Identifier for the octets of a Ethernet frame
	Table A.5 – DHSM state table
	Table A.6 – DHSM  function table
	Table A.7 – Primitives issued by SYSM to DHSM
	Table A.8 – Primitives issued by DHSM to SYSM
	Table A.9 – Primitives issued by DL-User to SYSM
	Table A.10 – Primitives issued by SYSM to DL-User
	Table A.11 – Parameters used with primitives exchanged between SYSM and DHSM
	Table A.12 – SYSM state table
	Table A.13 – SYSM  function table
	Table A.14 – Primitives issued by RMSM to SYSM
	Table A.15 – Primitives issued by SYSM to RMSM
	Table A.16 – Parameters used with primitives exchanged between RMSM and SYSM
	Table A.17 – RMSM state table
	Table A.18 – RMSM  function table








