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INTERNATIONAL ELECTROTECHNICAL COMMISSION 
____________ 

 
ELECTRICITY METERING DATA EXCHANGE –  

THE DLMS/COSEM SUITE –  
 

Part 5-3: DLMS/COSEM application layer 
 

FOREWORD 
1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising 

all national electrotechnical committees (IEC National Committees). The object of IEC is to promote 
international co-operation on all questions concerning standardization in the electrical and electronic fields. To 
this end and in addition to other activities, IEC publishes International Standards, Technical Specifications, 
Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC 
Publication(s)”). Their preparation is entrusted to technical committees; any IEC National Committee interested 
in the subject dealt with may participate in this preparatory work. International, governmental and non-
governmental organizations liaising with the IEC also participate in this preparation. IEC collaborates closely 
with the International Organization for Standardization (ISO) in accordance with conditions determined by 
agreement between the two organizations. 

2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international 
consensus of opinion on the relevant subjects since each technical committee has representation from all 
interested IEC National Committees.  

3) IEC Publications have the form of recommendations for international use and are accepted by IEC National 
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC 
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any 
misinterpretation by any end user. 

4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications 
transparently to the maximum extent possible in their national and regional publications. Any divergence 
between any IEC Publication and the corresponding national or regional publication shall be clearly indicated in 
the latter. 

5) IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity 
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any 
services carried out by independent certification bodies. 

6) All users should ensure that they have the latest edition of this publication. 

7) No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and 
members of its technical committees and IEC National Committees for any personal injury, property damage or 
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and 
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC 
Publications.  

8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is 
indispensable for the correct application of this publication. 

9) Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of 
patent rights. IEC shall not be held responsible for identifying any or all such patent rights. 

The International Electrotechnical Commission (IEC) draws attention to the fact that it is claimed that compliance 
with this International Standard may involve the use of a maintenance service concerning the stack of protocols on 
which the present standard IEC 62056-5-3 is based. 

The IEC takes no position concerning the evidence, validity and scope of this maintenance service. 

The provider of the maintenance service has assured the IEC that he is willing to provide services under 
reasonable and non-discriminatory terms and conditions for applicants throughout the world. In this respect, the 
statement of the provider of the maintenance service is registered with the IEC. Information may be obtained from: 

DLMS1 User Association 
Zug/Switzerland 

www.dlms.ch 

___________ 
1  Device Language Message Specification. 
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International Standard IEC 62056-5-3 has been prepared by IEC technical committee 13: 
Electrical energy measurement, tariff- and load control. 

This edition cancels and replaces IEC 62056-53 published in 2006. It constitutes a technical 
revision. 

The significant technical changes with respect to IEC 62056-53 are listed in Annex F. 

The text of this standard is based on the following documents: 

FDIS Report on voting 

13/1523/FDIS 13/1541/RVD 

 
Full information on the voting for the approval of this standard can be found in the report on 
voting indicated in the above table. 

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2. 

A list of all the parts in the IEC 62056 series, published under the general title Electricity 
metering data exchange– The DLMS/COSEM suite, can be found on the IEC website. 

Future standards in this series will carry the new general title as cited above. Titles of existing 
standards in this series will be updated at the time of the next edition. 

The numbering scheme has changed from IEC 62056-XY to IEC 62056-X-Y. For example 
IEC 62056-53 becomes IEC 62056-5-3. 

The committee has decided that the contents of this publication will remain unchanged until 
the stability date indicated on the IEC web site under "http://webstore.iec.ch" in the data 
related to the specific publication. At this date, the publication will be  

• reconfirmed, 
• withdrawn, 
• replaced by a revised edition, or 
• amended. 
 
 

IMPORTANT – The 'colour inside' logo on the cover page of this publication indicates 
that it contains colours which are considered to be useful for the correct 
understanding of its contents. Users should therefore print this document using a 
colour printer. 
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ELECTRICITY METERING DATA EXCHANGE –  
THE DLMS/COSEM SUITE –  

 
Part 5-3: DLMS/COSEM application layer 

 
 
 

1 Scope 

This part of IEC 62056 specifies the DLMS/COSEM application layer in terms of structure, 
services and protocols for COSEM clients and servers, and defines how to use the 
DLMS/COSEM application layer in various communication profiles. 

It defines services for establishing and releasing application associations, and data 
communication services for accessing the methods and attributes of COSEM interface 
objects, defined in IEC 62056-6-22, using either logical name (LN) or short name (SN) 
referencing. 

Annex A (normative) defines how to use the COSEM application layer in various 
communication profiles. It specifies how various communication profiles can be constructed 
for exchanging data with metering equipment using the COSEM interface model, and what are 
the necessary elements to specify in each communication profile. The actual, media-specific 
communication profiles are specified in separate parts of the IEC 62056 series. 

Annex B, Annex C and Annex D (informative) include encoding examples for APDUs. 

Annex E (informative) provides an overview of cryptography. 

2 Normative references 

The following documents, in whole or in part, are normatively referenced in this document and 
are indispensable for its application. For dated references, only the edition cited applies. For 
undated references, the latest edition of the referenced document (including any 
amendments) applies. 

IEC 61334-4-41:1996, Distribution automation using distribution line carrier systems – Part 4: 
Data communication protocols – Section 41: Application protocols – Distribution line message 
specification 

IEC 61334-6:2000, Distribution automation using distribution line carrier systems – Part 6: A-
XDR encoding rule 

IEC/TR 62051:1999, Electricity metering – Glossary of terms 

IEC/TR 62051-1:2004, Electricity metering – Data exchange for meter reading, tariff and load 
control – Glossary of terms – Part 1: Terms related to data exchange with metering equipment 
using DLMS/COSEM 

___________ 
2 To be published simultaneously with this part of IEC 62056. 
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IEC 62056-6-1:—, Electricity metering data exchange – The DLMS/COSEM suite – Part 6-1: 
Object Identification System (OBIS)3 

IEC 62056-6-2:—, Electricity metering data exchange – The DLMS/COSEM suite – Part 6-2: 
COSEM interface classes4 

IEC 62056-8-3:—, Electricity metering data exchange – The DLMS/COSEM suite – Part 8-3: 
Communication profile for PLC S-FSK neighbourhood networks5 

ISO/IEC 15953:1999, Information technology – Open Systems Interconnection – Service 
definition for the Application Service Object Association Control Service Element 

ISO/IEC 15954:1999, Information technology – Open Systems Interconnection – Connection-
mode protocol for the Application Service Object Association Control Service Element 

ISO/IEC 8824-1:2008, Information technology – Abstract Syntax Notation One (ASN.1): 
Specification of basic notation 

ISO/IEC 8825-1:2008, Information technology – ASN.1 encoding rules: Specification of Basic 
Encoding Rules (BER), Canonical Encoding Rules (CER) and Distinguished Encoding Rules 
(DER) 

FIPS PUB 180-1:2002, Secure hash standard 

FIPS PUB 197:2001, Advanced Encryption Standard (AES) 

NIST SP 800-38D:2007, Recommendation for Block Cipher Modes of Operation: 
Galois/Counter Mode (GCM) and GMAC 

NIST SP 800-57:2006, Recommendation for Key Management – Part 1: General (Revised) 

RFC 1321:1992, Internet Engineering Task Force (IETF). The MD5 Message-Digest 
Algorithm. Edited by R. Rivest (MIT Laboratory for Computer Science and RSA Data Security, 
Inc.) April 1992. Available from: http://www.rfc-editor.org/rfc/rfc1321.txt 

RFC 3394:2002, Internet Engineering Task Force (IETF). Advanced Encryption Standard 
(AES) Key Wrap Algorithm. Edited by J. Schaad (Soaring Hawk Consulting) and R. Housley 
(RSA Laboratories) September 2002. Available from: http://www.rfc-editor.org/rfc/rfc3394.txt 

RFC 4106:2005, The Use of Galois/Counter Mode (GCM) in IPsec Encapsulating Security 
Payload (ESP) 

NOTE See also the Bibliography. 

 

___________ 
3  To be published simultaneously with this part of IEC 62056. 

4  To be published simultaneously with this part of IEC 62056. 

5  To be published simultaneously with this part of IEC 62056. 

http://www.rfc-editor.org/rfc/rfc791.txt
http://www.rfc-editor.org/rfc/rfc791.txt
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imprimer cette publication en utilisant une imprimante couleur. 
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1  Spécification de message de langage de dispositif. 



62056-5-3 © CEI:2013 – 185 – 

ÉCHANGE DES DONNÉES  
DE COMPTAGE DE L'ÉLECTRICITÉ –  

LA SUITE DLMS/COSEM –  
 

Partie 5-3: Couche application DLMS/COSEM 
 
 
 

1 Domaine d'application 

La présente partie de la CEI 62056 indique la couche application DLMS/COSEM en termes de 
structure, de services et de protocoles pour les clients et serveurs COSEM, et définit 
comment utiliser la couche application DLMS/COSEM dans différents profils de 
communication. 

Elle définit les services permettant d'établir et de libérer des associations d'applications, ainsi 
que les services de communication de données permettant d'accéder aux méthodes et aux 
attributs des objets d'interface COSEM, définis dans la CEI 62056-6-22, à l'aide du 
référencement par nom logique (LN) ou par nom abrégé (SN). 

L'Annexe A (normative) définit comment utiliser la couche application COSEM dans différents 
profils de communication. Elle indique comment différents profils de communication peuvent 
être construits de sorte à échanger des données avec les équipements de mesure à l'aide du 
modèle d'interface COSEM, ainsi que les éléments nécessaires à indiquer dans chaque profil 
de communication. Les profils de communication réels, spécifiques au support, sont spécifiés 
dans des parties distinctes de la série CEI 62056. 

L'Annexe B, l'Annexe C et l'Annexe D (informatives) incluent des exemples de codage 
d'APDU. 

L'Annexe E (informative) présente la cryptographie. 

2 Références normatives 

Les documents suivants sont cités en référence de manière normative, en intégralité ou en 
partie, dans le présent document et sont indispensables pour son application. Pour les 
références datées, seule l’édition citée s’applique. Pour les références non datées, la 
dernière édition du document de référence s’applique (y compris les éventuels 
amendements). 

CEI 61334-4-41:1996, Automatisation de la distribution à l'aide de systèmes de 
communication à courants porteurs – Partie 4: Protocoles de communication de données – 
Section 41: Protocoles d'application – Spécification des messages de ligne de distribution 

CEI 61334-6:2000, Automatisation de la distribution à l'aide de systèmes de communication à 
courants porteurs – Partie 6: Règles d'encodage A-XDR 

CEI/TR 62051:1999, Lecture des compteurs électriques – Glossaire de termes (disponible en 
anglais seulement)  

___________ 
2 A publier simultanément avec la présente partie de la CEI 62056. 



 – 186 – 62056-5-3 © CEI:2013 

CEI/TR 62051-1:2004, Electricity metering – Data exchange for meter reading, tariff and load 
control – Glossary of terms – Part 1: Terms related to data exchange with metering equipment 
using DLMS/COSEM (disponible en anglais seulement) 

CEI 62056-6-1:—, Échange des données de comptage de l'électricité – La suite 
DLMS/COSEM – Partie 6-1: Système d’identification des objets (OBIS)3 

CEI 62056-6-2:—, Échange des données de comptage de l'électricité – La suite 
DLMS/COSEM – Partie 6-2: Classes d’interface COSEM4 

CEI 62056-8-3:—, Échange des données de comptage de l'électricité – La suite 
DLMS/COSEM – Partie 8-3: Profil de communication pour réseaux de voisinage CPL S-FSK5 

ISO/CEI 15953:1999, Technologies de l'information – Interconnexion des systèmes ouverts – 
Définition du service pour l'élément de service de contrôle d'association des objets de service 
d’application 

ISO/CEI 15954:1999, Technologies de l'information – Interconnexion des systèmes ouverts – 
Protocole en mode connexion pour l'élément de service de contrôle d'association des objets 
de service d’application 

ISO/CEI 8824-1:2008, Technologies de l'information – Notation de syntaxe abstraite numéro 
un (ASN.1): Spécification de la notation de base (disponible en anglais seulement) 

ISO/CEI 8825-1:2008, Technologies de l'information – Règles de codage ASN.1: Spécification 
des règles de codage de base (BER), des règles de codage canoniques (CER) et des règles 
de codage distinctives (DER) (disponible en anglais seulement) 

FIPS PUB 180-1:2002, Secure hash standard (disponible en anglais seulement) 

FIPS PUB 197:2001, Advanced Encryption Standard (AES) (disponible en anglais seulement) 

NIST SP 800-38D:2007, Recommendation for Block Cipher Modes of Operation: 
Galois/Counter Mode (GCM) and GMAC (disponible en anglais seulement)  

NIST SP 800-57:2006, Recommendation for Key Management – Part 1: General (Revised) 
(disponible en anglais seulement) 

RFC 1321:1992, Internet Engineering Task Force (IETF). The MD5 Message-Digest 
Algorithm. Éditée par R. Rivest (MIT Laboratory for Computer Science and RSA Data 
Security, Inc.) avril 1992. Disponible à l'adresse: http://www.rfc-editor.org/rfc/rfc1321.txt 
(disponible en anglais seulement) 

RFC 3394:2002, Internet Engineering Task Force (IETF). Advanced Encryption Standard 
(AES) Key Wrap Algorithm. Éditée par J. Schaad (Soaring Hawk Consulting) et R. Housley 
(RSA Laboratories) septembre 2002. Disponible à l'adresse: http://www.rfc-
editor.org/rfc/rfc3394.txt (disponible en anglais seulement) 

RFC 4106:2005, The Use of Galois/Counter Mode (GCM) in IPsec Encapsulating Security 
Payload (ESP) (disponible en anglais seulement) 

___________ 
3  À publier simultanément avec la présente partie de la CEI 62056. 

4  À publier simultanément avec la présente partie de la CEI 62056. 

5  À publier simultanément avec la présente partie de la CEI 62056. 

http://www.rfc-editor.org/rfc/rfc791.txt
http://www.rfc-editor.org/rfc/rfc791.txt
http://www.rfc-editor.org/rfc/rfc791.txt
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NOTE Voir aussi la Bibliographie. 

3 Termes, définitions et abréviations 

 Termes et définitions 3.1

Pour les besoins du présent document, les termes et définitions donnés dans la RFC 4106, 
les CEI/TR 62051 et CEI/TR 62051-1 s'appliquent, ainsi que les suivants. 

 Abréviations 3.2
AA Application Association (Association d'applications) 
AAD Additional Authenticated Data (Données authentifiées supplémentaires) 

(utilisé avec le chiffrement d'APDU) 
AARE A-Associate Response (Réponse d’association d’applications) – une 

APDU de l'ACSE 
AARQ A-Associate Request (Demande d’association d’applications) – une 

APDU de l'ACSE 
ACPM Association Control Protocol Machine (Machine de protocole de 

commande d'association) 
ACSE Association Control Service Element (Élément de service de contrôle 

d'association) 
AE Application Entity (Entité d'application) 
AES Advanced Encryption Standard (Norme de chiffrement avancé)  
AL Application Layer (Couche application) 
AP Application Process (Processus d'application) 
APDU Application Layer Protocol Data Unit (Unité de données de protocole 

d'application) 
API Application Programming Interface (Interface de programmes 

d'applications) 
ASE Application Service Element (Élément de service d'application) 
ASO Application Service Object (Objet de service d'application) 
A-XDR Adapted Extended Data Representation (Représentation de données 

étendues adaptée) 
base_name Le short_name correspondant au premier attribut (“logical_name”) d'un 

objet COSEM 
BER Basic Encoding Rules (Règles de codage de base) 
CF Control Function (Fonction de commande) 
CL Connectionless (Sans connexion) 
Client Un poste demandant des services. Dans le cas du profil à 3 couches, 

orienté connexion et basé sur HDLC, il s'agit du poste maître 
.cnf .confirm service primitive (Primitive de service .confirm) 
CO Connection-oriented (Orienté connexion) 
COSEM Companion Specification for Energy Metering (Spécification 

d’accompagnement pour le comptage de l'énergie) 
COSEM class_id COSEM interface class identifier (identifiant de classe d’interface 

COSEM) 
Objet COSEM Instance d'une classe d'interface COSEM 
DCS Data Collection System (Système de collecte de données) 




