SVENSK STANDARD  SS-EN 61158-6-10

SVENSK Faststalld Utgava Sida Ansvarig kommitté
ELSTANDARD 2015-02-18 3 1(14732)  SEKTK65

© Copyright SEK. Reproduction in any form without permission is prohibited.

Industriell processtyrning —

Faltbuss —

Del 6-10: Specifikation av protokoll i applikationsskiktet —
Delar i faltbuss, Typ 10

Industrial communication networks —

Fieldbus specifications —

Part 6-10: Application layer protocol specification —
Type 10 elements

Som svensk standard géller europastandarden EN 61158-6-10:2014. Den svenska standarden innehéller den
officiella engelska sprakversionen av EN 61158-6-10:2014.

Nationellt forord
Europastandarden EN 61158-6-10:2014
bestér av:

— europastandardens ikraftsittningsdokument, utarbetat inom CENELEC

— IEC 61158-6-10, Third edition, 2014 - Industrial communication networks - Fieldbus
specifications - Part 6-10: Application layer protocol
specification - Type 10 elements

utarbetad inom International Electrotechnical Commission, IEC.

Tidigare faststdlld svensk standard SS-EN 61158-6-10, utgava 2, 2012, géller ¢j fr o m 2017-09-23.

ICS 25.040.40; 35.100.70; 35.110.00

Denna standard ar faststélld av SEK Svensk Elstandard,

som ocksa kan ldmna upplysningar om sakinnehallet i standarden.
Postadress: Box 1284, 164 29 KISTA

Telefon: 08 - 444 14 00.

E-post: sek@elstandard.se. Internet: www.elstandard.se




Standarder underldttar utvecklingen och héjer elscikerheten

Det finns manga fordelar med att ha gemensamma tekniska regler
for bl a matning, sakerhet och provning och for utférande, skétsel och
dokumentation av elprodukter och elanldggningar.

Genom att utforma sddana standarder blir sdkerhetsfordringar tydliga
och utvecklingskostnaderna rimliga samtidigt som marknadens acceptans
for produkten eller tjansten okar.

Maénga standarder inom elomradet beskriver tekniska [6sningar och
metoder som astadkommer den elsakerhet som féreskrivs av svenska
myndigheter och av EU.

SEK dir Sveriges rost i standardiseringsarbetet inom elomrddet

SEK Svensk Elstandard svarar for standardiseringen inom elomradet i
Sverige och samordnar svensk medverkan i internationell och europeisk
standardisering. SEK dr en ideell organisation med frivilligt deltagande fran
svenska myndigheter, foretag och organisationer som vill medverka till och
paverka utformningen av tekniska regler inom elektrotekniken.

SEK samordnar svenska intressenters medverkan i SEKs tekniska
kommittéer och stodjer svenska experters medverkan i internationella
och europeiska projekt.

Stora delar av arbetet sker internationellt

Utformningen av standarder sker i allt vasentligt i internationellt och
europeiskt samarbete. SEK &dr svensk nationalkommitté av International
Electrotechnical Commission (IEC) och Comité Européen de Normalisation
Electrotechnique (CENELEC).

Standardiseringsarbetet inom SEK &r organiserat i referensgrupper
bestdende av ett antal tekniska kommittéer som speglar hur arbetet inom
IEC och CENELEC &r organiserat.

Arbetet i de tekniska kommittéerna ar 6ppet for alla svenska
organisationer, foretag, institutioner, myndigheter och statliga verk. Den
arliga avgiften for deltagandet och intékter fran forsaljning finansierar SEKs
standardiseringsverksamhet och medlemsavgift till IEC och CENELEC.

Var med och pdverkal

Den som deltar i SEKs tekniska kommittéarbete har méjlighet att
paverka framtida standarder och far tidig tillgang till information och
dokumentation om utvecklingen inom sitt teknikomrade. Arbetet och
kontakterna med kollegor, kunder och konkurrenter kan gynnsamt
paverka enskilda foretags affarsutveckling och bidrar till deltagarnas egen
kompetensutveckling.

Du som vill dra nytta av dessa mojligheter ar valkommen att kontakta
SEKs kansli for mer information.

SEK Svensk Elstandard
Box 1284
164 29 Kista
Tel 08-444 14 00
www.elstandard.se



EUROPEAN STANDARD EN 61158-6-10
NORME EUROPEENNE
EUROPAISCHE NORM October 2014

ICS 25.040.40; 35.100.70; 35.110 Supersedes EN 61158-6-10:2012

English Version

Industrial communication networks - Fieldbus specifications -
Part 6-10: Application layer protocol specification - Type 10
elements
(IEC 61158-6-10:2014)

Réseaux de communication industriels - Spécifications des Industrielle Kommunikationsnetze - Feldbusse - Teil 6-10:
bus de terrain - Partie 6-10: Spécification du protocole de la Protokollspezifikation des Application Layer
couche application - Eléments de type 10 (Anwendungsschicht) - Typ 10-Elemente
(CEI 61158-6-10:2014) (IEC 61158-6-10:2014)

This European Standard was approved by CENELEC on 2014-09-23. CENELEC members are bound to comply with the CEN/CENELEC
Internal Regulations which stipulate the conditions for giving this European Standard the status of a national standard without any alteration.

Up-to-date lists and bibliographical references concerning such national standards may be obtained on application to the CEN-CENELEC
Management Centre or to any CENELEC member.

This European Standard exists in three official versions (English, French, German). A version in any other language made by translation
under the responsibility of a CENELEC member into its own language and notified to the CEN-CENELEC Management Centre has the
same status as the official versions.

CENELEC members are the national electrotechnical committees of Austria, Belgium, Bulgaria, Croatia, Cyprus, the Czech Republic,
Denmark, Estonia, Finland, Former Yugoslav Republic of Macedonia, France, Germany, Greece, Hungary, Iceland, Ireland, Italy, Latvia,
Lithuania, Luxembourg, Malta, the Netherlands, Norway, Poland, Portugal, Romania, Slovakia, Slovenia, Spain, Sweden, Switzerland,
Turkey and the United Kingdom.

CENELEC

European Committee for Electrotechnical Standardization
Comité Européen de Normalisation Electrotechnique
Europiisches Komitee fiir Elektrotechnische Normung

CEN-CENELEC Management Centre: Avenue Marnix 17, B-1000 Brussels

© 2014 CENELEC All rights of exploitation in any form and by any means reserved worldwide for CENELEC Members.

Ref. No. EN 61158-6-10:2014 E

SEK Svensk Elstandard



EN 61158-6-10:2014 -2-

Foreword

The text of document 65C/764/FDIS, future edition 3 of IEC 61158-6-10, prepared by SC 65C
"Industrial networks" of IEC/TC 65 "Industrial-process measurement, control and automation" was
submitted to the IEC-CENELEC parallel vote and approved by CENELEC as EN 61158-6-10:2014.
The following dates are fixed:
e latest date by which the document has to be implemented at (dop) 2015-06-23

national level by publication of an identical national

standard or by endorsement

e latest date by which the national standards conflicting with (dow) 2017-09-23
the document have to be withdrawn

This document supersedes EN 61158-6-10:2012.

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights. CENELEC [and/or CEN] shall not be held responsible for identifying any or all such
patent rights.

This document has been prepared under a mandate given to CENELEC by the European Commission
and the European Free Trade Association.

Endorsement notice

The text of the International Standard IEC 61158-6-10:2014 was approved by CENELEC as a
European Standard without any modification.

In the official version, for Bibliography, the following notes have to be added for the standards indicated:

IEC 61784-1 NOTE Harmonized as EN 61784-1.
IEC 61784-2 NOTE Harmonized as EN 61784-2.
IEC 61784-3-3 NOTE Harmonized as EN 61784-3-3.
IEC 60793-2-30 NOTE Harmonized as EN 60793-2-30.
IEC 60793-2-40 NOTE Harmonized as EN 60793-2-40.
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INTERNATIONAL ELECTROTECHNICAL COMMISSION

INDUSTRIAL COMMUNICATION NETWORKS -
FIELDBUS SPECIFICATIONS -

Part 6-10: Application layer protocol specification —
Type 10 elements

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote
international co-operation on all questions concerning standardization in the electrical and electronic fields. To
this end and in addition to other activities, IEC publishes International Standards, Technical Specifications,
Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC
Publication(s)”). Their preparation is entrusted to technical committees; any IEC National Committee interested
in the subject dealt with may participate in this preparatory work. International, governmental and non-
governmental organizations liaising with the IEC also participate in this preparation. IEC collaborates closely
with the International Organization for Standardization (ISO) in accordance with conditions determined by
agreement between the two organizations.

2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international
consensus of opinion on the relevant subjects since each technical committee has representation from all
interested IEC National Committees.

3) IEC Publications have the form of recommendations for international use and are accepted by IEC National
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any
misinterpretation by any end user.

4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications
transparently to the maximum extent possible in their national and regional publications. Any divergence
between any IEC Publication and the corresponding national or regional publication shall be clearly indicated in
the latter.

5) IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any
services carried out by independent certification bodies.

6) All users should ensure that they have the latest edition of this publication.

7) No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and
members of its technical committees and IEC National Committees for any personal injury, property damage or
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC
Publications.

8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is
indispensable for the correct application of this publication.

Attention is drawn to the fact that the use of the associated protocol type is restricted by its
intellectual-property-right holders. In all cases, the commitment to limited release of
intellectual-property-rights made by the holders of those rights permits a layer protocol type to
be used with other layer protocols of the same type, or in other type combinations explicitly
authorized by its intellectual-property-right holders.

NOTE Combinations of protocol types are specified in IEC 61784-1 and IEC 61784-2.
International Standard IEC 61158-6-10 has been prepared by subcommittee 65C: Industrial

networks, of IEC technical committee 65: Industrial-process measurement, control and
automation.

This third edition cancels and replaces the second edition published in 2010. This edition
constitutes a technical revision.

The main changes with respect to the previous edtion are listed below:
— Corrections and Improvements
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— Change from MRP integration to MRP reference

— Integration of dynamic frame packing

— Integration of peer to peer fragmentation

— Integration of fast forwarding

— Integration of shared RT_CLASS_3 ARs

— Integration of vendor specific blocks for the connect

— Integration of generic POF diagnosis

— Integration of autoconfiguration

— Integration of seamless media redundancy MRPD

— Integration of the System redundancy basic functionality
— Integration of the Configure in run basic functionality

— Integration of multiple interface support

— Integration of port statistic for error tracking

— Integration of controller to controller communication basic functionality
— Optimization of RT_CLASS_3 startup and forwarding

— Optimization of isochronuos startup

— Optimization of the startup time from power down

— Removal of MRRT

— Removal of distributed automation

— Update of the LLDP-EXT-MIB

The text of this standard is based on the following documents:

FDIS Report on voting
65C/764/FDIS 65C/774/RVD

Full information on the voting for the approval of this standard can be found in the report on
voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

A list of all the parts of the IEC 61158 series, published under the general title Industrial
communication networks — Fieldbus specifications, can be found on the IEC web site.
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The committee has decided that the contents of this publication will remain unchanged until
the stability date indicated on the IEC web site under "http://webstore.iec.ch" in the data
related to the specific publication. At this date, the publication will be

* reconfirmed,

* withdrawn,

» replaced by a revised edition, or
*+ amended.

IMPORTANT - The 'colour inside’ logo on the cover page of this publication indicates
that it contains colours which are considered to be useful for the correct
understanding of its contents. Users should therefore print this document using a
colour printer.
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INTRODUCTION

This part of IEC 61158 is one of a series produced to facilitate the interconnection of
automation system components. It is related to other standards in the set as defined by the
“three-layer” fieldbus reference model described in IEC 61158-1.

The application protocol provides the application service by making use of the services
available from the data-link or other immediately lower layer. The primary aim of this standard
is to provide a set of rules for communication expressed in terms of the procedures to be
carried out by peer application entities (AEs) at the time of communication. These rules for
communication are intended to provide a sound basis for development in order to serve a
variety of purposes:

— as a guide for implementors and designers;
— for use in the testing and procurement of equipment;
— as part of an agreement for the admittance of systems into the open systems environment;

— as arefinement to the understanding of time-critical communications within OSI.

This standard is concerned, in particular, with the communication and interworking of sensors,
effectors and other automation devices. By using this standard together with other standards
positioned within the OSI or fieldbus reference models, otherwise incompatible systems may
work together in any combination.

NOTE Attention is drawn to the fact that use of the associated protocol type(s) is restricted by its (their)
intellectual-property-right holder(s). In all cases, the commitment to limited release of intellectual-property-rights
made by the holder(s) of those rights permits a particular data-link layer protocol type to be used with physical
layer and application layer protocols in type combinations as specified explicitly in the IEC 61784 series. Use of the
protocol type(s) in other combinations may require permission of their respective intellectual-property-right
holder(s).

The International Electrotechnical Commission (IEC) draws attention to the fact that it is
claimed that compliance with this document may involve the use of a patent concerning Type
10 elements and possibly other types given in this standard as follows:

The following patent rights for Type 10 have been announced by [SI]:

WO publication Title (WO)

WO 02/043336 System and method for parallel transfer of real-time critical and non-real-time critical data
via switchable data networks, particularly Ethernet

EP 1388238

WO 02/076033 Synchronous clocked communication system with decentralized input/output modules and
methods for integrating decentralized input/output modules in such a system

EP 1368935

WO 03/028258 Method for synchronizing nodes of a communication system

EP 1430628

WO 03/028259 Communications system and method for synchronizing a communications cycle

EP 1430627

WO 04/030284 Method for permanent redundant transmission of data telegrams in communication
systems

EP 1540895

EP 1558002 Method for assigning an IP address to a devic

EP 1318630 Matrices for controlling the device specific data transfer rates on a field bus

IEC takes no position concerning the evidence, validity and scope of these patent rights.

The holders of these patent rights have assured the IEC that they are willing to negotiate
licences either free of charge or under reasonable and non-discriminatory terms and
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conditions with applicants throughout the world. In this respect, the statement of the holders
of these patent rights is registered with IEC. Information may be obtained from:

[SI]: Siemens AG
CT IP L&T
Otto-Hahn-Ring 6
D-81739 Munich
Germany

Attention is drawn to the possibility that some of the elements of this document may be the
subject of patent rights other than those identified above. IEC shall not be held responsible for
identifying any or all such patent rights.

ISO (www.iso.org/patents) and IEC (http://patents.iec.ch) maintain on-line data bases of
patents relevant to their standards. Users are encouraged to consult the data bases for the
most up to date information concerning patents.
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INDUSTRIAL COMMUNICATION NETWORKS -
FIELDBUS SPECIFICATIONS -

Part 6-10: Application layer protocol specification —
Type 10 elements

1 Scope

1.1 General

The Fieldbus Application Layer (FAL) provides user programs with a means to access the
fieldbus communication environment. In this respect, the FAL can be viewed as a “window
between corresponding application programs.”

This standard provides common elements for basic time-critical and non-time-critical
messaging communications between application programs in an automation environment and
material specific to Type 10 fieldbus. The term *“time-critical” is used to represent the
presence of a time-window, within which one or more specified actions are required to be
completed with some defined level of certainty. Failure to complete specified actions within
the time window risks failure of the applications requesting the actions, with attendant risk to
equipment, plant and possibly human life.

This standard defines in an abstract way the externally visible behavior provided by the
Type 10 fieldbus application layer in terms of

a) the abstract syntax defining the application layer protocol data units conveyed between
communicating application entities,

b) the transfer syntax defining the application layer protocol data units conveyed between
communicating application entities,

c) the application context state machine defining the application service behavior visible
between communicating application entities, and

d) the application relationship state machines defining the communication behavior visible
between communicating application entities.

The purpose of this standard is to define the protocol provided to

a) define the wire-representation of the service primitives defined in IEC 61158-5-10 and

b) define the externally visible behavior associated with their transfer.

This standard specifies the protocol of the Type 10 fieldbus application layer, in conformance
with the OSI Basic Reference Model (ISO/IEC 7498-1) and the OSI Application Layer
Structure (ISO/IEC 9545).

1.2 Specifications

The principal objective of this standard is to specify the syntax and behavior of the application
layer protocol that conveys the application layer services defined in IEC 61158-5-10.

A secondary objective is to provide migration paths from previously-existing industrial
communications protocols. It is this latter objective which gives rise to the diversity of
protocols standardized in IEC 61158-6.
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1.3 Conformance

This standard does not specify individual implementations or products, nor does it constrain
the implementations of application layer entities within industrial automation systems.
Conformance is achieved through implementation of this application layer protocol
specification.

2 Normative references

The following documents, in whole or in part, are normatively referenced in this document and
are indispensable for its application. For dated references, only the edition cited applies. For
undated references, the Ilatest edition of the referenced document (including any
amendments) applies.

NOTE All parts of the IEC 61158 series, as well as IEC 61784-1 and IEC 61784-2 are maintained simultaneously.
Cross-references to these documents within the text therefore refer to the editions as dated in this list of normative
references.

IEC 61158-1:2014, Industrial communication networks — Fieldbus specifications — Part 1:
Overview and guidance for the IEC 61158 and IEC 61784 series

IEC 61158-2:2014, Industrial communication networks — Fieldbus specifications — Part 2:
Physical layer specification and service definition

IEC 61158-5-10:2014, Industrial communication networks - Fieldbus specifications -
Application layer service definition — Type 10 elements

IEC 61158-6-3:2014, Industrial communication networks — Fieldbus specifications — Part 6-3:
Application layer protocol specification — Type 3 elements

IEC 61588, Precision clock synchronization protocol for networked measurement and control
systems

IEC 62439-2, Industrial communication networks — High availability automation networks —
Part 2: Media Redundancy Protocol (MRP)

ISO/IEC 646:1991, Information technology — ISO 7-bit coded character set for information
interchange

ISO/IEC 7498-1, Information technology — Open Systems Interconnection — Basic Reference
Model: The Basic Model

ISO/IEC 8822, Information technology — Open Systems Interconnection — Presentation
service definition

ISO/IEC 8824-1, Information technology — Abstract Syntax Notation One (ASN.1):
Specification of basic notation

ISO/IEC 9545, Information technology — Open Systems Interconnection — Application Layer
structure

ISO/IEC 10731, Information technology — Open Systems Interconnection — Basic Reference
Model — Conventions for the definition of OSI services

ISO 8601, Data elements and interchange formats - Information interchange -
Representation of dates and times
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IEEE 754, IEEE Standard for Floating-Point Arithmetic, available at <http://www.ieee.org>

IEEE 802, |EEE Standard for Local and metropolitan area networks: Overview and
Architecture, available at <http://www.ieee.org>

IEEE 802.1AB-2005, /EEE Standard for Local and metropolitan area networks: Station and
Media Access Control Connectivity Discovery, available at <http://www.ieee.org>

IEEE 802.1AS, [EEE Standard for Information technology — Telecommunications and
information exchange between systems — |IEEE standard for Local and metropolitan area
networks — Timing and Synchronization for Time-Sensitive Applications in Bridged Local Area
Networks, available at <http://www.ieee.org>

IEEE 802.1D, /EEE Standard for Local and metropolitan area networks — Media access
control (MAC) Bridges, available at <http://www.ieee.org>

IEEE 802.1Q, IEEE Standard for Local and metropolitan area networks — Media Access
Control (MAC) Bridges and Virtual Bridged Local Area Networks, available at
<http://www.ieee.org>

IEEE 802.3, IEEE Standard for Information technology — Telecommunications and information
exchange between systems — Local and metropolitan area networks — Specific requirements —
Part 3: Carrier sense multiple access with Collision Detection (CSMA/CD) Access Method and
Physical Layer Specifications, available at <http://www.ieee.org>

IEEE 802.11, [|EEE Standard for Information technology - Telecommunications and
information exchange between systems — Local and metropolitan area networks — Specific
requirements — Part 11: Wireless LAN Medium Access Control (MAC) and Physical Layer
(PHY) Specifications, available at <http://www.ieee.org>

IEEE 802.15.1-2005, IEEE Standard for Information technology — Telecommunications and
information exchange between systems — Local and metropolitan area networks — Specific
requirements — Part 15.1: Wireless medium access control (MAC) and physical layer (PHY)
specifications  for wireless personal area networks (WPANs), available at
<http://www.ieee.org>

IETF RFC 768, User Datagram Protocol, available at <http://www.ietf.org>
IETF RFC 791, Internet Protocol, available at <http://www.ietf.org>
IETF RFC 792, Internet Control Message Protocol, available at <http://www.ietf.org>

IETF RFC 826, An Ethernet Address Resolution Protocol or Converting Network Protocol
Addresses to 48.bit Ethernet Address for Transmission on Ethernet Hardware, available at
<http://www.ietf.org>

IETF RFC 1034, Domain names — concepts and facilities, available at <http://www.ietf.org>

IETF RFC 1213, Management Information Base for Network Management of TCP/IP-based
internets: MIB-II, available at <http://www.ietf.org>

IETF RFC 2131, Dynamic Host Configuration Protocol, available at <http://www.ietf.org>
IETF RFC 2132, DHCP Options and BOOTP Vendor Extensions, available at

<http://www.ietf.org>
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IETF RFC 2236, Internet Group Management Protocol, Version 2, available at
<http://www.ietf.org>

IETF RFC 2365, Administratively Scoped IP Multicast, available at <http://www.ietf.org>

IETF RFC 2474, Definition of the Differentiated Services Field (DS Field) in the IPv4 and IPv6
Headers, available at <http://www.ietf.org>

IETF RFC 2674, Definitions of Managed Objects for Bridges with Traffic
Classes, Multicast Filtering and Virtual LAN Extensions, available at <http://www.ietf.org>

IETF RFC 2863, The Interfaces Group MIB, available at <http://www.ietf.org>

IETF RFC 3418, Management Information Base (MIB) for the Simple Network Management
Protocol (SNMP), available at <http://www.ietf.org>

IETF RFC 3621, Power Ethernet MIB, available at <http://www.ietf.org>

IETF RFC 4361, Node-specific Client Identifiers for Dynamic Host Configuration Protocol
Version Four (DHCPv4), available at <http://www.ietf.org>

IETF RFC 4363, Definitions of Managed Objects for Bridges with Traffic Classes, Multicast
Filtering, and Virtual LAN Extensions, available at <http://www.ietf.org>

IETF RFC 4836, Definitions of Managed Objects for IEEE 802.3 Medium Attachment Units
(MAUs), available at <http://www.ietf.org>

IETF RFC 5735, Special-Use IPv4 Addresses, available at <http://www.ietf.org>

IETF RFC 5890, Internationalized Domain Names for Applications (IDNA): Definitions and
Document Framework, available at <http://www.ietf.org>

The Open Group — Publication C706, Technical standard DCE1.1: Remote Procedure Call,
available at <http://www.opengroup.org/onlinepubs/9629399/toc.htm>
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