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Foreword

The text of document 65E/378/CDV, future edition 2 of IEC 62541-7, prepared by SC 65E "Devices
and integration in enterprise systems", of IEC/TC 65 "Industrial-process measurement, control and
automation"” was submitted to the IEC-CENELEC parallel vote and approved by CENELEC as
EN 62541-7:2015.

The following dates are fixed:
¢ latest date by which the document has to be implemented at (dop) 2016-01-29
national level by publication of an identical national

standard or by endorsement

e latest date by which the national standards conflicting with (dow) 2018-04-29
the document have to be withdrawn

This document supersedes EN 62541-7:2012.

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights. CENELEC [and/or CEN] shall not be held responsible for identifying any or all such
patent rights.

This document has been prepared under a mandate given to CENELEC by the European Commission
and the European Free Trade Association, and supports essential requirements of EU Directive(s).

Endorsement notice

The text of the International Standard IEC 62541-7:2015 was approved by CENELEC as a European
Standard without any modification.
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NOTE 1

the relevant EN/HD applies.

NOTE 2

Publication
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Year
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Part 1: Overview and concepts

OPC unified architecture -
Part 2: Security model

OPC unified architecture -
Part 3: Address Space Model

OPC Unified Architecture -
Part 4: Services

OPC unified architecture -
Part 5: Information Model

OPC unified architecture -
Part 6: Mappings

OPC Unified Architecture -
Part 8: Data Access

OPC unified architecture -
Part 9: Alarms and conditions

OPC unified architecture -
Part 11: Historical Access

OPC unified architecture -
Part 13: Aggregates

EN/HD
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When an International Publication has been modified by common modifications, indicated by (mod),

Up-to-date information on the latest versions of the European Standards listed in this annex is
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INTERNATIONAL ELECTROTECHNICAL COMMISSION

OPC UNIFIED ARCHITECTURE -
Part 7: Profiles

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote
international co-operation on all questions concerning standardization in the electrical and electronic fields. To
this end and in addition to other activities, IEC publishes International Standards, Technical Specifications,
Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC
Publication(s)”). Their preparation is entrusted to technical committees; any IEC National Committee interested
in the subject dealt with may participate in this preparatory work. International, governmental and non-
governmental organizations liaising with the IEC also participate in this preparation. IEC collaborates closely
with the International Organization for Standardization (ISO) in accordance with conditions determined by
agreement between the two organizations.

2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international
consensus of opinion on the relevant subjects since each technical committee has representation from all
interested IEC National Committees.

3) IEC Publications have the form of recommendations for international use and are accepted by IEC National
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any
misinterpretation by any end user.

4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications
transparently to the maximum extent possible in their national and regional publications. Any divergence
between any IEC Publication and the corresponding national or regional publication shall be clearly indicated in
the latter.

5) IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any
services carried out by independent certification bodies.

6) All users should ensure that they have the latest edition of this publication.

7) No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and
members of its technical committees and IEC National Committees for any personal injury, property damage or
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC
Publications.

8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is
indispensable for the correct application of this publication.

9) Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of
patent rights. IEC shall not be held responsible for identifying any or all such patent rights.

International Standard |IEC 62541-7 has been prepared by subcommittee 65E: Devices and
integration in enterprise systems, of IEC technical committee 65: Industrial-process
measurement, control and automation.

This second edition cancels and replaces the first edition published in 2012. This edition
constitutes a technical revision.

This edition includes the following significant technical changes with respect to the previous
edition:

a) Added a large number of new Facets to cover additional functional areas of OPC UA. Most
significantly:
— Facets for Historical Access;
— Facets for Aggregates;
— Facets for HTTPs

SEK Svensk Elstandard



IEC 62541-7:2015 © IEC 2015 -1 -

— New Security Facets
— New User Token Facet that supports anonymous access
— Best Practice Facets,

b) New Security Policy for asymmetric key length > 2048

The text of this standard is based on the following documents:

CDV Report on voting
65E/378/CDV 65E/406/RVC

Full information on the voting for the approval of this standard can be found in the report on
voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

A list of all parts of the IEC 62541 series, published under the general titte OPC Unified
Architecture, can be found on the IEC website.

The committee has decided that the contents of this publication will remain unchanged until
the stability date indicated on the IEC web site under "http://webstore.iec.ch" in the data
related to the specific publication. At this date, the publication will be

* reconfirmed,

* withdrawn,

* replaced by a revised edition, or
+ amended.

IMPORTANT - The 'colour inside' logo on the cover page of this publication indicates
that it contains colours which are considered to be useful for the correct
understanding of its contents. Users should therefore print this document using a
colour printer.
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OPC UNIFIED ARCHITECTURE -

Part 7: Profiles

1 Scope

This part of IEC 62541 describes the OPC Unified Architecture (OPC UA) Profiles. The
Profiles in this document are used to segregate features with regard to testing of OPC UA
products and the nature of the testing (tool based or lab based). This includes the testing
performed by the OPC Foundation provided OPC UA CTT (a self-test tool) and by the OPC
Foundation provided Independent certification test labs. This could equally as well refer to
test tools provided by another organization or a test lab provided by another organization.
What is important is the concept of automated tool based testing versus lab based testing.
The scope of this standard includes defining functionality that can only be tested in an a lab
and defining the grouping of functionality that is to be used when testing OPC UA products
either in a lab or using automated tools. The definition of actual TestCases is not within the
scope of this document, but the general categories of TestCases are within the scope of this
document.

Most OPC UA applications will conform to several, but not all of, the Profiles.

2 Normative references

The following documents, in whole or in part, are normatively referenced in this document and
are indispensable for its application. For dated references, only the edition cited applies. For
undated references, the Ilatest edition of the referenced document (including any
amendments) applies.

IEC TR 62541-1, OPC unified architecture — Part 1: Overview and concepts
IEC TR 62541-2, OPC unified architecture — Part 2: Security model

IEC 62541-3, OPC unified architecture — Part 3: Address space model

IEC 62541-4, OPC unified architecture — Part 4: Services

IEC 62541-5, OPC unified architecture — Part 5: Information model

IEC 62541-6, OPC unified architecture — Part 6: Mappings

IEC 62541-8, OPC unified architecture — Part 8: Data access

IEC 62541-9, OPC unified architecture — Part 9: Alarms and conditions

IEC 62541-111, OPC unified architecture — Part 11: Historical access

IEC 62541-131, OPC unified architecture — Part 13: Aggregates

1 To be published.
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