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Standarder far varlden att fungera

SIS (Swedish Standards Institute) &r en fristaende ideell férening med medlemmar fran bade privat och offentlig
sektor. Vi &r en del av det europeiska och globala nédtverk som utarbetar internationella standarder. Standarder &r
dokumenterad kunskap utvecklad av framstaende aktérer inom industri, ndringsliv och samhélle och befrdmjar
handel éver grénser, bidrar till att processer och produkter blir sékrare samt effektiviserar din verksamhet.

Delta och paverka

Som medlem i SIS har du méjlighet att paverka framtida standarder inom ditt omrade
pa nationell, europeisk och global niva. Du far samtidigt tillgang till tidig information om
utvecklingen inom din bransch.

Ta del av det fardiga arbetet

Vi erbjuder vara kunder allt som rér standarder och deras tillampning. Hos oss kan du kdpa
alla publikationer du behdver — allt fran enskilda standarder, tekniska rapporter och standard-
paket till handbdcker och onlinetjanster. Genom var webbtjénst e-nav far du tillgang till
ett lattnavigerat bibliotek dar alla standarder som ar aktuella for ditt féretag finns tillgangliga.
Standarder och handbdcker ar kallor till kunskap. Vi saljer dem.

Utveckla din kompetens och lyckas battre i ditt arbete

Hos SIS kan du ga dppna eller féretagsinterna utbildningar kring innehall och tillampning
av standarder. Genom var narhet till den internationella utvecklingen och ISO far du ratt
kunskap i ratt tid, direkt fran kallan. Med var kunskap om standarders méjligheter hjalper
vi vara kunder att skapa verklig nytta och Id6nsamhet i sina verksamheter.

Ve

Vill du veta mer om SIS eller hur standarder kan effektivisera din verksamhet ar
du vialkommen in pa www.sis.se eller ta kontakt med oss pa tel 08-555 523 00.

Standards make the world go round

SIS (Swedish Standards Institute) is an independent non-profit organisation with members from both the private

and public sectors. We are part of the European and global network that draws up international standards. Standards
consist of documented knowledge developed by prominent actors within the industry, business world and society.
They promote cross-border trade, they help to make processes and products safer and they streamline your
organisation.

Take part and have influence

As a member of SIS you will have the possibility to participate in standardization activities
on national, European and global level. The membership in SIS will give you the opportunity
to influence future standards and gain access to early stage information about developments
within your field.

Get to know the finished work

We offer our customers everything in connection with standards and their application. You
can purchase all the publications you need from us - everything from individual standards,
technical reports and standard packages through to manuals and online services. Our web
service e-nav gives you access to an easy-to-navigate library where all standards that are
relevant to your company are available. Standards and manuals are sources of knowledge.
We sell them.
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Increase understanding and improve perception

With SIS you can undergo either shared or in-house training in the content and application
of standards. Thanks to our proximity to international development and ISO you receive

the right knowledge at the right time, direct from the source. With our knowledge about the
potential of standards, we assist our customers in creating tangible benefit and profitability
in their organisations.

If you want to know more about SIS, or how standards can streamline your
organisation, please visit www.sis.se or contact us on phone +46 (0)8-555 523 00



Den internationella standarden ISO/IEC 27001:2013 géller som svensk standard. Detta dokument innehaller
den svenska sprakversionen av ISO/IEC 27001:2013 foljd av den officiella engelska sprakversionen.

Denna standard ersatter SS-ISO/IEC 27001:2006 utgava 1.

The International Standard ISO/IEC 27001:2013 has the status of a Swedish Standard. This document con-
tains the Swedish language version of ISO/IEC 27001:2013 followed by the official English version.

This standard supersedes the Swedish Standard SS-ISO/IEC 27001:2006, edition 1.
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Forord

ISO (Internationella Standardiseringsorganisationen) &ar en varldsomspannande sammanslutning av nation-
ella standardiseringsorgan (ISO-medlemmar). Utarbetandet av internationella standarder sker normalt i 1ISOs
tekniska kommittéer. Varje medlemsland som &r intresserat av arbetet i en teknisk kommitté har ratt att bli
medlem i den. Internationella organisationer, statliga sdval som icke-statliga, som samarbetar med ISO del-
tar ocksa i arbetet. 1SO har nara samarbete med International Electrotechnical Commission (IEC) i alla fragor
rérande elektroteknisk standardisering.

Internationella standarder utarbetas i enlighet med ISO/IEC direktiven, del 2.

Huvuduppgiften for de tekniska kommittéerna ar att utarbeta internationella standarder. Férslag till internat-
ionella standarder som godkants av de tekniska kommittéerna sands till medlemsléanderna for réstning. For
publicering av en internationell standard kravs att minst 75 % av de rdstande medlemslanderna godkanner
forslaget.

Det bor uppméarksammas att vissa bestandsdelar i denna internationella standard méjligen kan vara foremal
for patentratter. 1ISO ska inte hallas ansvarig for att identifiera ndgon eller alla sddana patentratter.

SS-ISO/IEC 27001 har tagits fram av den gemensamma tekniska kommittén ISO/IEC JTC 1, Informations-
teknologi, underkommitté SC 27, IT-sakerhetstekniker.

Denna andra upplaga utgavan och ersatter den forsta utgdvan (SS-ISO/IEC 27001:2006), efter teknisk
revidering.
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0 Orientering
0.1  Allméant

Denna standard har tagits fram for att tillhandahalla krav for att uppratta, inféra, underhdlla och standigt for-
béttra ett ledningssystem for informationssékerhet. Antagandet av ett ledningssystem fér informationssékerhet
ar ett strategiskt beslut for en organisation. Uppréttandet och inférandet av en organisations ledningssystem for
informationssakerhet paverkas av organisationens behov och mal, sékerhetskrav, de organisatoriska pro-
cesser som anvands och organisationens storlek och struktur. Alla dessa paverkande faktorer kan komma
att férandras over tiden.

Ledningssystemet for informationssakerhet bevarar informationens konfidentialitet, riktighet och tillganglighet
genom att tillampa en riskhanteringsprocess och ger fortroende for berorda parter att risker hanteras pa ett
adekvat satt.

Det ar viktigt att ledningssystemet for informationssékerhet &r en integrerad del av organisationens proces-
ser och dvergripande ledningsstruktur och att informationsséakerhet beaktas i utformningen av processer,
informationssystem och sakerhetsatgarder. Det forvantas att ett inforande av ett ledningssystem for informations-
sakerhet sker i en omfattning som anpassas till organisationens behov.

Denna standard kan anvandas internt och av externa parter for att bedéma organisationens férmaga att
uppfylla organisationens egna informationssékerhetskrav.

Den ordning i vilken kraven presenteras i denna standard syftar inte till att terspegla deras betydelse och
antyder heller inte den ordning i vilken de ska genomféras. De redovisade kraven numreras enbart i hanvis-
ningssyfte.

SS-ISO/IEC 27000 beskriver en dversikt av och vokabular for ledningssystem for informationssékerhet,
med referens till standardserien som relaterar till IedningssYstem for informationssakerhet (inklusive SS-
ISO/IEC 27003 !, SS-1SO/IEC 27004 ¥ och SS-ISO/IEC 27005 ), med relaterade termer och definitioner.

0.2 Kompatibilitet med andra ledningssystemstandarder

Denna standard tillampar hognivastruktur, identiska titlar pa underavsnitt, identisk text, vanliga termer och
grundbegrepp som de definierats i bilaga SL av del 1 av ISO/IEC direktiven, konsoliderade 1SO-tillagg, och
ar darfor kompatibel med andra ledningssystemstandarder som har antagit bilaga SL.

Detta gemensamma angreppssétt, som definierats i bilaga SL, kommer att vara anvandbart fér de organisat-
ioner som vdljer att anvanda ett enda ledningssystem som uppfyller kraven i tva eller flera ledningssystem-
standarder.
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Informationsteknik — Sakerhetstekniker — Ledningssystem for
informationssakerhet — Krav

1 Omfattning

Denna standard specificerar kraven for upprattande, inférande, underhall och standig forbattring av ett led-
ningssystem for informationssakerhet inom ramarna for organisationen. Denna standard innehaller ocksa
krav pa bedémning och behandling av informationssédkerhetsrisker, anpassat till organisationens behov.
Kraven som anges i denna standard ar generiska och ar avsedda att vara tillampliga i alla organisationer,
oavsett typ, storlek och slag. Att undanta nagot av kraven specificerade i avsnitt 4 till 10 &r inte acceptabelt
nar en organisation avser efterleva denna standard.

2 Normativa hanvisningar

Detta dokument hanvisar till féljande dokument som &r ndédvandiga nar detta dokument ska tillampas. For
daterade hanvisningar géller endast den utgdva som anges. For odaterade hanvisningar galler senaste ut-
gavan av dokumentet (inklusive alla tillagg).

SS-ISO/IEC 27000, Informationsteknologi — Sakerhetstekniker — Ledningssystem for informationssékerhet —
Oversikt och terminologi
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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
ISO/IEC]TC 1.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.

The main task of the joint technical committee is to prepare International Standards. Draft International
Standards adopted by the joint technical committee are circulated to national bodies for voting.
Publication as an International Standard requires approval by at least 75 % of the national bodies
casting a vote.

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights. ISO and IEC shall not be held responsible for identifying any or all such patent rights.

ISO/IEC 27001 was prepared by Joint Technical Committee ISO/IEC JTC 1, Information technology,
Subcommittee SC 27, IT Security techniques.

This second edition cancels and replaces the first edition (ISO/IEC 27001:2005), which has been
technically revised.

iv
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0 Introduction

0.1 General

This International Standard has been prepared to provide requirements for establishing, implementing,
maintaining and continually improving an information security management system. The adoption of an
information security management system is a strategic decision for an organization. The establishment
and implementation of an organization’s information security management system is influenced by the
organization’s needs and objectives, security requirements, the organizational processes used and the
size and structure of the organization. All of these influencing factors are expected to change over time.

The information security management system preserves the confidentiality, integrity and availability
of information by applying a risk management process and gives confidence to interested parties that
risks are adequately managed.

It is important that the information security management system is part of and integrated with the
organization’s processes and overall management structure and that information security is considered
in the design of processes, information systems, and controls. It is expected that an information security
management system implementation will be scaled in accordance with the needs of the organization.

This International Standard can be used by internal and external parties to assess the organization’s
ability to meet the organization’s own information security requirements.

The order in which requirements are presented in this International Standard does not reflect their
importance or imply the order in which they are to be implemented. The list items are enumerated for
reference purpose only.

ISO/IEC 27000 describes the overview and the vocabulary of information security management
systems, referencing the information security management system family of standards (including
ISO/IEC 27003I[2], ISO/IEC 27004[3] and ISO/IEC 27005[4]), with related terms and definitions.

0.2 Compatibility with other management system standards

This International Standard applies the high-level structure, identical sub-clause titles, identical text,
common terms, and core definitions defined in Annex SL of ISO/IEC Directives, Part 1, Consolidated ISO
Supplement, and therefore maintains compatibility with other management system standards that have
adopted the Annex SL.

This common approach defined in the Annex SLwill be useful for those organizations that choose to operate
a single management system that meets the requirements of two or more management system standards.
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Information technology — Security techniques —
Information security management systems — Requirements

1 Scope

This International Standard specifies the requirements for establishing, implementing, maintaining
and continually improving an information security management system within the context of the
organization. This International Standard also includes requirements for the assessment and treatment
of information security risks tailored to the needs of the organization. The requirements set out in this
International Standard are generic and are intended to be applicable to all organizations, regardless
of type, size or nature. Excluding any of the requirements specified in Clauses 4 to 10 is not acceptable
when an organization claims conformity to this International Standard.

2 Normative references

The following documents, in whole or in part, are normatively referenced in this document and are
indispensable for its application. For dated references, only the edition cited applies. For undated
references, the latest edition of the referenced document (including any amendments) applies.

ISO/IEC 27000, Information technology — Security techniques — Information security management
systems — Overview and vocabulary
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