SVENSK STANDARD  SS-EN 50402

SVENSK Faststalld Utgéva Sida Ansvarig kommitté
ELSTANDARD 2018-01-24 2 1 (1+98) SEK TK 31

© Copyright SEK. Reproduction in any form without permission is prohibited.

Elektrisk utrustning for detektering och matning av syre eller
brannbara eller giftiga gaser och angor —

Funktionssakerhet hos fast monterade system for detektering

Electrical apparatus for the detection and measurement of combustible or toxic gases or vapours or of oxygen —
Requirements on the functional safety of fixed gas detection systems

Som svensk standard géller europastandarden EN 50402:2017. Den svenska standarden innehaller den
officiella engelska sprakversionen av EN 50402:2017.

Nationellt forord

Tidigare faststalld svensk standard SS-EN 50402, utgava 1, 2007 och SS-EN 50402/A1, utgava 1, 2008,
galler ej fr o m 2020-02-04.

ICS 13.320.00

Denna standard &r faststalld av SEK Svensk Elstandard,

som ocksa kan lamna upplysningar om sakinnehallet i standarden.
Postadress: Box 1284, 164 29 KISTA

Telefon: 08 - 444 14 00.

E-post: sek@elstandard.se. Internet: www.elstandard.se




Standarder underldttar utvecklingen och héjer elscikerheten

Det finns manga fordelar med att ha gemensamma tekniska regler
for bl a matning, sakerhet och provning och for utférande, skétsel och
dokumentation av elprodukter och elanldggningar.

Genom att utforma sddana standarder blir sdkerhetsfordringar tydliga
och utvecklingskostnaderna rimliga samtidigt som marknadens acceptans
for produkten eller tjansten okar.

Maénga standarder inom elomradet beskriver tekniska [6sningar och
metoder som astadkommer den elsakerhet som féreskrivs av svenska
myndigheter och av EU.

SEK dir Sveriges rost i standardiseringsarbetet inom elomrddet

SEK Svensk Elstandard svarar for standardiseringen inom elomradet i
Sverige och samordnar svensk medverkan i internationell och europeisk
standardisering. SEK dr en ideell organisation med frivilligt deltagande fran
svenska myndigheter, foretag och organisationer som vill medverka till och
paverka utformningen av tekniska regler inom elektrotekniken.

SEK samordnar svenska intressenters medverkan i SEKs tekniska
kommittéer och stodjer svenska experters medverkan i internationella
och europeiska projekt.

Stora delar av arbetet sker internationellt

Utformningen av standarder sker i allt vasentligt i internationellt och
europeiskt samarbete. SEK &dr svensk nationalkommitté av International
Electrotechnical Commission (IEC) och Comité Européen de Normalisation
Electrotechnique (CENELEC).

Standardiseringsarbetet inom SEK &r organiserat i referensgrupper
bestdende av ett antal tekniska kommittéer som speglar hur arbetet inom
IEC och CENELEC &r organiserat.

Arbetet i de tekniska kommittéerna dr 6ppet for alla svenska
organisationer, foretag, institutioner, myndigheter och statliga verk. Den
arliga avgiften for deltagandet och intékter fran forsaljning finansierar SEKs
standardiseringsverksamhet och medlemsavgift till IEC och CENELEC.

Var med och pdverkal

Den som deltar i SEKs tekniska kommittéarbete har méjlighet att
paverka framtida standarder och far tidig tillgang till information och
dokumentation om utvecklingen inom sitt teknikomrade. Arbetet och
kontakterna med kollegor, kunder och konkurrenter kan gynnsamt
paverka enskilda foretags affarsutveckling och bidrar till deltagarnas egen
kompetensutveckling.

Du som vill dra nytta av dessa mojligheter ar valkommen att kontakta
SEKs kansli for mer information.

SEK Svensk Elstandard
Box 1284
164 29 Kista
Tel 08-444 14 00
www.elstandard.se



EUROPEAN STANDARD EN 50402
NORME EUROPEENNE
EUROPAISCHE NORM March 2017

ICS 13.320 Supersedes EN 50402:2005

English Version

Electrical apparatus for the detection and measurement of
combustible or toxic gases or vapours or of oxygen -
Requirements on the functional safety of gas detection systems

Matériel électrique pour la détection et la mesure des gaz Elektrische Geréte fir die Detektion und Messung von
ou vapeurs combustibles ou toxiques, ou de l'oxygéne - brennbaren oder toxischen Gasen und Dampfen oder
Exigences relatives a la fonction de sécurité des systemes Sauerstoff - Anforderungen an die funktionale Sicherheit

de détection de gaz von Gaswarnsystemen

This European Standard was approved by CENELEC on 2017-02-04. CENELEC members are bound to comply with the CEN/CENELEC
Internal Regulations which stipulate the conditions for giving this European Standard the status of a national standard without any alteration.

Up-to-date lists and bibliographical references concerning such national standards may be obtained on application to the CEN-CENELEC
Management Centre or to any CENELEC member.

This European Standard exists in three official versions (English, French, German). A version in any other language made by translation
under the responsibility of a CENELEC member into its own language and notified to the CEN-CENELEC Management Centre has the
same status as the official versions.

CENELEC members are the national electrotechnical committees of Austria, Belgium, Bulgaria, Croatia, Cyprus, the Czech Republic,
Denmark, Estonia, Finland, Former Yugoslav Republic of Macedonia, France, Germany, Greece, Hungary, Iceland, Ireland, Italy, Latvia,
Lithuania, Luxembourg, Malta, the Netherlands, Norway, Poland, Portugal, Romania, Serbia, Slovakia, Slovenia, Spain, Sweden,
Switzerland, Turkey and the United Kingdom.

CENELEC

European Committee for Electrotechnical Standardization
Comité Européen de Normalisation Electrotechnique
Europaisches Komitee fiir Elektrotechnische Normung

CEN-CENELEC Management Centre: Avenue Marnix 17, B-1000 Brussels

© 2017 CENELEC All rights of exploitation in any form and by any means reserved worldwide for CENELEC Members.

Ref. No. EN 50402:2017 E

SEK Svensk Elstandard



EN 50402:2017 (E)

Contents Page
ST OT o] of=T= Tl o] =1V o] o B PP PPPRRPT 7
FaN A feYo [0 Yo {10 o I PP PPPRTPTN 8
1 S o] o< 10
2 N o] €0 P LA =] =T =T Lo = PO PRPP RSO 11
3 Terms and defiNITIONS ..ottt e e e et e e s sbae e e e enens 12
4 (1=t YT = I = To U T =T o 1= o SO PPEER 17
4.1 Specification of safety FUNCLIONS ... e e e e e e e annes 17
4.2 Determination of safety fUNCLION ........iiii i e e 23
4.3 Functional safety characteristics of MOAUIES ........coooiiiiiiii e 24
5 Functional modules and elements — Characterization and requirements ..........cccceevvveeeeiiieeeens 25
5.1 (CT=T YT - | PR PPPPPRPTTN 25
5.1.1 Structure of fuNCtioNal MOAUIES .......ooiiiii e 25
5.1.2  GENETaAl FEOUITEIMENTS ...ttt ittt ettt et e e oo ettt e et e e e e e e s e aababe et e e ae e e sanbbbeeeeaaeessanbbbbeeeaaaeeeannsbnneeas 29
5.2 (=Rt a1 o] [T o Lo PP PPPPPRPTTN 30
LN R T - 1S o 11 =1 4 o o H PP PP 30
5.2.2  Conditioning Of MEASUIEA QAS ... ..uuuuiiiiiiiiiiiiiiiei ettt e e e e e e e e e e e e e s s bbb beeeeaaeeesnnbeneeas 30
L B T T 4 U1 o] == RS 31
5.2.4 Gas sampling by diffUSiON MO .....uiiiii i e e e e 31
5.2.5 Automatic calibration and adjuStmMeENt ...........ooiiiii i 31
5.3 1= 0T o OO PP P PP PPPPPPRPPPRN 32
5.4 Y Lo T oI =T K=Y 0 1T Yo SRS 33
L R T g T=T - L= To T =0 =T 33
5.4.2 Signal-transmission between spatially separated modules .........cccceiiiiiiiiiiiiiii e 33
5.4.3 Signal-transmission between modules not spatially separated .........ooccvveeiiiiiiiiiiiiie e 35
55 [aY o0 L (o ISy o T ¥= Ul o] foY X =1S3] [ Vo PP PP PRPPT P 36
LN R 1T o= = | TP PUTPP TR 36
5.5.2 Interface for Measured SIgNAl ...... ... e e e e 36
5.5.3  INPUL SYStEM COMMUNTCALION ....iitiiiiiii ettt e e e e e e s bbbt e e e e e e s sbbebe e e e e e e e e annnbnneeas 36
LRI N S = T 01 = = U= TSP PPPPRPN 36
LR T T [ o1 L o T ¢ T o =T T o1 =] Y/ R 37
LR G = 111V oYU o o ] /SRR 37
5.6 S Lo T = o] o Lo =111 1 o SO PPEER 37
LT R 1T o 1= - | PSP PPPTPRPN 37
5.6.2 Calculation 0f MEASUIed VAIUES .........ooiiiiiiiii ittt ettt e e s sabe e e e s snbeeeeees 39
5.68.3  SPECIAI STALE....eeeeeiiii ittt e e e — e e e e e e e e b b a b et e e e e e e e e bbb reee e e e e e e anraraeeas 39
N S o | = U= TR 2] 1 1= o | TP PPRPPTPR 40
5.6.5 Diagnhostic means Within @ CONTrOl UNIT ........oeiiiiii e 41
5.6.6 Reduced Mode Of OPEratiON ... e e e e e e e e e e e nnbe e 43
N I A ] o1 = U o] g W o] o 1 1 { o ] FU TP PRTPPTPP 44
5.6.8  Gas MUILIPIEXEI CONTIOL ...ueiiiiiiiiee ettt e e e e et e e e e e e e s bbb be e e e e e e e e annnbnneeas 44
5.6.9 Control of automatic CaliDration .......c..ooiiiiiiiii e 44
5.6.10 Control of automatiC adjUSTMENT ......ciiii it e e e e e s s e e e e e e e e annrneeees 45
5.7 (@10 L oYU L o1 { = o7 0 14 Y ISR 45
L A% RV L= YT = 1R T g Vo [T oF= 1T ] o E PO PPPSTPRPN 45
B5.7.2  SWILCRING OULPUL coeieeii it e e e s e s e e e e e e s s st e e e e e e e s st ateeeeeeeeesnssneneeeeeesaannnnnnnees 46
5.7.3  Output SYStEM COMMUNICALION ... .uuiiiiiie e it e e e e s s e e e e e e e s e e e e e e s s s e r e e e e e e s s nnsreeeeeeeeeannnnneees a7
N A N O 10 ) { o1 L (o o 1= ] o] 4 1=1 o VAU PUTPP PR 48
LT T B = - W= 1o [ =T PR PP 48
6 S0 ] 10T L= T EUT TR OUPUPPPRP 49
6.1 GENETAl FEQUITEIMEBNTS ittt e oottt et e e e s s st ettt e e e e e e s s ab b be e e e e e e e e s nnbbbeeeaaaeseaannbbseeaaeaeaaannes 49
6.2 Context of the SOftware StANUArd ...........coio e a e e e 49
6.3 Requirements from EN BL1508-3 ...ttt e e e e et e e e e e e e s bbb e e e e e e e e e anneeeeeas 49
2

SEK Svensk Elstandard



EN 50402:2017 (E)

6.4 List of replaced or not relevant clauses in EN 61508-3:2010.........cccccverriernmierreenireesnnee e 50
6.5 List of changes to clauses in EN B1508-3.........ccuuiiiiiiiiuiiiireee e s iiiiier e e e e e s s senieaee e e e e s s snnnnreereeeesesnnenneees 51
6.6 EN 50402 LEVEIS OF FIQOUT weeiiiieiiiiiiiiiiiite et ese et e e e s s e e e e e e s st e e e e e e s s annab e e e e eeessnssntenaeeeeesanneneeees 54
6.7 Tables of techniques and measures from EN 61508-3:2010, ANNEX A .......coiiiieiiiiiiiiiieeeee e 55
6.7.1  EXPlanation Of TEIMS ... ittt ettt e e e et e e e e e e s e st be e e e e e e e e e anbbeeeaaaeeas 55
6.7.2 Writing conventions in the tables of techniques and Measures .........cccccccee i, 55
6.7.3 Software requirements SPECITICALION .........oeiiiiiiii e 55
6.7.4  Software arChit@CtUre A@SIQN ....... i e e e e e e e e s anbbeeeaaaeeas 58
6.7.5 Software design and development — Support tools and programming language...........c.ccccce..... 62
6.7.6  Software detailed AESIGN ...ccoii e e e e e e e e e aaan 62
6.7.7 Software module testing and iNtEGratioN.........coiiiiiiiiiiie e e e e e e 65
6.7.8 PE integration (hardware + SOftWaAIE).........cuviiiiiiiiiiiiiiiie et e e e e e e e e s raereeae s 67
6.7.9  SOFtWAre VAlIAAION ......ciiiiiiiie ettt e e r e n e nn e e 68
G O 1Y o o 1 o= LA T o OSSP PP 69
6.7.11 SOFftWAre VerifiCAtION ....oceiiiiie ettt e et na e nnn e s e s 70
7 Combining Functional Modules to Safety FUNCLIONS ........uiiiiiiiiiiie e 72
7.1 ]I or=T o = Lo 11 L1 TR UOPTPPPRP 72
7.2 Determination of SIL-capabilities for a safety fUNCLION ..., 73
A2 R 1T o 1= = | PP TP 73
7.2.2  SUMmMarizing of SINQIE CRAINS .......ooii e e e a e e 74
7.2.3 Summarizing of parallel ChaiNS ... 74
8 Determination of hardware failure rates for each safety function .........ccccccoveeeiiiicci e, 75
9 Gas detection as part of an overall safety fUNCLION ........c.c.oevviiii i 76
10 INFOrMAatioN FEOUITEMENTS ..uiiiiii it e e e e e e e s s e e e e e e s s as et eeeaeesssnseteeeeeeeesanneneeees 77
11 RV Z= 11T e = LA o o O TP PURPP 78
12 Functional safety ManagemMeENt...........ooii i e e e e s s s e e e e e s s s e e e e e e e e e anrnneees 79
13 Functional safety aSSESSMENT ........iiiiiiiie e s e e e e s s e e e e e e s s e e e e e e e e e e s nrnneees 79
14 Do Tod 0101 =T a1 2= L4 o] o PP PRPP TP 79
Annex A (normative) Transformation of the SIL-capabilities of gas detection systems .........cccccoeeuueee 80
A.l L oL e Yo [UTox {10 o I PP PRPP ST 80
A.2 Transformation of the SIL-capabilities of gas detection systems to the safety integrity
[evels Of EN 61508 (A1 PAITS) .. eeiiiaiiiiiiiiiiiie ettt ettt e e ettt et e e e e e s e e e e e e e e e e snnnbnseeaaeaeeaannes 80
Annex B (normative) Transformation from generic standard requirements to modules ........................ 81
B.1 LC =T o] = | PR UPT PRI 81
B.2 Y LI o - o - o 11 1 /20 OO PUEER 81
B.3 Y LT o T o -1 o 11 11572072 SO UEER 81
B.4 Y LT o o -1 o 11 1120 SO UEER 82
Annex C (informative) Determination of SIL-capability of a safety function of the gas detection
L3S K] 12 PRSP PRSPPI 83
Cc1 (CT=T YT - | PP PUPPPRPTTN 83
C.2 Procedure of determination of SIL-Capability ... 83
C.3 Example: Determination of SIL-capability for a gas detection System.........ccccccoviiiiiiiiiiiiiiiniinnnnn. 89
(O3 J0 R =T o =T = | PP RPN 89
C.3.2 Example: Characterization of relay outputs of control units Aand B ........cccooiiiiiiiiiiiniiiiiinenen, 89
C.3.3 Example: Characterization of relay output of common alarm ..........cccoiiiiiiiiii e, 91
Annex D (informative) Failure modes for specific measuring prinCiples......c.cocovvivereeiiiiccinee e, 93
3

SEK Svensk Elstandard



EN 50402:2017 (E)

D.1 T8 oo [N 1 4T o PSP P PP 93
D.2 Failure modes relevant to most or all types of measuring principles and types of sensing

=1 1=T 0 1= 0L PP RUPPPUPRPRI 93
D.2.1  GeNEriC faIlUIE MOUES .. ..ottt s b e e st b e e s anb e e e e nbr e e e e annnes 93
D.2.2 Failure modes identified in the metrological Standards........ccccoiiiiiiiiiiii e 93
D.3 Catalytic SENSING EIEMENTS .....iiiii ittt et e e e e e e s bbb e e e e e e e e e sanbbnseeaaeeeaaanne 94
D.4 Thermal conductivity SENSING EIEMENTS ......uiiiiiii e 94
D.5 INfrared SENSING EIEMENTS ...coi it e e e e ettt e e e e s s bbb be e e e e e e e e anneeneeas 94
(DR A o T1 ] e 1= (=T o (o] £ S PSPPSR PP P TP POPPPPP 94
D T @ o 1= g I o - U o L= =T o (0] SR 95
D IR T I B T NS (=T O 1Y o D4 Y/ 1= o 1 RS 95
D.6 SemicoNdUCtOr SENSING EIEMENTS .. ...uiiiiiii e e e r e e e e e st r e e e e e e e snntareeeaeeesannnes 95
D.7 Electrochemical SENSING ElEMENTS ......iiiii i e s e e e e e e snerreees 95
D.7.1 Galvanic — Lead based OXYJEN .....ccccuiiiiiie e it e s e st ee e e e e e s s st e e e e e e s s e e e e e e e e s s annntnneeeeeeeaannnes 95
D.7.2 Amperometric with organic or aqueous €leCtrolYte .....cccuviiiiiie i 96
D.8 FID SENSING EIEMENTS .. ..ttt e e ettt e e e e e s e e bbbt e e e e e e e e s bbbbe e e e e e e e e annneneeeas 96
D.9 FTA SENSING EIEMENTS ...ttt e e e e sttt e e e e e s e e b bbbt e e e e e e e s nbbbeeeeaaeeeannnbnneeas 96
D.10 ParamagnetiC SENSING ElEMEBNTS ... i it e e e e e e e e e sbbere e e e e e e e aanes 97
[ 2O R € T=T o =T - | T PP P PP PP P TP PRSP 97
D.10.2 Principle using a dumbBell....... .o e e 97
D.10.3 Microflow Measuring PriNCIPIE ...t e e e e e e aaes 97
D.10.4 Measurement of magnetic SUSCEPLIDIlITY ..oooiiiiiiiiieiee e e 98
D.10.5 Paramagnetic thermal ©ffECT .......ciii i e e e e e e e e e nne 98
D 200 I R = I I Y=T o Y g o =Y 1T o =T o SR 98
Figures
Figure 1 — Definitions of measuring point, measuring group and measuring location..............ccccc.e.... 14
Figure 2a — Gas detection system plus actuator for safety function ..........ccccco i, 18
Figure 2b — Gas detection system plus actuator for safety funcCtion ..........cccccee v 19
Figure 2c — Gas detector with relay output plus actuator for safety function.........cccccceeee i 20
Figure 2d — Gas detection system plus actuator for safety function ..........cccccce i 20
Figure 2e — Gas detection system plus actuator for safety fUNCtioN ......cccccveeee e, 21
Figure 2f — Gas detection system plus actuator for safety fUNCtion ..........cccccve e, 22
Figure 2 — Examples for the overall safety function of gas detection systems ........cccccceeevvvviiiiieree s 22
Figure 3 — Overview of safety-related SYSTEIM ... e 26
Figure 4 — Modules of @ gas deteCtion SYSTEIM ... e e e e aaes 28
Figure 5 — Architectures for data COMMUNICALION .........uuiiiiiiiiiii e e e 35
Figure 6 — Single and parallel ChaiNS........o it e e re e e e e e e e aanes 73
Figure 7 — Handling of complex modules in a redundant StrUCtUIe............eeeiiiiiiiiiiiiiiiie e 75

4
SEK Svensk Elstandard



EN 50402:2017 (E)

Figure C.1 — Step 1 — Linkage of MOAUIES........uoeiiiiiiiic et e e e e e e e e e e e e e nnes 83
Figure C.2 — Step 2 — Identification of modules necessary for the safety function............cccccevieennn 84
Figure C.3 — Step 3 — Elimination of modules and linkages without influence on the safety

10T 4 To3 4T ] o PSR PSST 84
Figure C.4 — Step 4 (1st loop) — Summarizing of single ChaiNs ... 84
Figure C.5 — Step 5 (1st loop) — Summarizing of parallel Chains .........coocii e 85
Figure C.6 — Step 6 (1st loop) — Adaptation of block diagram StruCtUre........ccccoviiiiiiieiiieiiiiiieee e 87
Figure C.7 — Step 4 (2nd loop) — Summarizing of single Chains ... 87
Figure C.8 — Step 5 (2nd loop) — Summarizing of parallel chains.........ooci e 87
Figure C.9 — Step 6 (2nd loop) — Adaptation of block diagram structure — No action required ............. 88
Figure C.10 — Step 4 (3rd loop) — Summarizing of single ChaiNS.........coocciiiiiiie e 88
Figure C.11 — Step 5 (3rd loop) — Summarizing of parallel chains .........ccccovei e, 88
Figure C.12 — Step 6 (3rd loop) — Adaptation of block diagram structure — No action required ............ 88
Figure C.13 — Step 4 (4th loop) — Summarizing of single chains — End of procedure..........ccccccceveeeennns 89
Figure C.14 — Step 1 — Linkages between modules for the example.......cccooeevee i 89
Figure C.15 — Step 2 — Identification of modules with influence on the safety function........................ 90
Figure C.16 — Step 3 — Elimination of modules and linkages without influence on the safety

10T g To3 4o ] o PSP 90
Figure C.17 — Step 4 — Summarizing of Single ChaiNS ... 90
Figure C.18 — Step 5 — Summarizing of parallel chains — End of procedure ... 90
Figure C.19 — Step 2 — Identification of modules with influence on the safety function......................... 91
Figure C.20 — Step 3 — Elimination of modules and linkages without influence on the safety

L1011 101 o PSPPSR 91
Figure C.21 — Step 4 (1st loop) — Summarizing of single Chains ........cccooeiiii e 92
Figure C.22 — Step 5 (1st loop) — Summarizing of parallel ChainNs ..........cccvvievii e, 92
Figure C.23 — Step 6 (1st loop) — Adaptation of block diagram structure — No action required............. 92
Figure C.24 — Step 4 (2nd loop) — Summarizing of single chains — End of procedure.........ccccccceveeeenns 92
Tables
Table 1 — Fault tolerance for simple modules according to EN 61508-2:2010, (Table 2)........c.cccoouuu 24
Table 2 — Fault tolerance for complex modules according to EN 61508-2:2010, (Table 3) .................... 25
Table 3 — Diagnostic measures for program sequence monitoring and clock from EN 61508-2 .......... 41
Table 4 — Diagnostic measures for memory from EN 61508—2 ..........cccuiiiiiiiiiiiiiiiiieiee e 42
Table 5 — List of replaced or not relevant clauses in EN 61508—3:2010........cccoiiiiiiiiiiaiinniiiiieieee e 50
Table 6 — List of changes to clauses in EN 61508—3:2010.........ccceeeiiiiiiriiimieeeisiiinnerereeesssnnreeeeesesssnnnsnneens 51
Table 7 — EN 50402 [E€VEIS OF HIgOUT ..ciiiiiiiiiiiiiie ettt et e e e e e s e e e e s s st e e e e e e e sssnnnreereeeeesannnnneees 54
Table 8 — EN 50402 software requirements specification (from EN 61508-3:2010, Table A.1)............... 55
Table 9 — Semi formal and formal methods (from EN 61508-3:2010, Table B.7) as applied to

1= o1 L= PSR TPRR 57
Table 10 — EN 50402 software architecture design (from EN 61508-3:2010, Table A.2) .....ccccceeeevvnnneee. 58
Table 11 — EN 50402 software design (from EN 61508-3:2010, Table A.3) ... 62
Table 12 — EN 50402 software detailed design (from EN 61508-3:2010, Table A.4) ... 62

5

SEK Svensk Elstandard



EN 50402:2017 (E)

Table 13 — Semi-formal methods (EN 61508-3:2010, Table B.7) as applied to Table A4 ...................... 64
Table 14 — EN 50402 software module testing and integration (from EN 61508-3:2010, Table A.5)......65
Table 15 — EN 50402 PE integration (hardware + software) (from EN 61508-3:2010, Table A.6) ........... 67
Table 16 — EN 50402 software validation (from EN 61508-3:2010, Table A.7)...cccoooiieiiiiiiiiiieeeei 68
Table 17 — EN 50402 modification (from EN 61508-3:2010, Table A.8) ... 69
Table 18 — EN 50402 software verification (from EN 61508-3:2010, Table A.9) ... 70
Table 19 — For low demand mode of operation (see EN 61508-1:2010, 7.6.2.9, Table 2)...........cceuuu 76
Table 20 — For high demand mode of operation or continuous mode of operation

(see EN 61508-1:2010, 7.6.2.9, TADIE 3) ..iicuiiiiiiiiiie ittt e e naae e sneae s 76
Table A.1 — Transformation of the SIL-capabilities of EN 50402 to SIL of EN 61508 (all parts).............. 80
Table C.1 — Determination of SIL-capability for a parallel chain block (applicable for hardware

Lo 0117/ ISP RER 86
6

SEK Svensk Elstandard



EN 50402:2017 (E)

European foreword

This document (EN 50402:2017) has been prepared by CLC/SC 31-9 “Electrical apparatus for the detection
and measurement of combustible gases to be used in industrial and commercial potentially explosive
atmospheres” of CLC/TC 31 “Electrical apparatus for potentially explosive atmospheres” and by CLC/TC 216
“Gas detectors”.

The following dates are fixed:

+ latest date by which this document has to be (dop) 2018-02-04
implemented at national level by publication of
an identical national standard or by
endorsement

+ latest date by which the national standards (dow)  2020-02-04
conflicting with this document have to
be withdrawn

This document supersedes EN 50402:2005.

Attention is drawn to the possibility that some of the elements of this document may be the subject of patent
rights. CENELEC shall not be held responsible for identifying any or all such patent rights.

EN 50402:2017 includes the following significant technical changes with respect to EN 50402:2005:

— In general, the standard is updated to consider the modifications in the second edition of EN 61508 for
hardware and software. Route 2 of the second edition of EN 61508 will not be permitted for gas detection
equipment.

— The standard is updated for the SIL 1 requirements to be in line with the second edition of EN 50271
specifying the minimum requirements for functional safety for performance approved gas detectors, gas
detection apparatus and complete gas detection systems.

— The latest revisions of the metrological standards have been considered.

— SIL 4 has been deleted as being not appropriate to gas detection.

— Clauses 4 and 5 have been updated for more detailed specification.

— Clause 6 for software is new.

— Clauses 7 to 11 are restructured for clarification of requirements and relation to EN 61508.

— Clause 10 is specifying more details for the customer information.

— The former normative Annex D is now Clause 12.

— The former informative Annex A has been deleted. Relevant text was moved to Clauses 7 to 9.

— The new informative Annex D is providing information on failure modes of sensing elements.
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Introduction

This European Standard specifies requirements for the functional safety of gas detection systems. It
encompasses criteria for reliability, avoidance of faults and fault tolerance. Functional safety is that part of the
overall safety which relates specifically to the measures required within the gas detection system to avoid or to
handle failures so that the safety function is ensured. This includes not only design and the development
process requirements of the gas detection system but also the information requirements for planning, putting
into operation, maintenance and repair.

This European Standard is dedicated to the manufacturer. Information important for the safe use of the device
(gas detection system) will be specified in the instruction manual.

Gas detection systems will fail to function if dangerous failures occur in the equipment used. Failure to
function will also occur if such systems are not installed or maintained in an appropriate manner. In some
applications, failures of this type will dominate the functional safety achieved. This European Standard is only
targeted at reducing equipment failures to levels appropriate to the application. Users of gas detection
systems will therefore need to ensure installation and maintenance of such systems is carried out according to
the instruction manual. This European Standard does not specify the physical positioning of measuring points
/ locations.

Gas detection systems may differ widely in structure, complexity and performance. They may not be handled
in a uniform manner like low complexity devices, for this reason a general specification of requirements is not
possible.

Gas detection systems therefore need to be divided into functional modules for validation to ensure that
systems which have different structures are handled according to appropriate procedures. A gas detection
system will not normally include all the modules covered by this European Standard. Requirements are
specified for each of these modules in terms of hierarchical levels which represent one of the constituents of
functional safety performance. The hierarchical levels are termed as SIL-capabilities, with SIL-capability 1
representing the minimum and SIL-capability 3 the maximum levels of functional safety to comply with this
European Standard. The SlL-capability of a module is related to the maximum safety integrity level that may
be claimed for a safety function which uses modules of that specified SIL-capability. Modules will be
characterized in terms of their SIL-capability. Information is also required on failure rate characteristics of
modules or related physical components to enable the manufacturer to determine the overall level of
functional safety of a gas detection system. In this way, the manufacturer will take account of both random
failures of hardware components and systematic failures in hardware and software. This European Standard
also specifies the requirements that will enable determination of whether the gas detection system has a low
enough failure rate when used in conjunction with other equipment necessary for functional safety.

This European Standard will enable the functional safety characteristics of the gas detection system to be
determined from the characteristics of its modules and components (see Annex C). This will enable a gas
detection system to be used as a part of an overall safety system. The characterization including the
determination of a SlIL-capability and failure rate data will only need to be carried out once for a particular
module or component.

Depending on characterization of each module and component, the properties of each chosen safety function
of the whole gas detection system will be specified. The procedure for determining the SIL-capability of a
safety function of a gas detection system will only need to be repeated for each new combination of modules
and components. Different combinations of equivalent modules may lead to gas detection systems which
reach different SIL-capabilities.

In this way a flexible adoption of the gas detection system into different applications will be possible without
repeating all steps of the validation procedure for every new configuration.
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This European Standard does not include requirements for availability which will need to be considered
separately.

This European Standard is dedicated to manufacturers and is applicable to gas detection systems or parts of
them (e.g. gas detection transmitters or gas detection control units) as basis for functional safety testing. It
supplements the requirements of the relevant metrological standards. It should not be confused with
EN 60079-29-3 which is dedicated to system integrators to give guidance for combining gas detection
apparatus with other equipment (e.g. gas processing, filters, valves) not provided by the gas detection
manufacturer but part of a safety function under the responsibility of the system integrator.
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1 Scope

This European Standard is applicable to detection and measurement apparatus and systems for flammable or
toxic gases or vapours or oxygen. It covers apparatus intended to measure reliably, gas concentration and to
provide an output signal (alarm and/or measurement signal), the purpose of which is to give a warning of a
potential hazard.

This European Standard is a product standard which is based on EN 61508 (all parts) and for gas detection
systems covers both low and high demand mode at SIL capabilities of 1, 2 or 3 only. Gas detection apparatus
and gas detection systems are developed as generic products. This European Standard covers part of the
phase 10 “realization” of the overall safety lifecycle defined in EN 61508-1:2010, Figure 2. Configuration and
integration into specific applications is not covered by this European Standard.

In the event of conflict between the requirements of this European Standard and those of EN 61508,
EN 50402 will take precedence.

NOTE 1  Applications requiring a SIL capability of 4 for a gas detection system are not practicable.
This European Standard is dedicated mainly to fixed apparatus and systems. However, it can also be applied
to transportable gas detectors which are intended to be used as temporary replacements for fixed apparatus.

This European Standard supplements the requirements of the European Standards for electrical apparatus for
the detection and measurement of flammable gases, vapours (e.g. EN 60079-29-1 or EN 60079-29-4), toxic
gases (e.g. EN 45544) or oxygen (e.g. EN 50104).

NOTE 2  These European Standards are called in the text “metrological standards”.
The examples above show the state of the standardization for industrial applications at the time of publishing

this European Standard. There may be other metrological standards covering other application fields, for
which this European Standard is also applicable.

EN 50271 specifies minimum requirements for apparatus using software and/or digital components. It also
defines additional optional requirements for compliance with SIL 1 in low demand mode operation. EN 50402
includes all requirements of EN 50271.

EN 50402 is also dedicated to apparatus and gas detection systems and/or components and should be used
instead of EN 50271 in the following cases:

— at SIL 1 when the system contains components not covered by EN 50271,
— at SIL 1 high demand mode operation;

— atSIL2and SIL 3;

— atall SILs when non-digital based apparatus is used.

Applying the above-mentioned metrological standards will ensure the performance is adequate in normal
operation of a gas detection system. Additionally, the requirements of this European Standard address the
functional safety of gas detection systems and encompass criteria for reliability, fault tolerance and avoidance
of systematic failures. The avoidance and control of systematic failures will be covered by the requirements for
the development processes and techniques and diagnostic measures chosen in the design. This European
Standard will lead to the characterization of the gas detection system by a SIL-capability and related hardware
failure rate representing a hierarchical order of safety levels. This will allow the user to incorporate the gas
detection system into an overall safety system according to the safety integrity levels of EN 61508 (all parts).

This European Standard is applicable for gas detection systems, which may consist of the following functional
units:

— gas-sampling;

— Sensor;
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— signal transmission;

— input to control unit;

— signal processing in control unit;

— output from control unit.

This European Standard does not specify requirements for the installation and maintenance of gas detection
systems. It also does not specify the physical positioning of measuring points / locations.

This European Standard does not specify which SIL-capability is sufficient for which application.

NOTE 3  The SlL-capability required for an application will be specified by the user (see Clause 9 and Annex A).

2 Normative references

The following documents, in whole or in part, are normatively referenced in this document and are
indispensable for its application. For dated references, only the edition cited applies. For undated references,
the latest edition of the referenced document (including any amendments) applies.

EN 45544-1, Workplace atmospheres — Electrical apparatus used for the direct detection and direct
concentration measurement of toxic gases and vapours — Part 1: General requirements and test methods

EN 45544-2, Workplace atmospheres — Electrical apparatus used for the direct detection and direct
concentration measurement of toxic gases and vapours — Part 2: Performance requirements for apparatus
used for exposure measurement

EN 45544-3, Workplace atmospheres — Electrical apparatus used for the direct detection and direct
concentration measurement of toxic gases and vapours — Part 3: Performance requirements for apparatus
used for general gas detection

EN 45544-4, Workplace atmospheres — Electrical apparatus used for the direct detection and direct
concentration measurement of toxic gases and vapours — Part 4: Guide for selection, installation, use and
maintenance

EN 50104, Electrical apparatus for the detection and measurement of oxygen - Performance requirements
and test methods

EN 50159, Railway applications - Communication, signalling and processing systems - Safety-related
communication in transmission systems

EN 50270, Electromagnetic compatibility — Electrical apparatus for the detection and measurement of
combustible gases, toxic gases or oxygen

EN 50271:2010, Electrical apparatus for the detection and measurement of combustible gases, toxic gases or
oxygen - Requirements and tests for apparatus using software and/or digital technologies

EN 60079-29-1:2016, Explosive atmospheres - Part 29-1: Gas detectors - Performance requirements of
detectors for flammable gases (IEC 60079-29-1:2016)

EN 60079-29-2, Explosive atmospheres — Part 29-2: Gas detectors — Selection, installation, use and
maintenance of detectors for flammable gases and oxygen (IEC 60079-29-2)

EN 60079-29-3, Explosive atmospheres - Part 29-3: Gas detectors - Guidance on functional safety of fixed
gas detection systems (IEC 60079-29-3)
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EN 60079-29-4, Explosive atmospheres - Part 29-4: Gas detectors - Performance requirements of open path
detectors for flammable gases (IEC 60079-29-4)

EN 61326-3-1, Electrical equipment for measurement, control and laboratory use - EMC requirements - Part
3-1: Immunity requirements for safety-related systems and for equipment intended to perform safety-related
functions (functional safety) - General industrial applications

EN 61326-3-2, Electrical equipment for measurement, control and laboratory use — EMC requirements —
Part 3-2: Immunity requirements for safety-related systems and for equipment intended to perform safety-
related functions (functional safety) — Industrial applications with specified electromagnetic environment (IEC
61326-3-2)

EN 61508-1:2010, Functional safety of electrical/electronic/programmable electronic safety-related systems -
Part 1: General requirements (IEC 61508-1:2010)

EN 61508-2:2010, Functional safety of electrical/electronic/programmable electronic safety-related systems -
Part 2: Requirements for electrical/electronic/programmable electronic safety-related systems (IEC 60158-
2:2010)

EN 61508-3:2010, Functional safety of electrical/electronic/programmable electronic safety-related systems -
Part 3: Software requirements (IEC 61508-3:2010)

EN 61508-4:2010, Functional safety of electrical/electronic/programmable electronic safety-related systems -
Part 4: Definitions and abbreviations (IEC 61508-4:2010)

EN 61508-5:2010, Functional safety of electrical/electronic/programmable electronic safety-related systems -
Part 5: Examples of methods for the determination of safety integrity levels (IEC 61508-5:2010)

EN 61508-6, Functional safety of electrical/electronic/programmable electronic safety-related systems - Part 6:
Guidelines on the application of IEC 61508-2 and IEC 61508-3 (IEC 61508-6)

EN 61508-7:2010, Functional safety of electrical/electronic/programmable electronic safety-related systems -
Part 7: Overview of techniques and measures (IEC 61508-7:2010)

EN 61784-3:2016, Industrial communication networks - Profiles - Part 3: Functional safety fieldbuses -
General rules and profile definitions (IEC 61784-3:2016)
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