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European foreword

The text of document 65C/946/FDIS, future edition 4 of IEC 61158-4-19, prepared by SC 65C
"Industrial networks" of IEC/TC 65 "Industrial-process measurement, control and automation" was
submitted to the IEC-CENELEC parallel vote and approved by CENELEC as EN IEC 61158-4-
19:20109.

The following dates are fixed:

+ latest date by which the document has to be implemented at national (dop) 2020-02-23
level by publication of an identical national standard or by endorsement

+ latest date by which the national standards conflicting with the (dow) 2022-05-23
document have to be withdrawn

This document supersedes EN 61158-4-19:2014.

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights. CENELEC shall not be held responsible for identifying any or all such patent rights.

Endorsement notice

The text of the International Standard IEC 61158-4-19:2019 was approved by CENELEC as a
European Standard without any modification.

In the official version, for Bibliography, the following notes have to be added for the standards
indicated:

IEC 61131 series NOTE Harmonized as EN 61131 series
IEC 61158-1 NOTE Harmonized as EN 61158-1

IEC 61158-3-19 NOTE Harmonized as EN 61158-3-19
IEC 61158-5-16 NOTE Harmonized as EN 61158-5-16
IEC 61158-5-19 NOTE Harmonized as EN 61158-5-19
IEC 61158-6-16 NOTE Harmonized as EN 61158-6-16
IEC 61158-6-19 NOTE Harmonized as EN 61158-6-19
IEC 61784-1 NOTE Harmonized as EN 61784-1

IEC 61784-2 NOTE Harmonized as EN 61784-2

IEC 61800-7 series NOTE Harmonized as EN 61800-7 series
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Annex ZA
(normative)

Normative references to international publications
with their corresponding European publications

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including any amendments)
applies.

NOTE 1 Where an International Publication has been modified by common maodifications, indicated by (mod), the relevant
EN/HD applies.

NOTE 2 Up-to-date information on the latest versions of the European Standards listed in this annex is available here:
www.cenelec.eu.

Publication Year Title EN/HD Year
IEC 61158-4-16 2007 Industrial communication networks -EN 61158-4-16 2008
Fieldbus specifications - Part 4-16: Data-
link layer protocol specification - Type 16
elements
ISO 8601 - Data elements and interchange formats —- -
Information interchange — Representation
of dates and times
ISO/IEC 7498-1 - Information technology - Open Systems- -
Interconnection - Basic reference model:
The basic model
ISO/IEC 7498-3 - Information technology - Open Systems- -
Interconnection - Basic reference model:
Naming and addressing

ISO/IEC/IEEE 8802-- Information technology — -
3 Telecommunications and  information

exchange between systems — Local and

metropolitan area networks — Specific

requirements — Part 3: Standard for

Ethernet
IEEE Std 802.3 - IEEE Standard for Information technology- -

— Telecommunications and information
exchange between systems — Local and
metropolitan area networks — Specific
requirements — Part 3: Carrier Sense
Multiple Access with Collision Detection
(CSMA/CD) Access Method and Physical
Layer Specifications

RFC 879 - The TCP - Maximum Segment Size and
Related Topics

SEK Svensk Elstandard SS-EN IEC 61158-4-19, utg 4:2019


http://www.cenelec.eu/

-2 - IEC 61158-4-19:2019 © IEC 2019

CONTENTS

FOREWORD ...ttt e et et et e e et et et e et et e e e e aans 24
INTRODUGCTION ...ttt ettt et e e et e e et et e e et et et e et e et e e e e eenns 26
1 ST o]0 ] o 1= PP PR 28
1.1 LT =Y 1= - L P 28
1.2 SPECITICALIONS ...t 28
1.3 [ o To =T U1 1= T 28
1.4 APPHCADIITY e e 28
1.5 @07 01018 't =1 o = 29
NOIMALIVE T O BNCES o et e e e e e e e 29
Terms, definitions, symbols, acronyms, abbreviations and conventions ......................... 29
3.1 Reference model terms and definitions ........coviiiii i 29
3.2 Additional Type 19 terms and definitioNS.......c..ccoviii i 30
3.3 SYIMIDOIS e 33
3.4 Acronyms and abbreviations ..o 34
3.5 Additional CONVENTIONS ...u.ie e e 35
O B 1 I o o] o oo ] B0 1Y =T Y 1= 35
4.1 (O XY= VT PN 35
4.2 General DLPDU identifiCation .......c.iieiiiiiii e e ee e 37
4.2.1 F ) oo ¥ o {0} o P 37
4.2.2 Destination address (DeSt MAC) ... 37
4.2.3 Source address (SrC MAC) .. 37
4.2.4 B O T Y DB e 37
4.3 General DLPDU StrUCTUIE ...uiviiiei et e e e e e e e e e e e e e eaneas 37
4.3.1 F ) oo ¥ o 0} o P 37
4.3.2 [ ]I = I LU - Vo [ 38
4.3.3 DLPDU PAYIOAU ... et e 38
4.4 ]I B LU o= Vo = 38
4.4.1 0 Yo 11 o o o 38
4.4.2 [ ]I O I Y o T 38
4.5 Y 0 1 I L PP 39
4.5.1 MDT MST field SUMMATY ..o e 39
4.5.2 Evaluation of MDT header in the slaves........cccooviiiiiiiiici e, 39
4.5.3 5 I 1Y/ o1 PP 40
4.5.4 MDD T PRASE e 40
4.5.5 5 4 PP 40
4.5.6 MDT payload during initialization ... 40
4.5.7 MDT payload in normal operation (CP4) ......cooiiiiiii e 44
4.6 NN I 0 1 PP 51
4.6.1 AT header field SUMMATY ... ... e 51
4.6.2 Evaluation of AT header in the slaves........ccooviiiiiiiiiii e, 51
4.6.3 YN B 1Y = T PP PPRPRN 52
4.6.4 AT PRA S i 52
4.6.5 NN I PPN 52
4.6.6 AT Payload during initialization..........ccoooviiii e 52
4.6.7 AT payload iN CP. ... e 56
4.7 Mechanisms Of CONNECHIONS ... e 62
4.7.1 0 T 11 o« o T 62

SEK Svensk Elstandard SS-EN IEC 61158-4-19, utg 4:2019



IEC 61158-4-19:2019 © IEC 2019 -3-

4.7.2 Configuration 0f CONNECLIONS .....cuiiiiiii e 63
4.7.3 CONNECLION CONTIOL.cuuee e 64
4.7.4 Producer state Machinge ..o 66
4.7.5 Consumer state MAaChINe ... .o 68
5 (D) I 0P Ta = To [T 0 11T o AT TPTPTRPTPUPN 72
5.1 (1T VT2 PPN 72
5.2 Initialization of cyclic COMMUNICAtION........cuiiii e 72
5.2.1 L)oo 14 1T o PP 72
5.2.2 Communication Phases (CP) ..euiuiiiiiii e 73
5.2.3 Switching of communication phases (CPS) .....coiviiiiiiiiiiiii e 86
5.2.4 ComMMUNICATION VEISION ...t et 98
5.2.5 Address allocation in the master and slave ..., 99
5.3 N TS Y0 S o o Yo o To 1= 101
5.3.1 INTFOAUCTION .o e et e e e 101
5.3.2 L] o o 0T o Yo Y 102
5.3.3 [T aY=0 o] oTo] (oo ) V2P 102
5.3.4 Topology conditions of @ slave deviCe........ccoviiiiiiiiiiii e, 103
5.3.5 Topology conditions of a multi-slave device .......ccocovvviiiiii i, 104
5.3.6 Topology state Machine..........oooi e 108
5.3.7 States of Topology state machine of slave..........ccooviiiiiiii e, 109
5.3.8 Transitions of Topology state machine............coooii 110
5.4 Redundancy of RT communication with ring topology........ccovovvveiiiiiiiiiiieeeen 112
5.4.1 INTFOAUCTION .o e e e e 112
5.4.2 Sequence With ring break ... 112
5.4.3 Recovery of ring tOPOI0gY ...vuu i 113
5.4.4 Recovery of P channel... ... 114
5.4.5 Recovery of S Channel......o.ooi i 115
5.5 HOt-PIUQ PrOCEAUIE ...t e e e e 115
5.5.1 TN Ao To 14 1]o ] o AP P 115
5.5.2 Hot-plug state MacChine ... ..o 116
5.5.3 States of HP state machine ... 117
5.5.4 Transitions of HP state machine .........coooiiiiiiiiii 121
5.6 LAV = 1] T Lo o [P T PP 122
5.7 S = 1 FS T o o T =T o LU T 1= 1 122
6  Data transmission MethOdsS .. ..o 123
6.1 L0 =T YT PP 123
6.2 Service ChanNel (SVC) .. e 123
6.2.1 SVC handliNg ..oeeieiiii e 123
6.2.2 Opening and CloSIiNG SV C ... 124
6.2.3 Selection of data block element ... 124
6.2.4 Changing of data block element..........c.oooiiiiiiii 124
6.2.5 T AN SMISSION S P S e ettt ettt e 125
6.2.6 SVEC VAL e 126
6.2.7 Handshake DitS.......ooui e 126
6.2.8 REAAINNVIITE ..o e 127
6.2.9 BUSY DIt et 127
6.2.10 Service channel initialization ... 128
6.2.11 Reaction to SVC handshake timeout.............coooiiiiiiiii e 128
6.2.12 Reaction to error messages in the service channel ..., 128

SS-EN IEC 61158-4-19, utg 4:2019 SEK Svensk Elstandard



-4 - IEC 61158-4-19:2019 © IEC 2019

6.2.13 Service channel error MESSAGES .. vuiiiii ettt e e e eaees 128
6.2.14 Procedure command functions via the service channel ..............c..cooiinis 131
6.3 RT Channel ..o e 137
6.3.1 TN Ao o [ d 1]o ] o SRR 137
6.3.2 Read_CyYCliC (RDC) e e 137
6.3.3 WIEE _CYCHC (WREC) o iiiiiiiie et e e e 137
6.3.4 Notify _Cyclic_Data (NCD) ... e 137
6.4 Transmission and activation of Type 19 time.......coccoiiiiiiiiiiiii e, 137
6.5 Multiplexing of real-time data with data containers............cooeveveiiiiiiiniineneeen 139
6.5.1 (T =T - | PP 139
6.5.2 Functionality of standard data container ...........ccooveiiiiiii i 141
6.5.3 Functionality of extended data container (preferred function)....................... 145
6.5.4 Data container diagnOStiC ....uuueie i 150
6.6 Handling of Real-time DitS.......oiiii e 150
6.6.1 (T =T - | PP 150
6.6.2 Real-time DItS (RTB) cuuiviiiiiiei et e e e e e e e e e e e e eeas 151
6.6.3 RTB WOTId CONAINET ...ttt e e e e eaas 152
6.6.4 RTB LISt CONTAINET . ettt e e e en e 152
6.7 S I P e 153
6.7.1 DEfINITIONS e 153
6.7.2 Structure of the Session Control Header (SCH) ......oovviiiiiiiiceeeeen, 154
6.7.3 Evaluation sequence of session control header by the consumer................. 156
6.7.4 Multiplexing of two sSessions (EXamMPIe) .....oiv i 157
6.7.5 PriOriZAtioN ... 157
6.7.6 DiIiagnoSisS Of SIMP ...iiiiiiic e 158
6.7.7 Definition of SMP CONAINEIS... ..o 158
6.7.8 B AP e 158
6.8 (O XYY 7= 10 1 0] 11 159
6.8.1 (DL E o] T o] A o] o E PP 159
6.8.2 GBNEIAL L.t 159
6.8.3 (6201 0 111 =TT 1 £ T PP 159
6.8.4 OVversampling INPUL ... e 159
6.8.5 OVversampling OULPUL .. ... e e aees 160
6.8.6 Oversampling ldentification ... 160
6.8.7 Oversampling Configuration.........cocuiiiii i 161
6.8.8 Application eXample ... 161
6.8.9 Oversampling State Machine ... 161
7  Telegram timing and DLPDU handling .......coviiiiiiiie e e 163
7.1 Communication MEChaNISMS. ... ..ot 163
7.1.1 CYCIE iMoo 163
7.1.2 Y L=To [ g = o of =11 PP 166
7.1.3 Calculation of the Type 19 telegram length .........cooooviiiiiiiii e, 168
7.1.4 Timing calculation of RT channel ..., 168
7.1.5 Calculation of S-0-1006 ATO transmission starting time (t1)........ccoccevvvvennnen. 169
7.1.6 Timing calculation of UC channel...........oooiii e, 170
7.1.7 Telegram timing iN CPO ... e 171
7.1.8 Telegram timing in CPL and CP2......coiiiiiii e 172
7.1.9 Telegram timing in CP3 and CP4 ... 174
7.1.10 Unified communication mechaniSms ........cccoviiiiiiiii e 175

SEK Svensk Elstandard SS-EN IEC 61158-4-19, utg 4:2019



IEC 61158-4-19:2019 © IEC 2019 -5-

7.1.11 Internet Protocol ServiCes (IPS) ... e 187
7.2 SYNCRIONIZATION .. e 224
7.2.1 Network SynChronization...... ... 224
7.2.2 Synchronization of producer CYCleS.......oouviiiiiiii 232
7.3 Processing methods of connection data ............cooieiiiiiiiii e 233
7.3.1 LT =Y 1= - Y 233
7.3.2 Synchronous processing of application data in the slave .................o.o. 234
7.3.3 Cyclic processing of application data in the slave ...........ccoccoiiiiiiiiinenen, 235
7.3.4 Non-synchronous processing of application data in the slave ...................... 236
8 Communication Error handling and monitoring..........oceieiiiiiiiii e 236
8.1 INVALIA tEIEGIAMS .. e e e e 236
8.2 Response to MDT and AT telegram failure...........c.ooiiiiiiii e 237
8.3 Error counters in the SIaVe ... 237
8.3.1 Error effects on communication phases ..o 237
8.4 Status codes of Type 19 communication profile (SCP) .....ccoccovvviiiiiiiiiiiiieeee, 238
8.5 Priority of diagnoSiS ClaSSES. ... 240
Annex A (normative) IDN — Identification NUMDBErS ........ccoiii i, 242
A.l IDN SPECIHTICALION. . .eeeeeei e e 242
A.l.1 0 T 11 o o o 242
A.l.2 Element 1: structure of IDN ... 242
A.1.3 Element 2: StruCture of NAmME .....couiiiiiiii e 243
A.l.4 Element 3: structure of attribute...........coooiii i 244
A.1l5 Element 4: structure of Unit.........oooiiiiii 246
A.1.6 Element 5: structure of minimum value ............ccooiiiiiiii e 247
A.1.7 Element 6: structure of maximum value .............coiiiiii 247
A.1.8 Element 7: structure of operation data ...........ccocoviviiiiiiiii i 247
A.1.9 Structure of Data StatUS ......c.oviiii i 249
A.2 Identification numbers in numerical Orders ..........coooiii i 250
A.3 Detailed specification of communication-related IDNS ...........ccoccvviiiiiiiiiiiieineieens 254
A.3.1 IDN S-0-0014 Interface Status .......oooiiiiiiiiiii e 254
A.3.2 IDN S-0-0021 IDN-list of invalid operation data for CP2..........cccoevvvvviennnnn. 255
A.3.3 IDN S-0-0022 IDN-list of invalid operation data for CP3 ..., 256
A.3.4 IDN S-0-0026 IDN allocation of producer RTB word container ..................... 257
A.3.5 IDN S-0-0027 IDN allocation of consumer RTB word container.................... 257
A.3.6 IDN S-0-0127 CP3 transition ChecCK ......ccviiiiiiiii e 258
A.3.7 IDN S-0-0128 CP4 transition Check ........ccovvuiiiiiii e, 259
A.3.8 IDN S-0-0144 Producer RTB word container........cccooviiiiiiiiiiii e 260
A.3.9 IDN S-0-0145 Consumer RTB word container ........c.covvvviieiieiiiiiieeneeeneenn, 260
A.3.10 IDN S-0-0187 IDN-list of configurable data as producer...........ccccooeevvvennnen. 261
A.3.11 IDN S-0-0188 IDN-list of configurable data as consumer ............c.c.cceeeveuneane. 261
A.3.12 IDN S-0-0328 Bit allocation of producer RTB word container ....................... 262
A.3.13 IDN S-0-0329 Bit allocation of consumer RTB word container...................... 263
A.3.14 IDN S-0-0360 MDT data container Al ......c.ovuiiieniiiieeeie e e e eens 263
A.3.15 IDN S-0-0361 MDT data container Bl.........cooviiiiiiiiiiiiiei e 264
A.3.16 IDN S-0-0362 MDT data container A list iNdeX .......cccooeiiiiiiiiiiiiiiicieeeean 265
A.3.17 IDN S-0-0363 MDT data container B list indeX.........covvvviiiiiiiiiincieeeeen, 266
A.3.18 IDN S-0-0364 AT data container Al .......ccoiuiiiiiiiiii e 267
A.3.19 IDN S-0-0365 AT data container Bl........ooviiiiiii e 268
A.3.20 IDN S-0-0366 AT data container A list iNdeX ......cc.cooveiiiiiiiiiii e 269

SS-EN IEC 61158-4-19, utg 4:2019 SEK Svensk Elstandard



-6 — IEC 61158-4-19:2019 © IEC 2019

A.3.21 IDN S-0-0367 AT data container B list indeX ........coovviiiiiiiiiiiiiiiiieeeeen, 270
A.3.22 IDN S-0-0368 Data container A POINTEr.......c.uieuiiiiiiiiiie e 271
A.3.23 IDN S-0-0369 Data container B pOiNter..........cooeiiiiiiiii e 273
A.3.24 IDN S-0-0370 MDT data container A/B configuration list.............cc.cevviennnnn. 274
A.3.25 IDN S-0-0371 AT data container A/B configuration list.............cccocoviiiniannn. 275
A.3.26 IDN S-0-0394 LiSt IDN ..ttt et e s 275
A.3.27 IDN S-0-0395 LiSt INUEX . euuiiiniiiiiiieiiee e e e 276
A.3.28 IDN S-0-0396 Number of list elements.......c.cooviiiiiiiiii e, 277
A.3.29 IDN S-0-0397 LiSt SEOMENT....uuiiiiiii i e e e e 277
A.3.30 IDN S-0-0398 IDN list of configurable real-time bits as producer.................. 278
A.3.31 IDN S-0-0399 IDN list of configurable real-time bits as consumer ................ 279
A.3.32 IDN S-0-0444 IDN-list of configurable data in the AT data container ............ 280
A.3.33 IDN S-0-0445 IDN-list of configurable data in the MDT data container ......... 280
A.3.34 IDN S-0-0450 MDT data container A2.......co.viiiiiiiiiiiiiieeee e 281
A.3.35 IDN S-0-0451 MDT data container A3 .. ... 282
A.3.36 IDN S-0-0452 MDT data container Ad.......co.ovvuiiiiiiiiiiie e 283
A.3.37 IDN S-0-0453 MDT data container AS... ..o 284
A.3.38 IDN S-0-0454 MDT data container AB........c.ovvuuiiiiiiiiiiiieiieeeeee e 285
A.3.39 IDN S-0-0455 MDT data CONtainer A7 ... 286
A.3.40 IDN S-0-0456 MDT data container A8........oiuuiiuiiniiiiiiiiee e 287
A.3.41 IDN S-0-0457 MDT data container A9 .......co.viiiiiiiiiiiieeee e 288
A.3.42 IDN S-0-0458 MDT data container ALO .......c.uieuieniiiiiiiiieee e 289
A.3.43 IDN S-0-0459 MDT data container B2..........ooouiiiiiiiiiiiiieeeee e 289
A.3.44 IDN S-0-0480 AT data cONtaiNer A2 .....couiiiiiieee e 290
A.3.45 IDN S-0-0481 AT data Container A3 . ... 291
A.3.46 IDN S-0-0482 AT data container Ad.......o.iiuiiiiii e 292
A.3.47 IDN S-0-0483 AT data container A5 ... 293
A.3.48 IDN S-0-0484 AT data CONtaiNer AB......couuiiiiiiiieiee e 294
A.3.49 IDN S-0-0485 AT data CONtaiNer A7 ... 295
A.3.50 IDN S-0-0486 AT data container AB.......c.cviuiiiiiiiiiiii e 296
A.3.51 IDN S-0-0487 AT data container A9 ... ... 297
A.3.52 IDN S-0-0488 AT data container ALD ......ocuuieniiniiiiie e 298
A.3.53 IDN S-0-0489 AT data container B2.......c.oviuiiiiiiiiiiieeeee e 299
A.3.54 IDN S-0-0490 MDT data container A2 configuration list ..............cc.coeeiiinnn. 300
A.3.55 IDN S-0-0491 MDT data container A3 configuration list ..............cc.covveieennn. 301
A.3.56 IDN S-0-0492 MDT data container A4 configuration list ..............cc.cooeiiinnn. 302
A.3.57 IDN S-0-0493 MDT data container A5 configuration list ..............cc.cooeiinnn. 302
A.3.58 IDN S-0-0494 MDT data container A6 configuration list ...............c.coeeviennnen. 303
A.3.59 IDN S-0-0495 MDT data container A7 configuration list ..............cc.cooiine. 304
A.3.60 IDN S-0-0496 MDT data container A8 configuration list ...............c.coevvieennen. 304
A.3.61 IDN S-0-0497 MDT data container A9 configuration list ..............c..cooiinn. 305
A.3.62 IDN S-0-0498 MDT data container A10 configuration list .............c.covvveennen. 306
A.3.63 IDN S-0-0500 AT data container A2 configuration list ...........ccccovvvivinennnn. 306
A.3.64 IDN S-0-0501 AT data container A3 configuration list ..............cooiiiiiininnn. 307
A.3.65 IDN S-0-0502 AT data container A4 configuration list ............cccoevvivinennn. 308
A.3.66 IDN S-0-0503 AT data container A5 configuration list .............ccoooiiiiininns. 308
A.3.67 IDN S-0-0504 AT data container A6 configuration list ............cccovvviviinennnn. 309
A.3.68 IDN S-0-0505 AT data container A7 configuration list ..............coooiiiiininnn. 310
A.3.69 IDN S-0-0506 AT data container A8 configuration list ..............coooiiiininnn. 310

SEK Svensk Elstandard SS-EN IEC 61158-4-19, utg 4:2019



IEC 61158-4-19:2019 © IEC 2019 -7 -

A.3.70
A.3.71
A.3.72
A.3.73
A.3.74
A.3.75
A.3.76
A.3.77
A.3.78
A.3.79
A.3.80
A.3.81
A.3.82
A.3.83
A.3.84
A.3.85
A.3.86
A.3.87
A.3.88
A.3.89
A.3.90
A.3.91
A.3.92
A.3.93
A.3.94
A.3.95
A.3.96
A.3.97
A.3.98
A.3.99
A.3.100
A.3.101
A.3.102
A.3.103
A.3.104
A.3.105
A.3.106
A.3.107
A.3.108
A.3.109
A.3.110
A.3.111
A.3.112
A.3.113
A.3.114
A.3.115
A.3.116
A.3.117
A.3.118

IDN S-0-0507 AT data container A9 configuration list ............cccoovviiiinennnn. 311
IDN S-0-0508 AT data container A10 configuration list ............ccooiiiiniann. 312
IDN S-0-1000.0.0 List of SCP Classes & Version........coovuiieiiiiiiiiiiiniieeneen. 312
IDN S-0-1000.0.1 ACtive SCP ClaSSeS...c.uiiiiiiiiiiiiiiieeieeee e 316
IDN S-0-1000.0.2 Communication compatible functions..............c..coooeeenne. 316
IDN S-0-1002 Communication cycle time ......ccovveiiiiiiiiir e 317
IDN S-0-1003 Allowed MST losses in CP3/CP4 ... 318
IDN S-0-1005 Minimum feedback processing time (tg)............ccccceeeeeinnnnnn, 319
IDN S-0-1006 AT transmission starting time (t1) ......ccccooeviiiiiiiiiiiiiii, 320
IDN S-0-1007 Synchronization time (TSYNC)...c.uceuiiuiiiiiiiiieeeeee e 320
IDN S-0-1008 Command value valid time (t3) .........cccceeeeiiiiiiiii, 322
IDN S-0-1009 Device Control (C-DEV) offset in MDT .......ccoiiiiiiiiiiiiieen. 322
IDN S-0-1010 Lengths Of MDTS .uiuiiniiiiiicec e 323
IDN S-0-1011 Device Status (S-DEV) offset in AT ...ooviiiiiiiiiiieeeeen, 324
IDN S-0-1012 Lengths Of AT S . 325
IDN S-0-1013 SVC OffSet in MDT ..iiiiiiiiiiiiee e 327
IDN S-0-1014 SVC OffSet iN AT oot 327
IDN S-0-1015 RiNG AEIAY 1.uivuiiieci e 328
IDN S-0-1016 Slave delay (P/S) ..o 329
IDN S-0-1017 UC channel transmission time .........c..cooiiiiiiiiiiiiiiiiiceeeeen 330
IDN S-0-1019 MAC A0ArESS .. iuuiiiiiiieeiee et 331
IDN S-0-1020.0.1 Current IP address .....oouieiiieiie e 331
IDN S-0-1020 [P @AIESS .. iiniiiiieiieeie et 332
IDN S-0-1021.0.1 Current subnet mask ........ocooiiiiiiiii e 333
IDN S-0-1021 SUBNEt MASK ..vvniiiiie e 333
IDN S-0-1022.0.1 Current gateway addresSsS........ccovvvviiiiiieiciiiiiieeeneeeeenn 334
IDN S-0-1022 Gateway addreSS. ... ccu e e 335
IDN S-0-1023 SYNC JIlEr coiuniiieiieie e 336
IDN S-0-1024 SYNC delay measuring procedure command ..............ccecuueenn. 337
IDN S-0-1026 Version of communication hardware ............ccooocovviiiiiniinennnn. 338
IDN S-0-1027.0.1 Requested MTU.....oiiiiiiiiieiieeeeee e 339
IDN S-0-1027.0.2 Effective MTU ..o 340
IDN S-0-1028 Error counter MST-P/S ..o 341
IDN S-0-1031 Test pin assignment Port 1 & Port 2 ..., 342
IDN S-0-1032 Communication CONLrol........c.ovvuiiiiiiiiiiie e 343
IDN S-0-1034 PHY error counter Port 1 & POrt 2 ..o 344
IDN S-0-1035.0.01 Error counter P&S ... 345
IDN S-0-1035.0.0 Error counter Port 1 & POrt 2 .....oooovviiiiiiiiiiieeeeen, 346
IDN S-0-1036 INter Frame Gap ....c.oeuieie it eaas 348
IDN S-0-1037 SIAVE JILEI cuuiuiiee e e e 349
IDN S-0-1039.0.1 Current active hostname ............cooooviiiiiiiiii e 350
IDN S-0-1039 HOSTNAIME ...t 350
IDN S-0-1040 Sub-deVvice addresSS.....c.oviuuiiiiiiieee e 351
IDN S-0-1041 AT Command value valid time (19) ......coooiiiiiiiiie 352
IDN S-0-1042 TopOology iNAEX ..ceuiieiieiiieie e e 353
IDN S-0-1044 Device Control (C-DEV) ....ccuiiiiiiiiie e 354
IDN S-0-1045 DEVICE SEALUS .iuuiiiiiiiiei et 356
IDN S-0-1046 List of device addresses in deviCe ........cooeiiiiiiiiiiiiiiiniineeeen. 358
IDN S-0-1047 Maximum Consumer Activation Time (t11)........cccoeveuiinninnnenn. 359

SS-EN IEC 61158-4-19, utg 4:2019 SEK Svensk Elstandard



-8- IEC 61158-4-19:2019 © IEC 2019

A.3.119 IDN S-0-1048 Activate network settings........ccccovvviiiiiiiiii e, 360
A.3.120 IDN S-0-1050.X.01 CONNECLION SELUP «evuieuiiniiiei i eee e e 360
A.3.121 IDN S-0-1050.x.02 Connection NUMDE ........ccoiiiiiiiiieee e 362
A.3.122 IDN S-0-1050.x.03 Telegram asSignNmeNt.........cccuvirviiieiieeeeeeeeeeneaneaeeneenns 363
A.3.123 IDN S-0-1050.x.04 Max. Length of Connection ............coooiiiiiiiiiiiiiiiinieen. 364
A.3.124 IDN S-0-1050.x.05 Current length of connection............ccovviiiiiiiiiincnen . 365
A.3.125 IDN S-0-1050.X.06 Configuration LiSt..........ccoeiiiiiiiiiie e 365
A.3.126 IDN S-0-1050.x.07 Assigned connection capability .........coccoeeiiiiiiiniininennn. 366
A.3.127 IDN S-0-1050.x.08 Connection CoNntrol ........cocovveiiiiiiiiniineiieee e 367
A.3.128 IDN S-0-1050.X.09 CONNECtiON State.......iuuiiniiiiiiiiiie e 367
A.3.129 IDN S-0-1050.x.10 Producer cycCle time .....cc.oeviiriiiiieie e 368
A.3.130 IDN S-0-1050.X.11 Allowed Data LOSSES ...ucuuiiuiiiiiiiiiieieiee e 369
A.3.131 IDN S-0-1050.x.12 Error Counter Data LOSSES......c.vvviiiniiiiiiiiiiiiieiieieieeeen 369
A.3.132 IDN S-0-1050.x.20 IDN Allocation of real-time bit ..........ccoooiviiiiiiiininn. 370
A.3.133 IDN S-0-1050.x.21 IDN Allocation of real-time bit ..., 370
A.3.134 IDN S-0-1051 Image of connection SEtUPS .....c..vvvviriiiiiiieiee e eeeen 371
A.3.135 IDN S-0-1060.x.01 Default configuration............coooviiiiiiiiiieeeeee 372
A.3.136 IDN S-0-1060.x.02 Configuration mask ..........ccceuviiiiiiiieii e 372
A.3.137 IDN S-0-1060.x.03 Maximum quantity of this connection capability.............. 373
A.3.138 IDN S-0-1060.x.04 Max. connection length of connection capability............. 373
A.3.139 IDN S-0-1060.x.06 Configurable IDNs of connection capability.................... 374
A.3.140 IDN S-0-1060.x.07 Maximum processing tiMe........ccccoviiiiiiiiiiiiiiiiieeeeeen 375
A.3.141 IDN S-0-1060.x.10 Minimum producer cycle time...........ccoeveiiiiiiiiiiniieeeen, 376
A.3.142 IDN S-0-1061 Maximum TSref-CoUNter.........coooiiiiiiiii e 376
A.3.143 IDN S-0-1080.x.02 Producer RTB list container ..........ccoooviiiniiiniiiniineneennn. 377
A.3.144 IDN S-0-1080.x.03 IDN allocation of producer RTB list container................. 377
A.3.145 IDN S-0-1080.x.04 Bit allocation of producer RTB list container................... 378
A.3.146 IDN S-0-1081.x.02 Consumer RTB list container ...........ccoeeevviiiniiniineinnennnn. 379
A.3.147 IDN S-0-1081.x.03 IDN allocation of consumer RTB list container ............... 379
A.3.148 IDN S-0-1081.x.04 Bit allocation of consumer RTB list container ................. 380
A.3.149 IDN S-0-1099.0.1 Test-IDN Control for SCP Conformity Purpose................. 381
A.3.150 IDN S-0-1099.0.2 Test-IDN Container for SCP Conformity purpose ............. 382
A.3.151 IDN S-0-1100.0.01 Diagnostic counter sent SMP fragments .............c..ceeene. 382
A.3.152 IDN S-0-1100.0.02 Diagnostic counter received SMP fragments.................. 383
A.3.153 IDN S-0-1100.0.03 Diagnostic counter discarded SMP fragments................. 383
A.3.154 IDN S-0-1101.X.01 SMP Container Data ........c.cvvvuiiiiieiiieiiieiiieiiieiineiineeineaenns 384
A.3.155 IDN S-0-1101.x.02 List of session identifiers ........cc.cooooiiiiiiiiiiiien, 385
A.3.156 IDN S-0-1101.x.03 List of SESSION Prioritie€s ...cvuvvviieiiiiieie e, 385
A.3.157 IDN S-0-1150.X.01 OVS Control (C-OVS) .iiuiiiiiiiiiiiieiiieieeie e 386
A.3.158 IDN S-0-1150.X.02 OVS Status (S-OVS) ...iiuuiiiiiiiiiiiieiiieinee e 387
A.3.159 IDN S-0-1150.X.03 OVS CONTAINET.....iiuiiiieiiieiiie e a e e 388
A.3.160 IDN S-0-1150.X.04 Sample tiMe.....couiiuiiie e e 389
A.3.161 IDN S-0-1150.X.05 Phase Shift.......c.coiiiiiiii e 390
A.3.162 IDN S-0-1150.x.06 Configuration List OVS — IDNS......ccoouiiiiiiiiiiieiieeeeen 390
A.3.163 IDN S-0-1150.x.07 Configuration List OVS — Offset .......ccovviiiiiiiiiiinien, 391
A.3.164 IDN S-0-1150.x.08 Configuration List OVS — Length..........ccocooiiiiiiiininn. 392
A.3.165 IDN S-0-1150.x.09 Assigned Oversampling Capability.........cccccovviviiinnnnnnn. 392
A.3.166 IDN S-0-1150.x.10 Number of Samples ..o 393
A.3.167 IDN S-0-1151.x.01 Maximum number of samples........ccoooviiiiiiiiiiiiiin. 394

SEK Svensk Elstandard SS-EN IEC 61158-4-19, utg 4:2019



IEC 61158-4-19:2019 © IEC 2019 -9-

A.3.168 IDN S-0-1151.x.02 Internal resolution ..........ccoeeiiiiiiiiniii e 394
A.3.169 IDN S-0-1151.x.03 Maximum quantity of this oversampling capability .......... 395
A.3.170 IDN S-0-1151.x.04 Minimum sample time .........ccooiiiiiiiiii e 396
A.3.171 IDN S-0-1151.x.06 Configurable IDNs of OVS capability...........c.ccevvvinennnnn. 396
A.3.172 IDN S-0-1151.x.07 Configurable IDNs of OVS Capability — Offset................ 397
A.3.173 IDN S-0-1151.x.08 Configurable IDNs of OVS Capability — Length .............. 397
A.3.174 IDN S-0-1152 Amount of OVS DOM@AINS .....uieniiiiiiiiiiee e 398
Annex B (normative) SCP— ClasSifiCation........c.oiiuiiiiiiii e 399
B.1 General concept of Profiling ... 399
B.2 Function Groups related t0 the SCP ... 400
B.2.1 FG SCP 1dentification .......c.oeiiii e 400
B.2.2 [T I 101 T PP 400
B.2.3 [ I =Y =Y = Uy TS = (U o 400
B.2.4 FG CONIIOL. e e 401
B.2.5 [ I U (S = o | o 1 401
B.2.6 FG CONNECTION L.ttt e e e e 401
B.2.7 [ C T\ 3 PP 402
B.2.8 FG MU X i e e e 402
B.2.9 F G S P e 403
B.2.10 [ T O I = PP 404
B.3 Type 19 COMMUNICALION ClASSES. ... uuii i 404
B.3.1 GBNEIAL L.t 404
B.3.2 SCP X G ittt 404
B.3.3 SCP _FIXCFG _OX02. ittt ettt e e aes 406
B.3.4 SCP _FIXCFG _OX03 .. ettt 406
B.3.5 Y 08 = - O = € PP 406
B.3.6 SCP_VArCFG _OX02 ...ttt ettt ees 407
B.3.7 Y08 S - 01 =l T 0D 1< P 408
B.3.8 SO P S NG ittt 408
B.3.9 S O P S NG ittt e 408
B.3.10 SCP _SYNC_OX02 ..ttt ettt e 409
B.3.11 SCP _SYNC_OX03 .. ittt 409
B.3.12 SCP W D ittt 409
B.3.13 SCP _WD _0X02 .. ittt 409
B.3.14 ST 01 = 1= Vo PPN 410
B.3.15 SO P R T B ittt e 410
B.3.16 SO P H P 410
B.3.17 SO P S P i 410
B.3.18 SCP _IMUX ettt 411
B.3.19 YO8 = o A Y 1 PP 411
B.3.20 ST 0 = N1 S PPN 411
B.3.21 ST O = S 1T PN 412
B.3.22 Y 08 = I 1 £ Y=o [ P 412
B.3.23 SO P P S e e 412
B.3.24 Y O = O ¥ o PPN 412
B.3.25 SCP_RTBLISIPIOU ..t 413
B.3.26 Y O S 3 I 21 3 (0o ] o 413
B.3.27 YO8 = S 1Y 112 = PP 413
B.3.28 SCP_RTBWOIAPTIOO ..o e e e e e e e aeees 413

SS-EN IEC 61158-4-19, utg 4:2019 SEK Svensk Elstandard



B.3.29 SCP_RTBWOIACONS ...ttt ettt ees 413
B.3.30 SCP S A O Y C 0N ..t 414
B.3.31 SCP _OVS BaASIC . iuuiiiiiiiieiiie it 414
B.3.32 SCP N R T P C e 415
B.3.33 Y O = 3o PPN 415
Annex C (normative) GDP (Generic Device Profile) .......ccooviiiiiiiiiiii e 416
Ci1 (CTC] o 1=T - | B PPN 416
C.2 0L Yo o I 1 o 10 o 1= 416
C.21 FUNCction Group DiagNOSiS ..euiu it eaas 416
Cc.2.2 Function Group ArChiVING ... e 418
Cc.2.3 Function Group AdminiStration...... ... 418
C.24 Function Group ldentification ..o 418
C.2.5 Function Group State MacChine........cooiiiii e 419
C.2.6 FUNCLION GroUP TIME ..t e e eaas 423
Cc.2.7 Function Group Conformance Test GDP .......c.coviiiiiiiii e 424

C.3 ClaSSIfICALION .. e 424
Cc.3.1 GBNEIAL it 424
C.3.2 L 1 2 - U Lo 424
C.3.3 L] = I T - U I PP 424
C.3.4 GDP _DIAGTAUY it 425
C.3.5 GO P LNttt 425
C.3.6 G P WD it 425
C.3.7 L0 = Vo PN 425
C.3.8 GO P R BV ittt 425
C.3.9 GO P A i e 426
O T 0 I €1 5 T = O T 426
C.3.11 L I O =1 L= 426
C.3.12 G P S M ittt 426
C.3.13 B B P ittt 426
C.3.14  GDP B P AUV it 427
O T I €1 T = 3 PP 427
C.3.16  GDP_CIPSAf@tYD BV . ittt 427

c4 List Of @ll GPD related IDNS . ... e 427
C.4.1 IDN SPECIHICALION L.enitiiiiei e e e 427
Cc.4.2 Identification numbers in numerical orders.........ccooviviiiiiiii 427
C.4.3 Detailed specification of communication-related IDNS..........ccccooeiiiiiiniineannns 429

C.5 GDP STAtUS COUBS ottt e ettt e e 475

7 o] TeTo | =1 o1 V2P PPRPRN 477
Figure 1 — Example of offsets within MDT payload ..........cccoiiiiiiiiiiii e 45
Figure 2 — Example of Offsets within AT payload ........c.oouiiiiiiii e 57
Figure 3 — Flow of application data ..........cooiiiiii e 63
Figure 4 — Telegram assignment and connection length..............coooiiii e, 64
Figure 5 — Connection control state machine producCer..........ccocovviiiiiiiiii i, 66
Figure 6 — Connection control state machine CoONSUMEer ....... ..o, 69
Figure 7 — Communication phase (CP) state machine ............cooooiiiiiiiiiii e, 74
Figure 8 — Sub-state Maching Of CPO ... ..o e 75

SEK Svensk Elstandard SS-EN IEC 61158-4-19, utg 4:2019



IEC 61158-4-19:2019 © IEC 2019 -11 -

Figure 9 — Sub-state maching Of CP L. ..o 79
Figure 10 — CPSwitch state machine Master ..... ... 88
Figure 11 — CPSwitch state machine of the slave...........coo 93
Figure 12 — Address allocation With lIN€ ..o 100
Figure 13 — Address allocation With riNg........cooiiiiiii e 100
Figure 14 — Address allocation with interrupted ring ..o 101
Figure 15 — Ring topology with P and S channel ......... ... 102
Figure 16 — Line topology with P channel (as example).......cccooiviiiiiiiiiiii e 103
Figure 17 — Block diagram Of @ SIAVE .......ceuiiniiiii e 103
Figure 18 — Topology states Of @ Slave. ... ..o 104
Figure 19 — Addressing of multi-Slave deViCe ... 105
Figure 20 — Multi-slave device in ring topology or not last in line topology.......c.ccovovviiinennnn. 106
Figure 21 — Multi-slave device as last in line topology......cccvviiiiiiii e 106
Figure 22 — Multi-slave device in [iNe (1eft) ... 108
Figure 23 — Multi-slave device in [ine (Fight) ... ... 108
Figure 24 — Multi-slave deVIiCe N FINQ .. ..o r e e aeeas 108
Figure 25 — Topology state machine of @ slave ......ccooiiii i 109
Figure 26 — RiNg WithOUt Dreak ... e 112
Figure 27 — RING Dreak ... e 113
Figure 28 — RiNG Break 0N Master .. ..o e e e e e e eeeas 113
Figure 29 — Recovery Of P Channel (1) ..o e e e e 114
Figure 30 — Recovery of P channel (2) ... 114
Figure 31 — Recovery of S channel (1) ... 115
Figure 32 — Recovery 0f S Channel (2) ..o 115
Figure 33 — Communication phase and hot-plug state machine............ccoccoceviiiiiiinin e, 117
Figure 34 — Service channel handling diagram ............cooiiiiii e 124
Figure 35 — Communication step proceeding diagram ..........ccooeuiiiiiiiiiiiiiii e 125
Figure 36 — State machine for procedure command eXeCuUtion ...........coeuveeieiiiieieineinennennnns 134
Figure 37 — Interaction of procedure command control and acknowledgement .................... 135
Figure 38 — Procedure command execution without interrupt ... 136
Figure 39 — Procedure command execution with interrupt ..o 136
Figure 40 — Procedure command execution with error message.........ccoccveeiveviiiiieneineenennnns 137
Figure 41 — Type 19 Time TranSMISSION ....uiu ittt e e e e eaas 139
Figure 42 — Data container configuration without acknowledge (slave)...........cccooiiiiinianie. 143
Figure 43 — Data container configuration with acknowledge (slave).........cccccovvviiiiiiiininennnns 144
Figure 44 — Processing of list index in the MDT data.........cccooiviiiiiiiiii e 145
Figure 45 — Structure of extended data CONtAINEr........ ..o 148
Figure 46 — TranSPOrt CONTAINET .. ... . e e e e e 154
Figure 47 — UML Sequence Diagram: Multiplexing of two sessions (Example) .................... 157
Figure 48 — OVersampling OVEIVIEW ....uuiuiiie e e e e e e e e e e e e et e e e e e e eneeas 159
Figure 49 — Oversampling timing input (ProdUCET) ... ...ieniiii e 160
Figure 50 — Oversampling timing output (CONSUMET) .....uieuiiniii e 160
Figure 51 — Oversampling state Maching .........ccoviiiiiiiii e 162

SS-EN IEC 61158-4-19, utg 4:2019 SEK Svensk Elstandard



-12 - IEC 61158-4-19:2019 © IEC 2019

Figure 52 — Synchronized cascaded NEIWOIKS.........ovuniiii i 164
Figure 53 — Diagram of phase [0CKed 100D ......cuieiiiiii e 165
Figure 54 — SYNChroniZzation PrOCESS ... e 166
Figure 55 — Telegram timing ref@reNCe........ovniiniiii e 167
Figure 56 — Calculation of telegram length ..o 168
Figure 57 — Calculation Of th ... e 169
Figure 58 — Determination of UC channel....... ..o 171
Figure 59 — Timing diagram Of CPO......cioiiii i e e e eeas 171
Figure 60 — Timing diagram of CP1 and CP2 with 2 MDT, 2AT and UC channel.................. 172
Figure 61 — Timing diagram of CP1 and CP2 with 4 MDT, 4 AT and UC channel................. 173
Figure 62 — Timing diagram of CP1 and CP2 with 2 MDT, UC channel and 2 AT................. 173
Figure 63 — Timing diagram of CP1 and CP2 with 4 MDT, UC channel and 4 AT................. 174
Figure 64 — Telegram SEOUENCE ... ..t ittt e e e e e e e e e e e et s et r et e et e e e e e eneenaenns 175
Figure 65 — Time delay of store and forward ... 176
Figure 66 — Time delay of cut through ... 177
Figure 67 — The two defined positions of the UC channel............ccoooiiiiiiiiincnee 178
Figure 68 — First and last transmit during UC channel...........cooiviiiiiiii i 179
Figure 69 — UC telegram with payload ..o 180
Figure 70 — Activated and deactivated collision buffer..............cooi 183
Figure 71 — Double line without slave in between ..o 184
Figure 72 — Double line with one slave in betWeEeN ..o i 185
Figure 73 — Double line with several slaves in between. ..o 186
FIigure 74 — S/IP DUSY FESPONSE . et e e 191
Figure 75 — ClieNt CONNMECHION L..iuiiii e e e e e e e e e e aeeas 192
Figure 76 — Server CONMNECHION .. vttt e e e e e e e e et et e e e e e e enaeas 193
Figure 77 — S/IP aSYNCAIrONOUS FEOUEST ....euit ittt e ea e 194
FIQUIE 78 — S/IP PDU ...ttt et et e e e e et e e e e e ea e eaaaaes 194
o O R IS YA | S =Yg o T g (=] o o £ 196
Figure 80 — UDP BrOWSING . uuiuiiiiiiiiei et e e e e e e e et e e e e e et e et e et et r e e e e e eneenaeans 201
Figure 81 — Sequence of setting a new network configuration on one device using UDP....204
Figure 82 — UDP 1dentifiCation ..........iueiiiiiiiiie e 209
Figure 83 — Usage UDP reSet FEQUEST......iuuiie it e e e e e e e e e e e neeas 221
Figure 84 — Sequence for watchdog trigger service and client application timeout............... 222
Figure 85 — Synchronization tiMing .........ooiiii e 225
Figure 86 — SYNChIroNIiZation trigger .. e e e eas 225
Figure 87 — Timing of TSref with ring and lIN€ ..o 227
Figure 88 — Timing of TSref with interrupted FiNg ... ..o 229
Figure 89 — Determination of the SYNC delay time ..o 230
Figure 90 — Definition Of TSref .o e 231
Figure 91 — Timing with different cycle times .........ooiiii i 233
Figure 92 — Timing with the same Cycle tIMeS ... 233
Figure 93 — Synchronous application data proCesSSiNg .......c.cceuiiuiiiiiiiiiiiiii e 235
Figure 94 — Cyclic application data proCeSSING........viuiiiein e e e eeeas 236

SEK Svensk Elstandard SS-EN IEC 61158-4-19, utg 4:2019



IEC 61158-4-19:2019 © IEC 2019 -13 -

Figure 95 — Non-synchronous application data proCesSing.......ccovvvuiiiieiieiiiiiiii e 236
Figure A.1 — IDN NAME SIIUCTUIE . ...t ettt e e e e e eaas 244
FIgure A.2 — UNIt STIUCTUIE ...t ettt e e e e e e e eanas 246
Figure A.3 — Structure of IDN operation data with variable length ...............cocoiiiiiinnns 248
Figure A.4 — Example of synchronization timing with different producer cycles.................... 321
Figure A.5 — Definition of MDT 1€Nngth ... e 324
Figure A.6 — Lengths of MDTS (EXAMPIE) ... 324
Figure A.7 — Definition of AT 1eNQth ..o e 326
Figure A.8 — Lengths of ATS (EXAMPIE) cieuiiniinii i ee s 326
Figure A.9 — Structure of MAC addreSS ... .cu i 331
Figure A.10 — Structure Of 1P @ddreSS ...uuii i 333
Figure A.11 — Structure of subnet MasK .........cooiiiiiii e 334
Figure A.12 — Structure of gateway addreSS......cc.vvuiiiiiiie e e eas 336
Figure A.13 — Structure of List of Sub-device addreSSes .......cooviiiiiiiiiiieeeeeea 359
Figure A.14 — Definition of connection length ... 365
Figure A.15 — Synchronization With FiNg .........ccoiiiiii e 375
Figure A.16 — Configuration eXample . ..o 389
Figure B.1 — Technical Profiling in TYPe 19 ... e 399
Figure C.1 — State machine without class GDP_StM ... 420
Figure C.2 — State machine without class GDP_StM ........ccoiiiiiiiiiii e 422
Figure C.3 — Password State MacChine ........ccoiiiiiii e 437
Figure C.4 — Structure of Date information ... ..o 457
Figure C.5 — Structure of QA date information............coooii i 458
Figure C.6 — Structure of Service date information............ccooiiiiiiiii i 459
Figure C.7 — Structure of Calibration date information..............ccooviiiiii i 460
Figure C.8 — Structure of Calibration due date information .............cc.ooiiiiii 461
Figure C.9 — Mapping of data into the InputData and OutputData container ........................ 465
Table 1 — Ethernet DLPDU identifiCation .........ccuiiiiiiiii e 37
Table 2 — Data structure in @ DLPDU ... 37
Table 3 — DLPDU payload hEATEr ... ... e e 38
TADIE 4 — DLP DU By P ittt ettt et e e e e e e 39
TaDIE 5 — MDT NEAUET .. et e e e 39
Table 6 — MDT header to be considered by the slave..........cooiiiii e 39
JLIE= Lo 1 =T A 1Y 1 I o 4 = 1= T 40
Table 8 — MDTO SErUCTUIE IN CPO ..uuiiiiie ettt e s 41
Table 9 — COMMUNICATION VEISION ....uiiie et eae e 41
Table 10 — MDTO in CP1 and CP2 (topology indices 0 t0 127) ....couviuiiiiiiiiiieiiiieeee e 42
Table 11 — MDT1 in CP1 and CP2 (topology indices 128 t0 255) .....cocvvvviiiiiiiiiieeeneeen, 43
Table 12 — MDT2 in CP1 and CP2 (topology indices 256 t0 383) .....cocvvviviiiiiiiieineneeen 43
Table 13 — MDT3 in CP1 and CP2 (topology indices 384 t0 511) ....ccoouiiiiiiiiiiiiiiiiceeeen 44
Table 14 — MDT data fleld.. ... e 45
Table 15 — MDT hot-plug field ... e 46

SS-EN IEC 61158-4-19, utg 4:2019 SEK Svensk Elstandard



Table 16 — HP address in MDT-HP field ... 46
Table 17 — HP control field (in HPO and HPL) ... 47
Table 18 — Extended FUNCLION Field ... ... e 48
Table 19 — MDT SVC (for €aCh SIaVE) ...ucuuiiii e 49
Table 20 — SVC CONtrol WOIrd (DLL) ..cuuiuiieiei e e e e e e e e eaees 49
Table 21 — MDT deVICe CONTIOI . ..ueeiii e e 50
Table 22 — MDT appliCation data.........ocuuieiiniiii e e 50
Table 23 — Device control field (C-DEV) ... e e e 51
Table 24 — AT MST NEAUET . cui ittt et e s 51
Table 25 — AT header fields to be considered by the slave...........cooo 52
Table 26 — ATO StrUCTUIE IN CPO ...eii e e e 53
Table 27 — Topology iNAeX iN ATO-C PO . ... e e e e aees 53
Table 28 — ATO in CP1 and CP2 (topology indices 0 t0 127) ....cvviiviiiiiiiiiei e 54
Table 29 — AT1 in CP1 and CP2 (topology indices 128 t0 255) ......oouiiiiiiiiiiiiiiiiiiieeeeee 54
Table 30 — AT2 in CP1 and CP2 (topology indices 256 t0 383) ......ccuiiiiiiiiiiiiiiiiiiieeeeen 55
Table 31 — AT3 in CP1 and CP2 (topology indices 384 t0 511) ....covvvviiiiiiiiiieii e 55
Table 32 — AT data fleld. . ..o 56
Table 33 — AT hot-plug field in HPO and HP 1 ... 57
Table 34 — HP address in AT-HP field ... 58
Table 35 — HP status field (in HPO and HPL).....cooiiiii e e 58
Table 36 — AT SVC (for €aCh SIAVE) ...uiuiiii e 59
Table 37 — AT SVC status description (DLL) ... 59
Table 38 — AT AEVICE STATUS ... cu ittt et e e e e e 60
Table 39 — AT CONNECHION GALA ...vuuiieiii et 60
Table 40 — Device Status field ... oo 61
Table 41 — Structure of the CONNECTION ... .. .o 64
Table 42 — Connection CONtrol (C-CON) ... e 65
Table 43 — Connection control combiNAtioNS ..........viiiiiiiii 67
Table 44 — States of the producer state machinge ...........ccooeiii i 67
Table 45 — States of the producer sub-state machine.............coo 67
Table 46 — ProducCer tranSItiONS ... ..o e e e e e e e 68
Table 47 — States of the consumer state Mmachine ...........ooviii i, 70
Table 48 — States of the consumer sub-state machine ... 70
Table 49 — CONSUMET traNSITIONS . . ... e e et ea e eaees 71
Table 50 — States of master CPO sub-state machine ...........ccoooiiiiiiiiin e, 76
Table 51 — Transitions of master CPO sub-state machine............ccooooviiiiiicini e, 76
Table 52 — States of slave CPO sub-state machinge ... 77
Table 53 — Transitions of slave CPO sub-state machine ..., 77
Table 54 — States of master CP1 sub-state machine ..o, 79
Table 55 — Transitions of master CP1 sub-state machine............ccooooiiiiiiiiiici e, 80
Table 56 — States of slave CP1 sub-state machine ... 80
Table 57 — Transitions of slave CP1 sub-state machine ..., 81
Table 58 — MDT hot-plug field in CP3 and after ring reCoOVery .......cocovviviiiiei e 83

SEK Svensk Elstandard SS-EN IEC 61158-4-19, utg 4:2019



IEC 61158-4-19:2019 © IEC 2019 —-15 -

Table 59 — Transitions of CP state MacChine ..o 85
Table 60 — States of master CPSwitch state machine ... 89
Table 61 — Transitions of master CPSwitch state machine ..., 90
Table 62 — States of slave CPSwitch state machine............ccooviiiinii 94
Table 63 — Transitions of slave CPSwitch state machine.............ccoooiiiiiiii e, 95
Table 64 — Transitions of slave CPSwitch state machine (transitions with warning).............. 95
Table 65 — Transitions of slave CPSwitch state machine (transitions with error) .................. 96
Table 66 — Diagnostics of CPS state machine slave.........ccccooiiiiiiii i 97
Table 67 — Determination of the topology iNAIiCeS (1)...ciuviuiiiiiiiiie e 106
Table 68 — Determination of the topology iNAIiCeS (2) ..o 106
Table 69 — Determination of the topology iNdiCes (3)....cuieiiiiiiii e 107
Table 70 — Topology status of multi-slave deViCe ........coouviiiiii i 107
Table 71 — Topology settings of multi-slave deviCe ........ccoviiiii i, 107
Table 72 — States of Topology state machine of slave............cooiiii 109
Table 73 — Transitions of Topology state machine ... 111
Table 74 — Transitions of Topology state machine (transitions with warning)...................... 111
Table 75 — Transitions of Topology state machine (transitions with error) ............cc..coeenee. 112
Table 76 — MDT hot-plug field in HPO ... e 119
Table 77 — MDT hot-plug field in HP L ... e 120
Table 78 — AT hot-plug field in HP L ..o e 120
Table 79 — Transitions of HP state machine ..........ooooiiiiiiii e 121
Table 80 — AT hot-plug field in HPL (E1Or) ... e 122
Table 81 — Condition for modifying data block elements. ..o, 125
Table 82 — List of data block element and step NUMbErS .......cooviiiiiiii i, 126
Table 83 — SVC channel evalUation ..o 127
Table 84 — Reaction to handshake timeout ... ... 128
Table 85 — REACHION 1O EITON MESSAGE 1.uuuiin ittt ettt et ea e eaaeens 128
LI o] oI =l (o] 4 1= T Y= U =1 129
Table 87 — Structure of Procedure command CONtrol...........ccooviiiiiiiiiiiii e 132
Table 88 — Procedure command acknowledgment (data status) .........ccooieeiiiiiiiiiiniiniineenenn. 132
Table 89 — List of valid standard data container combinations.............c..ccoooiiiiiiinn. 142
Table 90 — Example of IDN and bit allocation of RTB container...........c.ccoeeeveiviivinineiennenn, 153
Table 91 — Structure of the Session Control Header..........cooiiiiiiiii e 155
Table 92 — LiStS IN S=07LL0L.7.X «euitiiei ettt et et 158
Table 93 — States of the oversampling state machine ..., 162
Table 94 — Transitions of the oversampling state machine ...............c.coooiiiien e, 163
Table 95 — Summary of Jitter in a Type 19 NetwWOork........coouiiiiiii e 165
Table 96 — Parameter for timing calculation ... 167
Table 97 — Default values of CPL/2 (CASE 1) ..uiuiiiiiiiiiiii e 172
Table 98 — Default values of CPL/2 (CASE 2) c.uivuiiriiiieiiee et ea e 173
Table 99 — Structure of POrt/MAC table . ... 182
Table 100 — INSErtion Of @NTIY ... e e 182
Table 101 — Update Of ENIES ... e 183

SS-EN IEC 61158-4-19, utg 4:2019 SEK Svensk Elstandard



Table 102 — Slave colliSion DUTfer ... 184
Table 103 — Physical topology Master (CPO) ... 186
Table 104 — Collision buffer of Master... ... 187
Table 105 — Definition of data tyPeS ...cuii i 188
Table 106 — Overview on IP-based protoColS ........ovuiiiiiii i 189
TaDIE 107 — MESSAGE T Y PO ittt ettt et ettt et e e a e 195
Table 108 — User-specCific MESSaAge T Y POS cuu it ea e 196
Table 109 — COMMON EITOF COUES ..uuiuuiiiii ettt e et et et et et e et e et e et e enes 198
Table 110 — NAMEPIAtE IDS . .. et ieiiiie e e e e e et et e e e e e e e eaneens 210
TADIE 111 — IP S ClaSS S ettt ettt 223
Table 112 — ClasS TCP BaSIC .ucuiiiiiiii e 224
Table 113 — ClasS UDP BaSIC ..cuuiiniiiiiiieii ettt et et et et et et e et ea s 224
Table 114 — Class Device ManagemeENt .......c.uiiuiiiiiiieii e e e e e e e e e e eaee e 224
Table 115 — Explore & IP Configuration SErviCes ........oiu i 224
Table 116 — Class Type 19 Parameter ACCESS ....cuiuiiii i ea e 224
Table 117 — SCP SPECIfiC StAtUS COUBS ..iuuiiniiiii i e 238
Table 118 — Overview on diagnosSis ClaSSES ...uiiuiiniiiii e 241
Table A.1 — Data DIOCK StIUCTUIE .. ... e 242
Table A.2 — Parameter SITUCTUIE .. ...oueie e e e 243
Table A.3 — EIeMENt 3 Of IDNS ...t ettt et et e ea s 245
Table A.4 — Valid combinations of the display formats ...........ccccoviiiiiii i, 246
Table A.5 — Example of the structure of an IDN-liSt.........c.ooiiiiii e 249
Table A.6 — Data StatuUS SITUCTUIE ... . 250
Table A.7 — List of relevant communication-related IDNS .........coooiiiiiiiiiiiii e 250
Table A.8 — Attributes for IDN S-0-0014 .. ... i ettt en e 254
Table A.9 — Structure of Interface StatUsS ... ... 255
Table A.10 — Attributes for IDN S-0-0021 .. ... e 256
Table A.11 — Attributes fOr IDN S-0-0022 ........iiuiiiiiiieee e 256
Table A.12 — Attributes fOr IDN S-0-0026 ........ccuuiiiniiiiiiiiie et enes 257
Table A.13 — Attributes for IDN S-0-0027 ... 258
Table A.14 — Attributes for IDN S-0-0127 ... e 258
Table A.15 — Attributes fOr IDN S-0-0128 ... ...ttt ea e 259
Table A.16 — Attributes for IDN S-0-0144 .. ... e 260
Table A.17 — Attributes for IDN S-0-0027 .. ..o 260
Table A.18 — Attributes fOr IDN S-0-0187 ....ccuuiiiiiiiiiiii e e e 261
Table A.19 — Attributes fOr IDN S-0-0188 ........ciuiiiiiiiii e 262
Table A.20 — Attributes for IDN S-0-0328 .. ... 262
Table A.21 — Attributes for IDN S-0-0329 .. ... 263
Table A.22 — Attributes fOr IDN S-0-0360 ........cuuuiiiniiiiiieiie e ea e 264
Table A.23 — Attributes fOr IDN S-0-0361 ... .c.uiiuniiiiiiiiiii it ea e 265
Table A.24 — Attributes for IDN S-0-0362 ......cuiiniiiiiiiie e 266
Table A.25 — List index of MDT data container A.........oeiiiiii e 266
Table A.26 — Attributes fOr IDN S-0-0363 ... ..ot et ea e 267

SEK Svensk Elstandard SS-EN IEC 61158-4-19, utg 4:2019



IEC 61158-4-19:2019 © IEC 2019 -17 -

Table A.27 — List index of MDT data containNer B.........co.oiiiiiiiiiiiii e 267
Table A.28 — Attributes fOr IDN S-0-0364 ......ouieieiiii e 268
Table A.29 — Attributes for IDN S-0-0365 .. ...t 269
Table A.30 — Attributes fOr IDN S-0-0366 ........ccuuiiiiiiiiiiiiieei e et ea e 270
Table A.31 — List index of AT data CONtAINET A ..o 270
Table A.32 — Attributes fOr IDN S-0-0367 .....euiiiiiiiiii e 271
Table A.33 — List index of AT data container B ..o 271
Table A.34 — Attributes fOr IDN S-0-0368 ........ciuuiiiiiiiiiiii e 272
Table A.35 — Data container A POINter StTUCTUIE .......ivuiiii e e 273
Table A.36 — Attributes for IDN S-0-0369 ... ... 273
Table A.37 — Data container B pointer StrUCTUIE ........cuiiiiii e 274
Table A.38 — Attributes fOr IDN S-0-0370 ... ccuuiiiiiiiiiie et e enes 274
Table A.39 — Attributes fOr IDN S-0-037 1 ... cuuiiiiiiiiie et ea e 275
Table A.40 — Attributes for IDN S-0-0394 .. ... 276
Table A.41 — Attributes for IDN S-0-0395 .. .. 276
Table A.42 — Attributes fOr IDN S-0-0396 ........ciuiiiiiiiii e ea e 277
Table A.43 — Attributes fOr IDN S-0-0397 ....iuiiiiiii e 278
Table A.44 — Attributes for IDN S-0-0398 .. ... e 279
Table A.45 — Attributes for IDN S-0-0399 .. .. 279
Table A.46 — Attributes fOr IDN S-0-0444 ... ... 280
Table A.47 — Attributes fOr IDN S-0-0445 ... . o 281
Table A.48 — Attributes for IDN S-0-0450 ... ... 281
Table A.49 — Attributes for IDN S-0-0451 .. .. 282
Table A.50 — Attributes fOr IDN S-0-0452 ... ..o 283
Table A.51 — Attributes fOor IDN S-0-0453 ... . i 284
Table A.52 — Attributes for IDN S-0-0454 .. ... e 285
Table A.53 — Attributes for IDN S-0-0455 .. ... 286
Table A.54 — Attributes fOr IDN S-0-0456 ........ciuuiiiiiiiiie e 287
Table A.55 — Attributes fOr IDN S-0-0457 ... 288
Table A.56 — Attributes for IDN S-0-0458 ... ... e 289
Table A.57 — Attributes for IDN S-0-0459 .. ... e 290
Table A.58 — Attributes fOr IDN S-0-0480 ........ciuuiiiiiiiiie et 291
Table A.59 — Attributes for IDN S-0-0481 ... ... 292
Table A.60 — Attributes for IDN S-0-0482 ... ... 293
Table A.61 — Attributes fOr IDN S-0-0483 ... ...t 294
Table A.62 — Attributes fOr IDN S-0-0484 ...t 295
Table A.63 — Attributes for IDN S-0-0485 .. ... e 296
Table A.64 — Attributes for IDN S-0-0486 ........oouiiuiiiiiii e 297
Table A.65 — Attributes fOr IDN S-0-0487 .....c.iiiiiiiiiiie e 298
Table A.66 — Attributes fOr IDN S-0-0488 ........ciuiiiiiiiiiie e 299
Table A.67 — Attributes for IDN S-0-0489 ... e 300
Table A.68 — Attributes for IDN S-0-0490 ... ... 301
Table A.69 — Attributes fOr IDN S-0-0491 ... ..ttt 301

SS-EN IEC 61158-4-19, utg 4:2019 SEK Svensk Elstandard



Table A.70 — Attributes for IDN S-0-0492............ccun......
Table A.71 — Attributes for IDN S-0-0493..........c..ceeenee.
Table A.72 — Attributes for IDN S-0-0494 ...............c......
Table A.73 — Attributes for IDN S-0-0495...........ccceunee.
Table A.74 — Attributes for IDN S-0-0496.............c........
Table A.75 — Attributes for IDN S-0-0497 .........ccocuveeneen.
Table A.76 — Attributes for IDN S-0-0498............ccccenee.
Table A.77 — Attributes for IDN S-0-0500......................
Table A.78 — Attributes for IDN S-0-0501......................
Table A.79 — Attributes for IDN S-0-0502..........c..ceenee.
Table A.80 — Attributes for IDN S-0-0503..........c..ceeenee.
Table A.81 — Attributes for IDN S-0-0504......................
Table A.82 — Attributes for IDN S-0-0505.............c........
Table A.83 — Attributes for IDN S-0-0506......................
Table A.84 — Attributes for IDN S-0-0507 .........ccccuveeneen.
Table A.85 — Attributes for IDN S-0-0508......................
Table A.86 — Attributes of IDN S-0-1000.0.0 .................
Table A.87 — SCP type and version ..........ccccceveuiiineennen.
Table A.88 — Attributes of IDN S-0-1000.0.1 .................
Table A.89 — Attributes of IDN S-0-1000.0.2 .................
Table A.90 — Communication compatible status............
Table A.91 — Attributes of IDN S-0-1002 ..........c.ccceneeneen.
Table A.92 — Attributes of IDN S-0-1003..........ccceeneeneee.
Table A.93 — Attributes of IDN S-0-1005...........ccccuneeen.
Table A.94 — Attributes of IDN S-0-1006 .............ccen......
Table A.95 — Attributes for IDN S-0-1007 .........cceeuveneen.
Table A.96 — Attributes for IDN S-0-1008............c..cen....
Table A.97 — Attributes of IDN S-0-1009 ...........cceceuneee.
Table A.98 — C-DEV Offset in MDT .....c.ovvvviiiiineeeenn.
Table A.99 — Attributes of IDN S-0-1010..........c.ceeneeneee.
Table A.100 — Attributes of IDN S-0-1011 ...........ceveenee.
Table A.101 — S-DEV Offset in AT ...coviviiiiiiiiineeeen,
Table A.102 — Attributes of IDN S-0-1012 ...........c.veenee.
Table A.103 — Attributes of IDN S-0-1013 .........c..ceveenee.
Table A.104 — SVC Offset in MDT .....coooviiiiiiiiineeeenn,
Table A.105 — Attributes of IDN S-0-1014 ............c........
Table A.106 — SVC Offset in AT ....oooiiiiiiiiiiiiee,
Table A.107 — Attributes of IDN S-0-1015.............ceeee.
Table A.108 — Attributes of IDN S-0-1016 .....................
Table A.109 — Attributes of IDN S-0-1017 ..........cceceuneee.
Table A.110 — Attributes of IDN S-0-1019 ...........ceeenee.
Table A.111 — Attributes of IDN S-0-1020.0.1 ...............
Table A.112 — Attributes of IDN S-0-1020 .....................

SEK Svensk Elstandard

IEC 61158-4-19:2019 © IEC 2019

SS-EN IEC 61158-4-19, utg 4:2019



IEC 61158-4-19:2019 © IEC 2019 -19 -

Table A.113 — Attributes Of IDN S-0-1021.0.1 ..oouiiiiiiiiiiiii e et et enes 333
Table A.114 — Attributes Of IDN S-0-1021 ...ouuiiiiiiiiii i e et et e e e anaes 334
Table A.115 — Attributes Of IDN S-0-1022.0.1 . ..uoiuiiiiieiieii e e e e e et eeaeneanees 335
Table A.116 — Attributes Of IDN S-0-1022 ....c.uiiiniiiiiieii et en e 335
Table A.117 — Attributes Of IDN S-0-1023 ..ottt et ea e 336
Table A.118 — Attributes Of IDN S-0-1024 .....ouiiiiiiieiiie ettt aeanees 338
Table A.119 — Attributes Of IDN S-0-1026 .......oeuuiiiniiieiieiie e e et et e e ee e anees 339
Table A.120 — Attributes Of IDN S-0-1027.0.1 ..ottt e 339
Table A.121 — Upper and lower Limit Of MTU ... 340
Table A.122 — Attributes Of IDN S-0-1027.0.2 . .uuiiuiiiiiiiieii et e e e e et e aaneanaees 341
Table A.123 — Attributes Of IDN S-0-1028 .......ciuuiiiiiiieiieii e e e e et e e aeaes 341
Table A.124 — Attributes Of IDN S-0-1031 ...iuuiiiiiiiiiiii et et e ea e 342
Table A.125 — Structure of test pin assignment Port 1 & Port 2.........cooovviiiiiiiiiincnceeeeen, 342
Table A.126 — Selectable outpUt SIGNAIS .. ... 343
Table A.127 — Attributes Of IDN S-0-1032 ....iuuiiiiiiieiii i e e et at e anees 343
Table A.128 — COMMUNICAtION CONTIOL.....ciuiiiiiii e 344
Table A.129 — Attributes Of IDN S-0-1035 ....iuuiiiiiiiii e ea e 344
Table A.130 — Coding Of PHY ©ITOIS ..uni e 345
Table A.131 — Attributes Of IDN S-0-1035.0.01 ...ccuuiiuiiiiiiiieii e e e e e e eeaaaes 345
Table A.132 — Checking of MAC telegramsS ......c.oiuiiiiiie e 346
Table A.133 — Attributes Of IDN S-0-1035.0.0 ....uoiuniiiniiiiiie e 347
Table A.134 — Checking of MAC telegrams ... ... 347
Table A.135 — Attributes Of IDN S-0-1036 ....c.ueiuniiiiiieii i e e e et et e enneanaes 348
Table A.136 — Attributes Of IDN S-0-1037 ...iuniiiiiiiii e ettt e eaes 349
Table A.137 — Attributes Of IDN S-0-1039.0.1 ....uiiiiiiiiiiiii e e 350
Table A.138 — Attributes Of IDN S-0-1039 ....ouiiiiiiiiii e e e et aa e anees 351
Table A.139 — Attributes Of IDN S-0-1040 ....cuuiiiniiiieiieii e e e et en e aeees 351
Table A.140 — Attributes Of IDN S-0-1041 ..ot e ea e 352
Table A.141 — Attributes Of IDN S-0-1042 ....cuuiiiiiiiiii e et ea e 353
Table A.142 — Structure of tOPOIOGY INAEX .. ... 354
Table A.143 — Topology indeX (EXample 1) ... 354
Table A.144 — Topology indeX (EXamPIe 2) ... e e e 354
Table A.145 — Attributes Of IDN S-0-1044 ....oouiiriiiieii e e e et eane e 355
Table A.146 — Device control field (C-DEV) ... 355
Table A.147 — Attributes Of IDN S-0-1045 ..o 356
Table A.148 — DeVvice Status field........oouiiiiii e 356
Table A.149 — Attributes Of IDN S-0-1046 ......uoiuniiieiieii e e e et ean e anees 358
Table A.150 — Aributes Of IDN S-0-1047 ...iiuniiieiiieiii e e e et et e et e anaes 359
Table A.151 — Attributes Of IDN S-0-1048 ....couiiiiiiiiiii e 360
Table A.152 — Attributes Of IDN S-0-1050.X. 0L .. ccuuiiiniiiniiiiiie e e ee e 361
Table A.153 — CONNECHION SELUP «..cunieiii e e ea e 361
Table A.154 — Attributes Of IDN S-0-1050.X.02....c.iuiiiiiiiii e 362
Table A.155 — Attributes Of IDN S-0-1050.X.03 ... ittt 363

SS-EN IEC 61158-4-19, utg 4:2019 SEK Svensk Elstandard



-20 - IEC 61158-4-19:2019 © IEC 2019

Table A.156 — Structure of telegram asSigNMENt.......c.oieiii i 364
Table A.157 — Attributes Of IDN S-0-1050.X.04 ... ..ot 364
Table A.158 — Attributes Of IDN S-0-1050.X.05....cuiuiiiiiiiie e 365
Table A.159 — Attributes Of IDN S-0-1050.X.06.....c.uiiuuiiiniiiiiieiie et 366
Table A.160 — Attributes Of IDN S-0-1050.X.07 ...ttt e et ea e 366
Table A.161 — Attributes Of IDN S-0-1050.X.08......cuiiiiiiiii e 367
Table A.162 — Attributes Of IDN S-0-1050.X.09 ... ..iuiiiiiiiii e 367
Table A.163 — CONNECLION STALES ...uiii i e ettt et e ea s 368
Table A.164 — Attributes Of IDN S-0-1050.X.20. ... cuuiiiniiiniiiiii et eaes 368
Table A.165 — Attributes Of IDN S-0-1050.X. 11 ... ettt 369
Table A.166 — Attributes Of IDN S-0-1050.X.12... .t 369
Table A.167 — Attributes Of IDN S-0-1050.X.20. ... cuuiiuniiiniiieii et e eaes 370
Table A.168 — Attributes Of IDN S-0-1050.X. 21 .. ccuuiiiniiiniiieii et e ea e 371
Table A.169 — Attributes Of IDN S-0-1051 ...iuuiiiiiiiiii e e e e e et e aaneaeees 371
Table A.170 — Attributes Of IDN S-0-1060.X.01......iuiiiiiiiiii e 372
Table A.171 — Attributes Of IDN S-0-1060.X.02....cc.uiiiniiiniiieiieeie e e e 372
Table A.172 — Attributes Of IDN S-0-1060.X.03 ... .cuuiiiiiiiiie e 373
Table A.173 — Attributes Of IDN S-0-1060.X.04.......cuiiiiiiiiei e 374
Table A.174 — Attributes Of IDN S-0-1060.X.06.......c.iiuiiiiiiiiiii e 374
Table A.175 — Attributes Of IDN S-0-1060.X. 07 ...ccuuiiiniiineiieiie e e ea e 375
Table A.176 — Attributes Of IDN S-0-1060.X.20....cc.uiiuniiiniiiiii i eaes 376
Table A.177 — Attributes Of IDN S-0-1061 .. ...uiiuiiiiiiieii e e e e et e et neen e aeees 376
Table A.178 — Attributes Of IDN S-0-1080.X.02.......iuiiiiiiiiiei e 377
Table A.179 — Attributes Of IDN S-0-1080.X.03 ... cuuiiiiiiiiie e e 378
Table A.180 — Attributes Of IDN S-0-1080.X.04 ... .cuuiiiniiiiiieei e e 378
Table A.181 — Attributes Of IDN S-0-1081.X.02....cuiuiiiiiiiai e 379
Table A.182 — Attributes Of IDN S-0-1081.X.03 ... cuiuiiiiiii e 380
Table A.183 — Attributes Of IDN S-0-108L.X.04 ... cuuiiiiiiiii e 380
Table A.184 — Attributes Of IDN S-0-1099.0.1 ....uiiiiiiiiiiiie e e 381
Table A.185 — Structure of Test-IDN CONIrOl. ... 381
Table A.186 — Attributes Of IDN S-0-1099.0.2 .. ...ciuiiiiiiiieii it ne e 382
Table A.187 — Attributes Of IDN S-0-1100.0.01 ...couuiiiniiiiiiiiie e et ea e 382
Table A.188 — Attributes Of IDN S-0-1100.0.02 ......uiiuniiiiiiiiieeiee e e e e e aneeaaaes 383
Table A.189 — Attributes Of IDN S-0-1100.0.03 .. .c.uiiuuiiiiiieiieei e ee e e e ee e aeaeaeaes 384
Table A.190 — Attributes Of IDN S-0-110L.X. 0L . .uciuuiiiiiiiiie e e 384
Table A.191 — Attributes Of IDN S-0-110L1.X. 02 ..ccuuiiiniiiiiie et 385
Table A.192 — Attributes Of IDN S-0-1101.X.03 ... cuiuiiiiiiee e 386
Table A.193 — Attributes Of IDN S-0-1150.X.01 ... cuuiuiiiiiiiii e 386
Table A.194 — OVS CONrOl STIUCTUIE ...iuuii e ettt e en e 387
Table A.195 — Attributes Of IDN S-0-1150.X.02. .. ccuuiiiiiiiiiieiie e 387
Table A.196 — OVS StatuS SIFUCTUIE ...eei e 388
Table A.197 — Attributes Of IDN S-0-1150.X.03 ... et 388
Table A.198 — Configuration eXample ..o 389

SEK Svensk Elstandard SS-EN IEC 61158-4-19, utg 4:2019



IEC 61158-4-19:2019 © IEC 2019 -21-

Table A.199 — Attributes Of IDN S-0-1150.X.04 ... cuuiiiiiiiiiieei et 389
Table A.200 — Attributes Of IDN S-0-1150.X.05. .. ..t 390
Table A.201 — Attributes Of IDN S-0-1150.X.06......cuiiuiiiiiiii e 391
Table A.202 — Attributes Of IDN S-0-1150.X.07 ..uciuuiiiniiiiiie et ea e 391
Table A.203 — Attributes Of IDN S-0-1150.X.08.....cuuiiiiiiiiiiii e e 392
Table A.204 — Attributes Of IDN S-0-1150.X.09 ... ..ttt 393
Table A.205 — Attributes Of IDN S-0-1150.X. 10 .. cuuiuiiiiiieiei e e 393
Table A.206 — Attributes Of IDN S-0-1151.X. 0% ..ciuuiiiiiiiii e et ea e 394
Table A.207 — Attributes Of IDN S-0-1151.X.02. .. ccuuiiiiiiiiieii e e 395
Table A.208 — Attributes Of IDN S-0-1151.X.03 ... cuiuiiiiiii e 395
Table A.209 — Attributes Of IDN S-0-1151.X.04 ... cuiuiiiiiiee e 396
Table A.210 — Attributes Of IDN S-0-1151.X. 06 ... ccuuiiiiiiiniiieii et ea e 396
Table A.211 — Attributes Of IDN S-0-1151.X. 07 .uuiiuniiiiiieii e et 397
Table A.212 — Attributes Of IDN S-0-1151.X.08... et 398
Table A.213 — Attributes Of IDN S-0-1152 .. oot e e e ettt aeanees 398
L= Lo ] =T O A IV o 1= T I T T I 417
TADIE C.2 — SDX LED . ittt e e 418
Table C.3 — List of relevant communication-related IDNS ..........ccooiiiiiiiiiiiieeee 428
Table C.4 — Attributes Of IDN S-0-0000 ... ...t ea e 429
Table C.5 — Attributes Of IDN S-0-00L17 ...iuniiiiiiei e et et eaes 430
Table C.6 — Attributes Of IDN S-0-0025 ... ...t 430
Table C.7 — Attributes Of IDN S-0-00095 ... . e 431
Table C.8 — Attributes Of IDN S-0-0099 .. .. e 431
Table C.9 — Attributes Of IDN S-0-0192 .. ...ttt ea e 432
Table C.10 — Attributes Of IDN S-0-0262 ......c.uiiiniiiiiiiei e 433
Table C.11 — Attributes Of IDN S-0-0263 ... ..o 433
Table C.12 — Attributes Of IDN S-0-0264 ... e 434
Table C.13 — Attributes of IDN S-0-0265 ... oottt 434
Table C.14 — LaNQUAGE COUEBS ...ouiuiiiiiii et e e e e e e e e e e e e e et et e e e e e e eaneens 435
Table C.15 — Attributes Of IDN S-0-0266 ......c.uoeuiiiiiiiii e 435
Table C.16 — Attributes Of IDN S-0-0267 ......eniiiieiiie e 436
Table C.17 — States of the password state machine............cccccooiiiiiiiii i, 437
Table C.18 — Transitions of the password state machine..............coooi 438
Table C.19 — Changing the PASSWOI. ... ... 438
Table C.20 — Attributes of IDN S-0-0269 .....couuiiiiiiiii e 439
Table C.21 — Structure of StOrage MO ... ...cvuiieiiiii e 439
Table C.22 — Attributes Of IDN S-0-0270 .. .ouieiiiiiiie e 440
Table C.23 — Attributes Of IDN S-0-0279 ... e 440
Table C.24 — Attributes of IDN S-0-0293 ... it 441
Table C.25 — Attributes of IDN S-0-0326.X.00 .....ciuuiiiniiiniiiiii e ea e 442
Table C.26 — Attributes Of IDN S-0-0327.X.00 .....iuiiiiiieie e 442
Table C.27 — Attributes Of IDN S-0-0390 ... .. e 443
Table C.28 — Prioritization of diagnoStiC EVENTS........ovuiiiiii e 444

SS-EN IEC 61158-4-19, utg 4:2019 SEK Svensk Elstandard



—-22 - IEC 61158-4-19:2019 © IEC 2019

Table C.29 — Transitions of the password state machine............c.coooviiii i, 445
Table C.30 — Attributes Of IDN S-0-0420 ... ..oiuieiiiiie e 446
Table C.31 — Attributes Of IDN S-0-0422 ... .o 446
Table C.32 — Attributes of IDN S-0-0423 . ...t ea e 447
Table C.33 — Attributes of IDN S-0-0425 ... 448
Table C.34 — Structure of the sub-device state machine control...............ccoooiiiien. 448
Table C.35 — Attributes Of IDN S-0-0531 ... e 449
Table C.36 — Attributes of IDN S-0-1300.X.1 ...ocuuiiiiiiiiiieei e et eaes 449
Table C.37 — Attributes Of IDN S-0-1300.X.2 ...ccuuiiiiiineiieei e et e en e 450
Table C.38 — Attributes Of IDN S-0-1300.X.3 ...euiuiiiiiie e e ea e 450
Table C.39 — VENAOI COUR .. .uiiiitiiii et et e e e 451
Table C.40 — Attributes of IDN S-0-1300.X.4 ...iuniiiiiiieie e e e ea e 451
Table C.41 — Attributes of IDN S-0-1300.X.5 ...ouniiiiiiiiie e 452
Table C.42 — Attributes Of IDN S-0-1300.X.6 ...cuiuiiiiiiai i 452
Table C.43 — Attributes Of IDN S-0-1300.X.7 ...euiuiiiiiieie e ea e 453
Table C.44 — Attributes of IDN S-0-1300.X.8 ...iuuiiiiiiiiiei e et 453
Table C.45 — Attributes of IDN S-0-1300.X.9 ...ciuuiiiiiiiiiie e e e 454
Table C.46 — Attributes Of IDN S-0-1300.X.10 ..cuuiuiiiiiieiei e ea e 455
Table C.47 — Attributes Of IDN S-0-1300.X.11 ..cuuiuiiiiiiei e e 455
Table C.48 — Attributes of IDN S-0-1300.X.12 .....oiuniiiiiiiiie it ea e 456
Table C.49 — Attributes of IDN S-0-1300.X.13 ...ttt e eaes 456
Table C.50 — Attributes Of IDN S-0-1300.X.14 ....niuniiiiii e 457
Table C.51 — Attributes Of IDN S-0-1300.X.20 ....uiuiiiiiiii e ea e 458
Table C.52 — Attributes of IDN S-0-1300.X.21 ....uiiuiiiiiiiiiie e e ea e 459
Table C.53 — Attributes of IDN S-0-1300.X.22 .....ciuuiiiiiieii et et ea e 460
Table C.54 — Attributes Of IDN S-0-1300.X.23 ...t ea e 461
Table C.55 — Attributes Of IDN S-0-13071 .....uiniiiiiiiiie e 462
Table C.56 — Structure of GDP ClasSeS & VEISION ...ccuuiiiiiiiiiii e 462
Table C.57 — Attributes Of IDN S-0-1302.X.1 ...iiuuiiiiiiiiieiie e e et ea e 463
Table C.58 — Coding Of S-1302.X.00 ...iuuiiiiii e ea e 463
Table C.59 — Attributes Of IDN S-0-1302.X.2 ...euiiiiiiiiiiie e 464
Table C.60 — Attributes of IDN S-0-1302.X.3 ... iuniiiiiiiiie e et ea e 466
Table C.61 — Attributes of IDN S-0-1303.0.1 ...ciuuiiiiiiieiieiieei e e e e e et et eeaeaeaeaees 466
Table C.62 — Attributes of IDN S-0-1303.0.2 ...ciuuiiiiiiiieiieiieei e e e e e et e aaaeaeaees 467
Table C.63 — Coding Of S-1303.0.02 .. ..t e 468
Table C.64 — Attributes of IDN S-0-1303.0.3 ... iuiiiiiiiiiiiei e et ea e 468
Table C.65 — Coding Of S-1303.0.2 . iuiuiiiii et e e e 469
Table C.66 — Attributes of IDN S-0-1303.0.20 ....uoiuuiiiiiiieiieiieeiee i ee e ee et e e e e anaeaeaes 469
Table C.67 — Attributes of IDN S-0-1303.0.11 ....uiiiniiiiiiiiieiie e e e ea e 470
Table C.68 — Attributes of IDN S-0-1303.0.12 ....uciuiiiiiiiiiieei et ea e 471
Table C.69 — Attributes of IDN S-0-1305.0.1 ...iiuuiiiiiiiieiieii e e e e et eeaeees 471
Table C.70 — Structure of TYPe 19 timMe .. ..o 472
Table C.71 — Attributes of IDN S-0-1305.0.2 .. iuuiiiiiiiiiei et 472

SEK Svensk Elstandard SS-EN IEC 61158-4-19, utg 4:2019



IEC 61158-4-19:2019 © IEC 2019 - 23 -

Table C.72 — Attributes Of IDN S-0-1310 ....uiuiiiiiiiiiiei e e e ettt e en e eaes 473
Table C.73 — Attributes Of IDN S-0-1350 .. ...t 473
Table C.74 — Attributes Of IDN S-0-1310 ....euiniitiiiiie e e ea e 474
Table C.75 — Structure of Test IDN DiagnostiC EVENt........cccviiiiiiiiiic e 475
Table C.76 — Status codes with the diagnosis class "operational state"..............cc.coevveenne. 476
Table C.77 — Status codes with the diagnosis class "procedure command specific

1= L PP 476

SS-EN IEC 61158-4-19, utg 4:2019 SEK Svensk Elstandard



- 24 — IEC 61158-4-19:2019 © IEC 2019

INTERNATIONAL ELECTROTECHNICAL COMMISSION

INDUSTRIAL COMMUNICATION NETWORKS —
FIELDBUS SPECIFICATIONS —

Part 4-19: Data-link layer protocol specification —
Type 19 elements

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote
international co-operation on all questions concerning standardization in the electrical and electronic fields. To
this end and in addition to other activities, IEC publishes International Standards, Technical Specifications,
Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC
Publication(s)”). Their preparation is entrusted to technical committees; any IEC National Committee interested
in the subject dealt with may participate in this preparatory work. International, governmental and non-
governmental organizations liaising with the IEC also participate in this preparation. IEC collaborates closely
with the International Organization for Standardization (ISO) in accordance with conditions determined by
agreement between the two organizations.

2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international
consensus of opinion on the relevant subjects since each technical committee has representation from all
interested IEC National Committees.

3) IEC Publications have the form of recommendations for international use and are accepted by IEC National
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any
misinterpretation by any end user.

4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications
transparently to the maximum extent possible in their national and regional publications. Any divergence
between any IEC Publication and the corresponding national or regional publication shall be clearly indicated in
the latter.

5) IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any
services carried out by independent certification bodies.

6) All users should ensure that they have the latest edition of this publication.

7) No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and
members of its technical committees and IEC National Committees for any personal injury, property damage or
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC
Publications.

8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is
indispensable for the correct application of this publication.

9) Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of
patent rights. IEC shall not be held responsible for identifying any or all such patent rights.

Attention is drawn to the fact that the use of the associated protocol type is restricted by its
intellectual-property-right holders. In all cases, the commitment to limited release of
intellectual-property-rights made by the holders of those rights permits a layer protocol type to
be used with other layer protocols of the same type, or in other type combinations explicitly
authorized by its intellectual-property-right holders.

NOTE Combinations of protocol types are specified in IEC 61784-1 and IEC 61784-2.

International Standard IEC 61158-4-19 has been prepared by subcommittee 65C: Industrial
networks, of IEC technical committee 65: Industrial-process measurement, control and
automation.

This fourth edition cancels and replaces the third edition published in 2014. This edition
constitutes a technical revision.
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This edition includes the following significant technical changes with respect to the previous
edition:

e improving the hotplug and redundancy features;
e improving the phase switching and the error handling;

e editorial improvements.

The text of this International Standard is based on the following documents:

FDIS Report on voting

65C/946/FDIS 65C/955/RVD

Full information on the voting for the approval of this International Standard can be found in
the report on voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

A list of all the parts of the IEC 61158 series, published under the general title Industrial
communication networks — Fieldbus specifications, can be found on the IEC web site.

The committee has decided that the contents of this publication will remain unchanged until
the stability date indicated on the IEC web site under "http://webstore.iec.ch" in the data
related to the specific publication. At this date, the publication will be

« reconfirmed,

e withdrawn,

* replaced by a revised edition, or

« amended.

A bilingual version of this publication may be issued at a later date.

IMPORTANT — The 'colour inside' logo on the cover page of this publication indicates
that it contains colours which are considered to be useful for the correct
understanding of its contents. Users should therefore print this document using a
colour printer.
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INTRODUCTION

This document is one of a series produced to facilitate the interconnection of automation
system components. It is related to other standards in the set as defined by the “three-layer”
fieldbus reference model described in IEC 61158-1.

The data-link protocol provides the data-link service by making use of the services available
from the physical layer. The primary aim of this document is to provide a set of rules for
communication expressed in terms of the procedures to be carried out by peer data-link
entities (DLEs) at the time of communication. These rules for communication are intended to
provide a sound basis for development in order to serve a variety of purposes:

a) as a guide for implementors and designers;

b) for use in the testing and procurement of equipment;

c) as part of an agreement for the admittance of systems into the open systems environment;
d) as arefinement to the understanding of time-critical communications within OSI.

This document is concerned, in particular, with the communication and interworking of
sensors, effectors and other automation devices. By using this document together with other
standards positioned within the OSI or fieldbus reference models, otherwise incompatible
systems may work together in any combination.

NOTE Attention is drawn to the fact that use of the associated protocol type(s) is restricted by its (their)
intellectual-property-right holder(s). In all cases, the commitment to limited release of intellectual-property-rights
made by the holder(s) of those rights permits a particular data-link layer protocol type to be used with physical
layer and application layer protocols in Type combinations as specified explicitly in the profile parts. Use of the
various protocol type(s) in other combinations may require permission from their respective intellectual-property-
right holders.

The International Electrotechnical Commission (IEC) draws attention to the fact that it is
claimed that compliance with this document may involve the use of patents concerning Type
19 elements and possibly other types given in this document as follows:

DE 102 00 502 4759.8-32 [BR] Verfahren zur Laufzeitkorrektur in einer
Kommunikationsstruktur

DE 102 37 097 [RI] Korrektur von Signallaufzeiten in verteilten
Kommunikationssystemen

IEC takes no position concerning the evidence, validity and scope of these patent rights.

The holders of these patent rights have assured IEC that they are willing to negotiate licenses
either free of charge or under reasonable and non-discriminatory terms and conditions with
applicants throughout the world. In this respect, the statement of the holders of these patent
rights is registered with IEC. Information may be obtained from:

[BR] BoschRexrothAG
Zum Eisengiesser 1

D — 97816 Lohr
Germany

[RI] Rexroth Indramat GmbH
Bgm.-Dr.-Nebel-Str. 2

D — 97816 Lohr

Germany

Attention is drawn to the possibility that some of the elements of this document may be the

subject of patent rights other than those identified above. IEC shall not be held responsible for
identifying any or all such patent rights.
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ISO (www.iso.org/patents) and IEC (http://patents.iec.ch) maintain on-line databases of
patents relevant to their standards. Users are encouraged to consult the databases for the
most up to date information concerning patents.
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INDUSTRIAL COMMUNICATION NETWORKS —
FIELDBUS SPECIFICATIONS —

Part 4-19: Data-link layer protocol specification —
Type 19 elements

1 Scope

1.1 General

The data-link layer provides basic time-critical messaging communications between devices in
an automation environment.

This protocol provides communication opportunities to all participating data-link entities

a) in a synchronously-starting cyclic manner, according to a pre-established schedule, and
b) in a cyclic or acyclic asynchronous manner, as requested each cycle by each of those
data-link entities.

Thus this protocol can be characterized as one which provides cyclic and acyclic access
asynchronously but with a synchronous restart of each cycle.

1.2 Specifications
This document specifies

a) procedures for the timely transfer of data and control information from one data-link user
entity to a peer user entity, and among the data-link entities forming the distributed data-
link service provider;

b) the structure of the fieldbus DLPDUs used for the transfer of data and control information
by the protocol of this document, and their representation as physical interface data units.

1.3 Procedures

The procedures are defined in terms of

a) the interactions between peer DL-entities (DLEs) through the exchange of fieldbus
DLPDUs;

b) the interactions between a DL-service (DLS) provider and a DLS-user in the same system
through the exchange of DLS primitives;

c) the interactions between a DLS-provider and a Ph-service provider in the same system
through the exchange of Ph-service primitives.
1.4  Applicability

These procedures are applicable to instances of communication between systems which
support time-critical communications services within the data-link layer of the OSI or fieldbus
reference models, and which require the ability to interconnect in an open systems
interconnection environment.

Profiles provide a simple multi-attribute means of summarizing an implementation’s
capabilities, and thus its applicability to various time-critical communications needs.
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1.5 Conformance

This document also specifies conformance requirements for systems implementing these
procedures. This part of this document does not contain tests to demonstrate compliance with
such requirements.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their
content constitutes requirements of this document. For dated references, only the edition
cited applies. For undated references, the latest edition of the referenced document (including
any amendments) applies.

NOTE All parts of the IEC 61158 series, as well as IEC 61784-1 and |IEC 61784-2 are maintained simultaneously.
Cross-references to these documents within the text therefore refer to the editions as dated in this list of normative
references.

IEC 61158-4-16:2007, Industrial communication networks - Fieldbus specifications -
Part 4-16: Data-link layer protocol specification — Type 16 elements

ISO/IEC 7498-1, Information technology — Open Systems Interconnection — Part 1: Basic
Reference Model: The Basic Model

ISO/IEC 7498-3, Information technology — Open Systems Interconnection — Part 3: Basic
Reference Model: Naming and addressing

ISO/IEC/IEEE 8802-3, Information technology - Telecommunications and information
exchange between systems — Local and metropolitan area networks — Specific requirements —
Part 3: Standard for Ethernet

ISO 8601, Data elements and interchange formats - Information interchange -
Representation of dates and times

IEEE Std 802.3, IEEE Standard for Information technology — Telecommunications and
information exchange between systems — Local and metropolitan area networks — Specific
requirements — Part 3: Carrier Sense Multiple Access with Collision Detection (CSMA/CD)
Access Method and Physical Layer Specifications

Internet Engineering Task Force (IETF), Request for Comments (RFC): RFC 879, The TCP
Maximum Segment Size and Related Topics (available at <http://www.ietf.org/rfc/rfc0879.txt>)
[viewed 2018-09-13]
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