IEC IEC 62026-3

Edition 2.0 2008-01

INTERNATIONAL
STANDARD

Low-voltage switchgear and controlgear — Controller-device interfaces (CDIs) —
Part 3: DeviceNet

INTERNATIONAL
ELECTROTECHNICAL

COMMISSION PRICE CODE X E

ICS 29.130.20 ISBN 2-8318-9513-8



—2- 62026-3 © IEC:2008(E)

CONTENTS
FOREWORD ... e 7
INTRODU CTION L. e, 9
R T o7 o o 1= T PP 10
2 NOMMAtIVE FEIEIENCES ... e 10
3 Terms, definitions, symbols and abbreviated terms..............o 11
4 ClasSifiCAtiON ... e 16
N T € =Y 7= - | PP 16
4.2 DeviceNet communication Model..... ... 18
4.3 DeviceNet, CAN and ClP ... ., 18
LI O F- = or 4= o 153 oS P 19
5.1  DeviceNet CONNECLIONS ..., 19
5.2 DeviceNet messaging ProtoCOl .......oouiiiiiiii 20
5.3 DeviceNet communication object classes .........cooooiiiiiiiiii 50
5.4 Link access state machine..........cooiiii i 52
5.5 Predefined master/slave connection set ..o, 55
5.6 DeVviCeN el Safety ™ Lo 73
BT P RYSICAl LAY O . e 73
B  Product information ... 79
Normal service, mounting and transport conditions..............oooiiii i 79
7.1 Normal service CONAItIONS ..ot e 79
7.2 Conditions during transport and storage .........coooiiiiiii i 80
48 T 1o T U 141 o PP 80
8 Constructional and performance requirements...........cocooiiiiiiiiiiici 80
8.1 Indicators and configuration switChes ..o 80
8.2  DeViCeNEt CabIe ..o, 81
8.3  Terminating reSiStOrS ..o i 92
I S 0] oY [=Yoa (o] £ PP PRPRR: 92
8.5 Device taps and POWET taPS .ooiviiiiiiiii i 101
8.6  LinkK POWEIEd GeVICES ..uuiniiiie i e e e e e aaenas 103
8.7  Miswiring ProteCtion ... 103
8.8 P OWET SUP P IS et e 103
8.9 Electromagnetic compatibility (EMC) ... 104
8.10 Additional functional safety requirements related to EMC ....................coinn. 106
1S T = (= 106
S T I 1= 11 = PP 106
9.2 Electrical and EMC testing ......couiiiiiiinii i 106
0.3 LOgiCal 1eSHING . e i e 114

L= 1 o 10 Yo = ¥ o 4 1728 118



62026-3 © IEC:2008(E) -3 -

Figure 1 — Typical DeviceNet controller-device interfaces ...........ccoceeiiiiiiiii e, 17
Figure 2 — DeviceNet protocol architecture compared with the OSI reference model............. 18
Figure 3 — DeviceNet’s use of the CAN identifier field ... 19
Figure 4 — Explicit message CAN data field USe.........cooeiiiiiiiiiii e, 21
Figure 5 — Explicit message data field format............ccccoiiiiiii 21
Figure 6 — Explicit message header format ... 21
Figure 7 — Service field format ... ..o 22
Figure 8 — Open explicit messaging connection request format................cooiiiiiiiiii i, 23
Figure 9 — Open explicit messaging connection response format ..............ccooiiiiiiiii i, 26
Figure 10 — Close connection request format ..o 27
Figure 11 — Close connection response format ..........cccooiiiiiiiiiiiiii e, 28
Figure 12 — Non-fragmented explicit request message format, values 0 — 3 .......................... 29
Figure 13 — Non-fragmented explicit request message format, value 4....................ccooiienin. 30
Figure 14 — Non-fragmented success response message format.............c.ccoiinn, 30
Figure 15 — ErrOr reSPONSE MESSA0E 1uuiuiuit ittt ettt ettt et e et e e e e e e e e e e e eneeeneenannen 31
Figure 16 — Data field of an [/O MeSSAQE .......iiviiiiiii e 31
Figure 17 — Format of DeviceNet fragmentation protocol............ccooiiiiiiiii 32
Figure 18 — 1/O message fragment format...........ooi 33
Figure 19 — Explicit message fragment format ..o, 33
Figure 20 — Acknowledgement message format ..............cooiiiiiiiiiii i, 35
Figure 21 — Establishing the offline ownership ... 37
Figure 22 — Multicast nature of the offline ownership ..o 38
Figure 23 — Offline ownership reqUest MESSAgE ......ccuuiiiiiii e 39
Figure 24 — Offline ownership response message protocol...........coceeiiiiiiiiiiiiiiiiice e, 39
Figure 25 — Communication faulted request message — Multicast protocol...................c........ 40
Figure 26 — Communication faulted request message — Point-to-point protocol..................... 41
Figure 27 — Identify communication faulted request message — Multicast protocol ................ 42
Figure 28 — Communication faulted identify response message ............coooviiviiiiiiiiieiicieeennn, 43
Figure 29 — Identify communication faulted request message — Point-to-point protocol ......... 43
Figure 30 — Who communication faulted request message ..........cooccoiiiiiiiicicii 44
Figure 31 — WhoO reSpPONSE MESSaA0E . uuit ittt ettt e e e e e e e e e e e e e e eaeanennen 45
Figure 32 — Change MAC ID communication faulted request message..............ccccceeeeeeeennn. 45
Figure 33 — Device heartbeat message ... ..o 46
Figure 34 — Device ShUtdOWN MESSAGE .. ... iiiiii e e 48
Figure 35 — Duplicate MAC ID check CAN identifier field ............ccooviiiiiiiiii e, 49
Figure 36 — Duplicate MAC ID check message data field format.....................cooiiiiiinn, 49
Figure 37 — Link access state transition diagram ..o 53
Figure 38 — Allocation choice byte contents ... 58
Figure 39 — Allocate_master/slave_connection_set request message .............cccceevveeieneennnnn. 58
Figure 40 — Success response to allocate_master/slave_connection_set request ................. 59

Figure 41 — Parent explicit messaging connection l0giC .........ccoooiiiiiiiiii 61



—4— 62026-3 © IEC:2008(E)

Figure 42 — Release choice byte contents. ... 62
Figure 43 — Release_master/slave_connection set request message..........c..ccooevviiiiiinennn.. 62
Figure 44 — Success response to release_master/slave_connection_set request.................. 63
Figure 45 — Predefined master/slave |/O connection state transition diagram........................ 65
Figure 46 — Predefined master/slave explicit messaging connection state transition

Lo T =T = T o 4 PP 67
Figure 47 — Physical layer bloCK diagram .........ccooiiiiiii e 74
Figure 48 — Device containing a non-isolated physical layer...........c.cooiiiiiiiiii e 76
Figure 49 — Device containing an isolated physical layer............ccooiiiiiiii 77
Figure 50 — DeviceNet medium tOpOIogY ... ... 78
Figure 51 — Thick cable: physical configuration...............cooiiiiiii e, 85
Figure 52 — Thick cable: current available on the DeviceNet power bus .............ccoocoiiiiinnies 85
Figure 53 — Thin cable: physical configuration ..o 88
Figure 54 — Thin cable: current available on the DeviceNet power bus...................cooiis 88
Figure 55 — Flat cable: physical configuration ..o, 91
Figure 56 — Flat cable: current available on the DeviceNet power bus.............cooccoiiiiiiiis 91
Figure 57 — Open conNector PINOUL ... e 95
Figure 58 — Open CONNECIOr GEOMEBIIY ...ouit it e eans 95
Figure 59 — Mini coNNECIOr PINOUL .. ..ot e e aeanas 97
Figure 60 — Micro connector PINOUL........couiiiii e e 98
Figure 61 — Flat trunk connector layout — Pin out ... 100
Figure 62 — Flat trunk connector layout — Geometry ...........cooiiiiiiiiii i 101
Figure 63 — Power supply rise time test Circuit ..o 106
Figure 64 — Current consumption test CirCuit...........coooiiiiii 107
Figure 65 — Power ON test CIrCUIt ..o e 108
Figure 66 — Test circuit for reversal of V+ and V-, and also V- interruption.......................... 108
Figure 67 — Differential impedance test Circuit .............cooiiiiiiii e 109
Figure 68 — Transmit level test SEtUP . ... 110
Figure 69 — Transmit |EVeIS ... ... e 110
Figure 70 — Timing 1St SeIUP ...cieiiii e 111
T LU =S R T oo V1o o PP 111
Figure 72 — CDI test configuration ........ ..o 112

Figure 73 — Test circuit for logical tests...... ..o 114



62026-3 © IEC:2008(E) -5-

Table 1 — Message body format values ...........c.oiiiiiii i 24
Table 2 — Group Select ValUES ... 25
Table 3 — Source message ID in open explicit messaging connection request....................... 25
Table 4 — Destination message ID in open explicit messaging connection response ............. 26
Table 5 — UCMM error conditioNS/COAES ... ccuuiiiiiiiiiiei e 28
Table 6 — Fragment type bit values ... 32
Table 7 — Ack status bit values ... ... 35
Table 8 — Offline CONNECHION SEt......ciu i e 37
Table 9 — Addresses reporting based upon MasK .........ccoiiiiiiiii e 41
Table 10 — Device shutdown message shutdown code ranges .........cc.ccovviiiiiniiiniiniineeeeen, 48
Table 11 — Device shutdown message “Open” shutdown codes ............cooviviiiiiiiiieiicieeeennn, 49
Table 12 — Link access state event matriX.........c.ooii i 53
Table 13 — Predefined master/slave connection set identifier fields..................l. 56
Table 14 — Allocate_master/slave_connection_set request service data field

0= V=T 4= (= 57
Table 15 — Allocate_master/slave_connection set response parameters............ccccocevenennnnn. 59
Table 16 — Release_master/slave_connection_set request service data field

0= L= 4= = 62
Table 17 — DeviceNet object specific additional error codes............coooiiiiiiiii 64
Table 18 — Connection instance IDs for predefined master/slave connections....................... 65
Table 19 — Predefined master/slave |1/O connection state event matrix.............co.oooviiinnn. 66
Table 20 — Predefined master/slave explicit messaging connection state event matrix.......... 68
Table 21 — Predefined master/slave |/O connection object attribute access .......................... 69
Table 22 — General physical layer characteristics ...........coviiiiiiiiii e, 73
Table 23 — Transmitter characteristiCs ... 75
Table 24 — Receiver characteristics ... 75
Table 25 — Load limits. ... e 79
Table 26 — Cable profile: data pair specifications ..., 81
Table 27 — Cable profile: DC power pair specifications ............ccooceiiiiiiiiiii e, 81
Table 28 — Cable profile: general specifications ..............cooiiiiiiiii i, 82
Table 29 — Cable profile: tOPOlOGY ..ccuiii e 82
Table 30 — Thick cable: data pair specifications ..............cooiiiiiiiii e, 83
Table 31 — Thick cable: DC power pair specifications ...........ccooviiiiiiiii i, 83
Table 32 — Thick cable: general specifications .........c..ccoiiiiiiii 84
Table 33 — Thick cable: tOPOIOGY.....ccuiiiiii e 84
Table 34 — Thick cable: maximum current available (A) based on network length.................. 85
Table 35 — Thin cable: data pair specifications.............cc.coiiiiiiii e, 86
Table 36 — Thin cable: DC power pair specifications ... 87
Table 37 — Thin cable: general specifications. ..o, 87
Table 38 — Thin cable: t0POIOgY ... e 87
Table 39 — Thin cable: maximum current available (A) based on network length ................... 88

Table 40 — Flat cable: data pair specifications ... 89



—6- 62026-3 © IEC:2008(E)

Table 41 — Flat cable: DC power pair specifications ..o, 90
Table 42 — Flat cable: general specifications ...........ccooiiiiiiiiii e, 90
Table 43 — Flat cable: t0POl0gY ... 90
Table 44 — Flat cable: maximum current available (A) based on network length.................... 91
Table 45 — Connector profile template ... 93
Table 46 — OPEN CONNECIOT ...ttt e e e e e enas 94
Table 47 — Sealed Mini CONNECION .. ..ot 96
Table 48 — Sealed MiICro CONNECION ... .c. i e 97
Table 49 — Flat trunk CONNECION .. ... e 99
Table 50 — Internal pass-through conductor specifications ..............ccocooiiiiiiiiiii i 102
Table 51 — Internal drop conductor specifications ..............cooiiiiiiiiii 102
Table 52 — Internal pass-through conductor specifications ...l 102
Table 53 — Internal power drop conductor specifications .............ccooiiiiii 103
Table 54 — Voltage regulator specifications............ccooiiiiiiiiii e 103
Table 55 — DeviceNet power supply specifications .............cooiiiiiiiii i 104

Table 56 — Immunity performance Criteria ... 105



62026-3 © IEC:2008(E) _7-

1)

9)

INTERNATIONAL ELECTROTECHNICAL COMMISSION

LOW-VOLTAGE SWITCHGEAR AND CONTROLGEAR -
CONTROLLER-DEVICE INTERFACES (CDls) -

Part 3: DeviceNet

FOREWORD

The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote
international co-operation on all questions concerning standardization in the electrical and electronic fields. To
this end and in addition to other activities, IEC publishes International Standards, Technical Specifications,
Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC
Publication(s)”). Their preparation is entrusted to technical committees; any IEC National Committee interested
in the subject dealt with may participate in this preparatory work. International, governmental and non-
governmental organizations liaising with the IEC also participate in this preparation. IEC collaborates closely
with the International Organization for Standardization (ISO) in accordance with conditions determined by
agreement between the two organizations.

The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international
consensus of opinion on the relevant subjects since each technical committee has representation from all
interested IEC National Committees.

IEC Publications have the form of recommendations for international use and are accepted by IEC National
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any
misinterpretation by any end user.

In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications
transparently to the maximum extent possible in their national and regional publications. Any divergence
between any IEC Publication and the corresponding national or regional publication shall be clearly indicated in
the latter.

IEC provides no marking procedure to indicate its approval and cannot be rendered responsible for any
equipment declared to be in conformity with an IEC Publication.

All users should ensure that they have the latest edition of this publication.

No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and
members of its technical committees and IEC National Committees for any personal injury, property damage or
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC
Publications.

Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is
indispensable for the correct application of this publication.

Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of
patent rights. IEC shall not be held responsible for identifying any or all such patent rights.

International Standard IEC 62026-3 has been prepared by subcommittee 17B: Low-voltage
switchgear and controlgear, of IEC technical committee 17: Switchgear and controlgear.

This second edition of IEC 62026-3 cancels and replaces the first edition published in 2000.
This second edition constitutes a technical revision.
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The main changes with respect to the previous edition are listed below:

e addition of new services to the base messaging protocol in 5.2;

e replacement of detailed application layer requirements in former annexes by references in
5.3 to corresponding specifications in the new edition of IEC 61158 (2007);

e addition of requirements for a corresponding safety protocol in 5.6 (by reference to
IEC 61784-3);

e modified presentation of cable and connector specifications in 8.2 and 8.4, and addition of
a new type;

e addition of references for safety tests for both EMC and logical tests in 8.10 and 9.3)

The text of this standard is based on the first edition and the following documents:

FDIS Report on voting

17B/1580/FDIS 17B/1585/RVD

Full information on the voting for the approval of this standard can be found in the report on
voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

A list of all parts of the IEC 62026, under the general title Low-voltage switchgear and
controlgear — Controller-device interfaces (CDIs), can be found on the IEC website.

The committee has decided that the contents of this publication will remain unchanged until
the maintenance result date indicated on the IEC web site under "http://webstore.iec.ch" in
the data related to the specific publication. At this date, the publication will be

* reconfirmed,

* withdrawn,

* replaced by a revised edition, or
*+ amended.

A bilingual version of this publication may be issued at a later date.
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INTRODUCTION

DeviceNet™1) is intended for use in, but is not limited to, industrial automation applications.
These applications may include devices such as limit switches, proximity sensors, electro-
pneumatic valves, relays, motor starters, operator interface panels, analogue inputs, analogue
outputs and controllers.

1) DeviceNet™ is a trade name of Open DeviceNet Vendor Association, Inc. This information is given for the
convenience of users of this International Standard and does not constitute an endorsement by IEC of the
trademark holder or any of its products. Compliance to this standard does not require use of the trade name
DeviceNet™. Use of the trade name DeviceNet™ requires permission of Open DeviceNet Vendor Association,
Inc.
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LOW-VOLTAGE SWITCHGEAR AND CONTROLGEAR -
CONTROLLER-DEVICE INTERFACES (CDls) -

Part 3: DeviceNet

1 Scope

This part of IEC 62026 specifies an interface system between single or multiple controllers,
and control circuit devices or switching elements. The interface system uses two twisted
shielded conductor pairs within one cable — one of these pairs provides a differential
communication medium and the other pair provides power to the devices. This part
establishes requirements for the interchangeability of components with such interfaces.

This part of IEC 62026 specifies the following particular requirements for DeviceNet:

— requirements for interfaces between controllers and switching elements;
— normal service conditions for devices;
— constructional and performance requirements;

tests to verify conformance to requirements.

These particular requirements apply in addition to the general requirements of IEC 62026-1.

2 Normative references

The following referenced documents are indispensable for the application of this document.
For dated references, only the edition cited applies. For undated references, the latest edition
of the referenced document (including any amendments) applies.

IEC 60529:1989, Degrees of protection provided by enclosures (IP Code)
Amendment 1 (1999)

IEC 60947-5-2:1997, Low-voltage switchgear and controlgear — Part 5-2: Control circuit
devices and switching elements — Proximity switches

Amendment 1 (1999)

Amendment 2 (2003)

IEC 61000-4-2:1995, Electromagnetic compatibility (EMC) - Part 4-2: Testing and
measurement techniques — Electrostatic discharge immunity test

Amendment 1 (1998)

Amendment 2 (2000)

IEC 61000-4-3:2006, Electromagnetic compatibility (EMC) - Part 4-3: Testing and
measurement techniques — Radiated, radio-frequency, electromagnetic field immunity test

IEC 61000-4-4:2004, Electromagnetic compatibility (EMC) - Part 4-4: Testing and
measurement techniques — Electrical fast transient/burst immunity test

IEC 61000-4-5:2005, Electromagnetic compatibility (EMC) - Part 4-5: Testing and
measurement techniques — Surge immunity test
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IEC 61000-4-6:2003, Electromagnetic compatibility (EMC) - Part 4-6: Testing and
measurement techniques — Immunity to conducted disturbances, induced by radio-frequency
fields

Amendment 1 (2004)

Amendment 2 (2006)

IEC 61158 (all parts), Digital data communications for measurement and control — Fieldbus for
use in industrial control systems

IEC 61158-4-2, Industrial communication networks — Fieldbus specifications —Part 4-2: Data-
link layer protocol specification — Type 2 elements

IEC 61158-5-2, Industrial communication networks — Fieldbus specifications — Part 5-2:
Application layer service definition — Type 2 elements

IEC 61158-6-2, Industrial communication networks — Fieldbus specifications —Part 6-2:
Application layer protocol specification — Type 2 elements

IEC 61508 (all parts), Functional safety of electrical/electronic/programmable electronic
safety-related systems

IEC 61784-3-2, Industrial communication networks — Profiles — Part 3-2: Functional safety
fieldbuses — Additional specifications for CPF 2

IEC 62026-1:2007, Low-voltage switchgear and controlgear — Controller-device interfaces
(CDIs) — Part 1: General rules

ISO/IEC 7498-1:1994, Information technology — Open Systems Interconnection — Basic
Reference Model: The Basic Model

ISO 11898-1:2003, Road vehicles — Controller area network (CAN) — Part 1: Data link layer
and physical signalling

ISO 11898-2:2003, Road vehicles — Controller area network (CAN) — Part 2: High-speed
medium access unit

CISPR 11:2003, Industrial, scientific and medical (ISM) radio-frequency equipment -
Electromagnetic disturbance characteristics — Limits and methods of measurement
Amendment 1 (2004)

Amendment 2 (2006)





