SEK TS 50661-1

SVENSK Utgiven Utgava Sida Ansvarig kommitté
ELSTANDARD 2020-12-16 1 1 (1+37) SEK TK 79

© Copyright SEK Svensk Elstandard. Reproduction in any form without permission is prohibited.

Alarm systems —
External perimeter security systems —

Part 1: System requirements
(CENELEC Technical Specification 50661-1:2017)

Nationellt forord

En teknisk specifikation, TS, utarbetad inom CENELEC ir avsedd att ge beskrivningar som kan stodja den
inre marknadens utveckling, ge vigledning betrdffande specifikationer eller provningsmetoder eller ge
specifikationer for teknikomraden under snabb utveckling. Ett forslag till europeisk standard, EN, som det
inte varit mojligt att na tillracklig enighet kring, kan ocksa faststdllas som TS, for att anvéndas pa forsok
(som forstandard) och for att efter eventuella justeringar eller bearbetningar senare faststillas som EN.

En teknisk specifikation har en giltighetstid som &r begransad till tre ar, med mojlighet till forlangning med
tre eller hogst sex ar.

ICS 13.320.00

Detta dokument &r faststallt av SEK Svensk Elstandard,
som ocksa kan lamna upplysningar om sakinnehallet.
Postadress: Box 1284, 164 29 KISTA

Telefon: 08 - 444 14 00.

E-post: sek@elstandard.se. Internet: www.elstandard.se




Standarder underldttar utvecklingen och héjer elscikerheten

Det finns manga fordelar med att ha gemensamma tekniska regler
for bl a matning, sakerhet och provning och for utférande, skétsel och
dokumentation av elprodukter och elanldggningar.

Genom att utforma sddana standarder blir sdkerhetsfordringar tydliga
och utvecklingskostnaderna rimliga samtidigt som marknadens acceptans
for produkten eller tjansten okar.

Maénga standarder inom elomradet beskriver tekniska [6sningar och
metoder som astadkommer den elsakerhet som féreskrivs av svenska
myndigheter och av EU.

SEK dir Sveriges rost i standardiseringsarbetet inom elomrddet

SEK Svensk Elstandard svarar for standardiseringen inom elomradet i
Sverige och samordnar svensk medverkan i internationell och europeisk
standardisering. SEK dr en ideell organisation med frivilligt deltagande fran
svenska myndigheter, foretag och organisationer som vill medverka till och
paverka utformningen av tekniska regler inom elektrotekniken.

SEK samordnar svenska intressenters medverkan i SEKs tekniska
kommittéer och stodjer svenska experters medverkan i internationella
och europeiska projekt.

Stora delar av arbetet sker internationellt

Utformningen av standarder sker i allt vasentligt i internationellt och
europeiskt samarbete. SEK &dr svensk nationalkommitté av International
Electrotechnical Commission (IEC) och Comité Européen de Normalisation
Electrotechnique (CENELEC).

Standardiseringsarbetet inom SEK &r organiserat i referensgrupper
bestdende av ett antal tekniska kommittéer som speglar hur arbetet inom
IEC och CENELEC &r organiserat.

Arbetet i de tekniska kommittéerna ar 6ppet for alla svenska
organisationer, foretag, institutioner, myndigheter och statliga verk. Den
arliga avgiften for deltagandet och intékter fran forsaljning finansierar SEKs
standardiseringsverksamhet och medlemsavgift till IEC och CENELEC.

Var med och pdverkal

Den som deltar i SEKs tekniska kommittéarbete har méjlighet att
paverka framtida standarder och far tidig tillgang till information och
dokumentation om utvecklingen inom sitt teknikomrade. Arbetet och
kontakterna med kollegor, kunder och konkurrenter kan gynnsamt
paverka enskilda foretags affarsutveckling och bidrar till deltagarnas egen
kompetensutveckling.

Du som vill dra nytta av dessa mojligheter ar valkommen att kontakta
SEKs kansli for mer information.

SEK Svensk Elstandard
Box 1284
164 29 Kista
Tel 08-444 14 00
www.elstandard.se



TECHNICAL SPECIFICATION CLC/TS 50661-1
SPECIFICATION TECHNIQUE
TECHNISCHE SPEZIFIKATION September 2017

ICS 13.320

English Version

Alarm systems - External perimeter security systems - Part 1:
System requirements

Systémes d'alarme - Systemes de sécurité de périmétre Alarmanlagen Alarmanlagen - Externe Perimeter
externes - Partie 1: Exigences systeme Sicherheitsanlagen - Teil 1: Systemanforderungen

This Technical Specification was approved by CENELEC on 2017-07-31.

CENELEC members are required to announce the existence of this TS in the same way as for an EN and to make the TS available promptly
at national level in an appropriate form. It is permissible to keep conflicting national standards in force.

CENELEC members are the national electrotechnical committees of Austria, Belgium, Bulgaria, Croatia, Cyprus, the Czech Republic,
Denmark, Estonia, Finland, Former Yugoslav Republic of Macedonia, France, Germany, Greece, Hungary, Iceland, Ireland, Italy, Latvia,
Lithuania, Luxembourg, Malta, the Netherlands, Norway, Poland, Portugal, Romania, Serbia, Slovakia, Slovenia, Spain, Sweden,
Switzerland, Turkey and the United Kingdom.

CENELEC

European Committee for Electrotechnical Standardization
Comité Européen de Normalisation Electrotechnique
Europaisches Komitee fiir Elektrotechnische Normung

CEN-CENELEC Management Centre: Avenue Marnix 17, B-1000 Brussels

© 2017 CENELEC All rights of exploitation in any form and by any means reserved worldwide for CENELEC Members.

Ref. No. CLC/TS 50661-1:2017 E

SEK Svensk Elstandard SEK TS 50661-1, utg 1:2020



CLC/TS 50661-1:2017 (E)

Contents
R U] o] oT=T= LT (o =X o] o PP 4
o o LW o {0 o SN 5
LR T o7 o 1 YOO 6
2 NOMMALIVE FEIEIENCES ..o i e e e e 6
3  Terms, definitions and abbreviations ... 6
3.1 Terms and definitioNS. . ..o 6
3.2 ADDIEVI A ONS s 12
4 SYSIEM SHTUCTUINE ..ot e ettt e et e e e 13
A1 GBNEIAL e e, 13
4.2 EPSS central fUNCLIONS ..o 13
e B I - 1 LYot A= PSPPI 14
N U LT 10} (=Y o - T Y PP 14
o T o 1YY ] U o o 2 14
R [ o} (=Y oo o] o 1= o3 1 o o - 14
5 General Requirements, Classifications and Grading...........cccoieiiiiiiiiiiii e 14
LT I € T-Y o 1= - | PSPPI 14
L € 1~ Yo |1 0o PN 15
5.3 Environmental classification...........cooiiiiii 16
5.4 Concepts (Area, Layer, Zone, Detector, Detector Point)...........ccooiiiiiiiiii i, 17
5.5 Overview of Intrusion Detection, Tamper, Fault Types ..o, 19
5.6 Documentation and Marking ... ..o 19
6  ComMPONENt REQUINTEMENES ..ottt e e e e e e e e eaeeaaes 20
6.4 Reduction of detection capability............cooii i 21
B.5  FaUlt Dt Clion oo 21
A 1 1] (=Y gedo] g Yo [=Yox (o] o 1= PPN 22
2 N € 1= 11 - Y PN 22
7.2 Availability of iINterconNeCtioNS ... ... 22
7.3  Monitoring of iNterCONNECION ... ..o 22
7.4 Security of COMMUNICATION ...oouiiie e 23
8  System NoOtifiCation ... e 23
Tt N € 1= 1Y - Y PN 23
8.2 AT S NOUTICAtION .. e 23
8.3 Audible or other Notifications ... ..o 23
8.4 INAICAtIONS Lo 23
9 System Control INterfaCes . .. e 24
O oYY G 0T o o PPt 24
10,1 TyPES Of POWET SUP PIY 1o e e eae e 24
(OS2 == Yo [ 11 = 0 =1 PP 24
S e 0o === 1 o 25
L I N |V o Yo 1 PP RPNt 25
L IO Y= o | o o T =Y 1 o T PP 26
1.3 INAICALIONS .o e e 28
T1.4 EVENt RECOIAING iniieiii e ettt e e e e et e e e aaenns 29
2

SEK TS 50661-1, utg 1:2020 SEK Svensk Elstandard



CLC/TS 50661-1:2017 (E)

B2 O o Y=Y - o o PP 30
12.1 OpPeration - GENEIAl ... . e e 30
12.2 User Access and User Administration ....... ..o 31
12.3 Basic OPeration ..o 33
12.4 Advanced OpPeration ... 35
12.5 AUtomMAtic OPEratioN ... 35

Annex A (normative) Special national coNditionS ...........ccoiiiiii i 36

71 1o = o 2 /2Pt 37

3

SEK Svensk Elstandard SEK TS 50661-1, utg 1:2020



CLC/TS 50661-1:2017 (E)

European foreword

This document (CLC/TS 50661-1:2017) has been prepared by CLC/TC 79 “Alarm systems”.

Attention is drawn to the possibility that some of the elements of this document may be the subject of patent
rights. CENELEC shall not be held responsible for identifying any or all such patent rights.
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Introduction

This Technical Specification applies to External and Perimeter Security Systems.

This Technical Specification is a specification for External and Perimeter Security Systems (EPSS) to
provide detection of intruders in external areas outside enclosed buildings installed in the perimeter outside
buildings. It includes four self protection grades, four environmental classes and four performance
categories.

At the time of writing there is a desire to develop a series of standards for EPSS. This first version of this
technical specification is intended to create a framework to enable development of the other parts of the
series. In particular this will include the application guidelines and the detector component standards. It is
expected that during the development of these other parts enhancements to the system requirements will be
identified.

The purpose of an EPSS is to enhance the security of the supervised premises. To maximize its
effectiveness an EPSS should be integrated with appropriate physical security devices and procedures. This
is particularly important to higher grade EPSS.

This technical specification is intended to assist insurers, intruder alarm companies, customers, the police
and other relevant organisations in achieving a complete and accurate specification of the supervision
required in particular premises, but it does not specify the type of technology, the extent or degree of
detection, nor does it necessarily cover all of the requirements for a particular installation.

All references to the requirements for EPSS refer to basic minimum requirements and the designers of such
installed EPSS should take into account the nature of the premises, the value of the contents, the degree of
risk of intrusion, the threat to personnel and any other factors which may influence the choice of grade and
performance category of an EPSS.

Recommendations for design, planning, operation, installation and maintenance are given in Application
Guidelines CLC/prTS 50661-7 (to be developed).

This technical specification makes allowance for the EPSS designer to vary the design of the system
according to whether the site is usually staffed when the EPSS is in use or continuously staffed and whether
the staff use an internal monitoring station (see definitions) or response is initiated from an alarm receiving
centre.

In the context of this technical specification “external” refers to an area, which is not wholly enclosed inside a
building, within which it is desired to detect intruders. The perimeter is typically a physical boundary to a site.
In some cases the EPSS may include detection devices outside of the physical boundary (e.g. fence) that
are used to provide an early warning of possible intrusion or in combination with perimeter detection devices
to verify a likely crossing of the perimeter.

This technical specification is not intended to be used for testing individual EPSS components. Requirements
for testing individual EPSS components are given in the relevant component standards (to be developed).
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1 Scope
This Technical Specification specifies the requirements for security systems to provide detection of intruders
in external areas outside enclosed buildings.

For enclosed buildings EN 50131-1 should be applied. CLC/TS 50661-1 may be used for unenclosed
buildings such as roofed storage areas where an intruder and hold-up alarm system is not suitable.

This Technical Specification specifies performance requirements for installed EPSS but does not include
requirements for designing, planning, installation, operation or maintenance.

These requirements also apply to EPSS sharing means of detection, interconnection, control, communication
and power supplies with other applications.

This Technical Specification references requirements for system components according to the environment
where they are expected to operate as designed. These environmental conditions are classified.

This Technical Specification does not deal with requirements for compliance with EC regulatory Directives,
such as the RED Directive, EMC Directive, Low Voltage Directive, etc. except that it specifies the equipment
operating conditions for EMC susceptibility testing as required by EN 50130-4.

2 Normative references
The following documents, in whole or in part, are normatively referenced in this document and are

indispensable for its application. For dated references, only the edition cited applies. For undated references,
the latest edition of the referenced document (including any amendments) applies.

EN 50130-5, Alarm systems - Part 5: Environmental test methods
EN 50131-6, Alarm systems - Intrusion and hold-up systems - Part 6: Power supplies
prEN 50398-1:2016, Alarm systems - Combined and integrated systems - Part 1: General requirements

EN 50136-1, Alarm systems - Alarm transmission systems and equipment - Part 1: General requirements for
alarm transmission systems
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