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Texten i dokument 62A/1434/FDIS, avsedd att bli utgava 2 av IEC 80001-1 och utarbetad av SC 62A,
”Common aspects of electrical equipment used in medical practice”, i IEC TC 62, ”Electrical equipment in
medical practice”, var foremal for parallell rostning i IEC och CENELEC och faststédlldes av CENELEC
som EN IEC 80001-1:2021.

Foljande datum faststélldes:

— Senaste datum for dverforing av EN (dop) 2022-07-26
till nationell nivd genom utgivning
av motsvarande nationell standard
eller genom ikraftséttning

— senaste datum for upphdvande av motstridig (dow) 2024-10-26
nationell standard

Detta dokument ersédtter EN 80001-1:2011 och alla dess tilldgg och réttelser (om sddana finns).

Lagg marke till att vissa delar av detta dokument kan omfattas av patentréttigheter. CENELEC kan inte
ansvara fOr att sidana patentrittigheter identifieras.

Aterkoppling och fragor rérande detta dokument bor riktas till anviindarens nationalkommitté. En
fullstdndig lista 6ver dessa finns pa CENELECs webbsida.

Ikraftsattningsmeddelande

Texten i den internationella standarden IEC 80001-1:2021 har av CENELEC faststéllts som europastandard
utan nadgon avvikelse.

I bibliografin ska féljande anméarkningar laggas till for de angivna standarderna:
ISO 14979:2019 ANM — Harmoniserad som EN ISO 14979:2019 (utan &ndring)
1SO 13940:2015 ANM — Harmoniserad som EN ISO 13940:2016 (utan &ndring)

IEC 60601-1:2005 ANM — Harmoniserad som EN 60601-1:2006 (utan dndring) +A11:2011
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Inledning

VARDGIVARE maste kunna forlita sig pa att deras system ar sékra, effektiva och har ritt dataskydd.
Ineffektiv hantering av implementering och anvéndning av uppkopplade system kan dock hota férmégan att
tillhandahalla hélso- och sjukvardstjanster.

Anslutna system som levererar hédlso- och sjukvérdstjdnster involverar i allménhet flera
tilldmpningsprogram, olika medicintekniska produkter och komplexa VARDRELATERADE IT-SYSTEM som ir
beroende av delad infrastruktur, inklusive trddbundna eller tradldsa nétverk, punkt-till-punkt-anslutningar,
applikationsservrar och datalagring, grénssnitt, programvara for sékerhets- och prestandahantering osv.
Dessa VARDRELATERADE IT-INFRASTRUKTURER anvénds ofta for bade kliniska funktioner (t ex system for
patientévervakning) och icke-kliniska organisationsfunktioner (t ex for redovisning, schemaldggning,
sociala ndtverk, multimedia, fildelning). Dessa anslutna system kan forbinda sma avdelningsnétverk till
stora integrerade infrastrukturer som spanner over flera platser samt molnbaserade tjanster som drivs av
tredje part. Kraven i detta dokument ar avsedda for flera intressenter som ar involverade i tillampningen av
RISKHANTERING pa system som inkluderar VARDRELATERADE IT-SYSTEM och/eller VARDRELATERAD IT-
INFRASTRUKTUR.

Inom ramen for ISO 81001-1 omfattar detta dokument den generiska livscykelfasen "implementering och
klinisk anvindning" (se livscykeldiagrammet i figur 1).
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Hilsoprogramvara och sikra vardrelaterade IT-system
Siakerhet, effektivitet och IT-sakerhet 6ver livscykel
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Figur 1 — Ramverk for livscykel omfattande sakerhet, effektivitet och IT-sdkerhet for hdlso- och sjukvard

Detta dokument underléttar for ORGANISATIONER att anvédnda eller anpassa befintliga arbetsmetoder och
processer, personal och verktyg dar det dr praktiskt mojligt for att mota kraven i detta dokument. Om en
organisation till exempel har en befintlig RISKHANTERINGSPROCESS kan denna anvéndas eller anpassas for
att stodja de tre NYCKELEGENSKAPERNA SAKERHET, EFFEKTIVITET och IT-SAKERHET. Kraven definieras sé
att de kan utvérderas och pa sa sitt stoddja en ORGANISATION att verifiera och visa graden av
overensstimmelse med detta dokument.

Fordringarna pa RISKHANTERING i detta dokument baseras pé befintliga begrepp som anpassats och
utvidgats for anvindning av alla intressenter till stdd for implementering och klinisk anvéndning av
ansluten HALSOPROGRAMVARA och VARDRELATERADE IT-SYSTEM (inklusive medicintekniska produkter).
Detta dokument 6verensstimmer med ISO 81001-1, ISO/IEC Guide 63 och IEC Guide 120.
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1 Omfattning

Detta dokument specificerar allmdnna fordringar pA ORGANISATIONER vid tillimpningen av
RISKHANTERING fore, under och efter anslutningen av ett VARDRELATERAT IT-SYSTEM i en
VARDRELATERAD IT-INFRASTRUKTUR, genom att ta itu med nyckelegenskaperna for SAKERHET,
EFFEKTIVITET och IT-SAKERHET samtidigt som ldmpliga intressenter engageras.

2 Normativa hanvisningar
Det finns inga normativa hénvisningar i detta dokument.
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European foreword

The text of document 62A/1434/FDIS, future edition 2 of IEC 80001-1, prepared by SC 62A “Common
aspects of electrical equipment used in medical practice” of IEC/TC 62 “Electrical equipment in
medical practice” was submitted to the IEC-CENELEC parallel vote and approved by CENELEC as
EN IEC 80001-1:2021.

The following dates are fixed:

* latest date by which the document has to be implemented at national (dop) 2022-07-26
level by publication of an identical national standard or by endorsement

» latest date by which the national standards conflicting with the (dow) 2024-10-26
document have to be withdrawn

This document supersedes EN 80001-1:2011 and all of its amendments and corrigenda (if any).

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights. CENELEC shall not be held responsible for identifying any or all such patent rights.

Any feedback and questions on this document should be directed to the users’ national committee. A
complete listing of these bodies can be found on the CENELEC website.

Endorsement notice

The text of the International Standard IEC 80001-1:2021 was approved by CENELEC as a European
Standard without any modification.

In the official version, for Bibliography, the following notes have to be added for the standards
indicated:

ISO 14971:2019 NOTE Harmonized as EN ISO 14971:2019 (not modified)
ISO 13940:2015 NOTE Harmonized as EN ISO 13940:2016 (not modified)
IEC 60601-1:2005 NOTE Harmonized as EN 60601-1:2006 (not modified) +A11:2011

SS-EN IEC 80001-1, utg 2:2023 SEK Svensk Elstandard
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INTERNATIONAL ELECTROTECHNICAL COMMISSION

APPLICATION OF RISK MANAGEMENT FOR IT-NETWORKS
INCORPORATING MEDICAL DEVICES -

Part 1: Safety, effectiveness and security in the implementation and use
of connected medical devices or connected health software

FOREWORD

The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote international
co-operation on all questions concerning standardization in the electrical and electronic fields. To this end and
in addition to other activities, IEC publishes International Standards, Technical Specifications, Technical Reports,
Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC Publication(s)”). Their
preparation is entrusted to technical committees; any IEC National Committee interested in the subject dealt with
may participate in this preparatory work. International, governmental and non-governmental organizations liaising
with the IEC also participate in this preparation. IEC collaborates closely with the International Organization for
Standardization (ISO) in accordance with conditions determined by agreement between the two organizations.

The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international
consensus of opinion on the relevant subjects since each technical committee has representation from all
interested IEC National Committees.

IEC Publications have the form of recommendations for international use and are accepted by IEC National
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any
misinterpretation by any end user.

In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications
transparently to the maximum extent possible in their national and regional publications. Any divergence between
any IEC Publication and the corresponding national or regional publication shall be clearly indicated in the latter.

IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any
services carried out by independent certification bodies.

All users should ensure that they have the latest edition of this publication.

No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and
members of its technical committees and IEC National Committees for any personal injury, property damage or
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC
Publications.

Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is
indispensable for the correct application of this publication.

Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of patent
rights. IEC shall not be held responsible for identifying any or all such patent rights.

International Standard IEC 80001-1 has been prepared by a Joint Working Group of
Subcommittee 62A: Common aspects of electrical equipment used in medical practice, of IEC
Technical Committee 62: Electrical equipment in medical practice, and of ISO Technical
Committee 215: Health informatics.

It

is published as a double logo standard.

This second edition cancels and replaces the first edition published in 2010. This edition
constitutes a technical revision.

This edition includes the following significant technical changes with respect to the previous
edition:

a) structure changed to better align with ISO 31000;

b) establishment of requirements for an ORGANIZATION in the application of RISK MANAGEMENT;
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c) communication of the value, intention and purpose of RISK MANAGEMENT through principles
that support preservation of the KEY PROPERTIES during the implementation and use of
connected HEALTH SOFTWARE and/or HEALTH IT SYSTEMS.

The text of this document is based on the following documents:

FDIS Report on voting
62A/1434/FDIS 62A/1448/RVD

Full information on the voting for the approval of this document can be found in the report on
voting indicated in the above table.

This document has been drafted in accordance with the ISO/IEC Directives, Part 2.

In this document, the following print types are used:

e requirements and definitions: roman type;
o test specifications: italic type;

e informative material appearing outside of tables, such as notes, examples and references: in smaller type.
Normative text of tables is also in a smaller type;

e TERMS DEFINED IN CLAUSE 3 OF THIS DOCUMENT OR AS NOTED ARE PRINTED IN SMALL CAPITALS.
In referring to the structure of this document, the term
e ‘“clause” means one of the five numbered divisions within the table of contents, inclusive of

all subdivisions (e.g. Clause 5 includes subclauses 5.1, 5.2, etc.);

e ‘“subclause” means a numbered subdivision of a clause (e.g. 5.1, 5.2 and 5.3 are all
subclauses of Clause 5).

References to clauses within this document are preceded by the term “Clause” followed by the
clause number. References to subclauses within this particular standard are by number only.

In this document, the conjunctive “or” is used as an “inclusive or” so a statement is true if any
combination of the conditions is true.

The verbal forms used in this document conform to usage described in Clause 7 of the ISO/IEC
Directives, Part 2. For the purposes of this document, the auxiliary verb:

e “shall” means that compliance with a requirement or a test is mandatory for compliance with
this document;

e “should” means that compliance with a requirement or a test is recommended but is not
mandatory for compliance with this document;

e “may” is used to describe a permissible way to achieve compliance with a requirement or
test.

A list of all parts of the IEC 80001 series, published under the general title Safety, effectiveness
and security in the implementation and use of connected medical devices or connected health
software, can be found on the IEC website.

Future standards in this series will carry the new general title as cited above. Titles of existing
standards in this series will be updated at the time of the next edition.

SS-EN IEC 80001-1, utg 2:2023 SEK Svensk Elstandard
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The committee has decided that the contents of this standard will remain unchanged until the
stability date indicated on the IEC website under "https://webstore.iec.ch" in the data related to
the specific standard. At this date, the standard will be

e reconfirmed,

e withdrawn,

e replaced by a revised edition, or

e amended.

IMPORTANT - The "colour inside” logo on the cover page of this document indicates
that it contains colours which are considered to be useful for the correct understanding
of its contents. Users should therefore print this document using a colour printer.
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INTRODUCTION

HEALTHCARE DELIVERY ORGANIZATIONS rely on safe, effective and secure systems as business-
critical factors. However, ineffective management of the implementation and use of connected
systems can threaten the ability to deliver health services.

Connected systems that deliver health services, generally involve multiple software
applications, various medical devices and complex HEALTH IT SYSTEMS that rely upon shared
infrastructure including wired or wireless networks, point to point connections, application
servers and data storage, interface engines, security and performance management software,
etc. These HEALTH IT INFRASTRUCTURES are often used for both clinical (e.g. patient monitoring
systems) and non-clinical organizational functions (e.g. accounting, scheduling, social
networking, multimedia, file sharing). These connected systems can involve small departmental
networks to large integrated infrastructures spanning multiple locations as well as cloud-based
services operated by third parties. The requirements in this document are intended for multiple
stakeholders involved in the application of RISK MANAGEMENT to systems that include HEALTH IT
SYSTEMS and / or HEALTH IT INFRASTRUCTURE.

Within the context of ISO 81001-1, this document covers the generic lifecycle phase
‘implementation and clinical use” (see the lifecycle diagram in Figure 1).
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Figure 1 — Lifecycle framework addressing safety, effectiveness and security
of health software and health IT systems

This document facilitates ORGANIZATIONS in using or adapting existing work practices and
processes, personnel and tools wherever practicable to address the requirements of this
document. For example, if an organization has an existing RISK MANAGEMENT PROCESS, this can
be used or adapted to support the three KEY PROPERTIES of SAFETY, EFFECTIVENESS, and
SECURITY. Requirements are defined such that they can be evaluated and as such support an
ORGANIZATION in verifying and demonstrating the degree of compliance with this document.

The RISK MANAGEMENT requirements of this document are based upon existing concepts adapted
and extended for use by all stakeholders supporting implementation and clinical use of
connected HEALTH SOFTWARE and HEALTH IT SYSTEMS (including medical devices). This
document aligns with ISO 81001-1, ISO/IEC Guide 63, IEC Guide 120.
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APPLICATION OF RISK MANAGEMENT FOR IT-NETWORKS
INCORPORATING MEDICAL DEVICES -

Part 1: Safety, effectiveness and security in the implementation and use
of connected medical devices or connected health software

1 Scope

This document specifies general requirements for ORGANIZATIONS in the application of RISK
MANAGEMENT before, during and after the connection of a HEALTH IT SYSTEM within a HEALTH IT
INFRASTRUCTURE, by addressing the KEY PROPERTIES of SAFETY, EFFECTIVENESS and SECURITY
whilst engaging appropriate stakeholders.

2 Normative references

There are no normative references in this document.
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