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Foreword 

The text of document 56/1339/FDIS, future edition 1 of IEC 61907, prepared by IEC TC 56, 
Dependability, was submitted to the IEC-CENELEC parallel vote and was approved by CENELEC as 
EN 61907 on 2010-02-01. 

Attention is drawn to the possibility that some of the elements of this document may be the subject of 
patent rights. CEN and CENELEC shall not be held responsible for identifying any or all such patent 
rights. 

The following dates were fixed: 

– latest date by which the EN has to be implemented 
 at national level by publication of an identical 
 national standard or by endorsement 

 
 
(dop) 

 
 
2010-11-01 

– latest date by which the national standards conflicting 
 with the EN have to be withdrawn  

 
(dow) 

 
2013-02-01 

Annex ZA has been added by CENELEC. 

__________ 

Endorsement notice 

The text of the International Standard IEC 61907:2009 was approved by CENELEC as a European 
Standard without any modification. 

In the official version, for Bibliography, the following notes have to be added for the standards indicated: 

[1] IEC 60300-1 NOTE   Harmonized as EN 60300-1. 

[2] IEC 60300-2 NOTE   Harmonized as EN 60300-2. 

[3] IEC 60300-3-1 NOTE   Harmonized as EN 60300-3-1. 

[4] IEC 60300-3-3 NOTE   Harmonized as EN 60300-3-3. 

[5] IEC 60300-3-11 NOTE   Harmonized as EN 60300-3-11. 

[6] IEC 60300-3-12 NOTE   Harmonized as EN 60300-3-12. 

[7] IEC 60812 NOTE   Harmonized as EN 60812. 

[8] IEC 61025 NOTE   Harmonized as EN 61025. 

[9] IEC 61078 NOTE   Harmonized as EN 61078. 

[10] IEC 61165 NOTE   Harmonized as EN 61165. 

__________ 
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Annex ZA  
(normative) 

  

Normative references to international publications 
with their corresponding European publications 

  

The following referenced documents are indispensable for the application of this document. For dated 
references, only the edition cited applies. For undated references, the latest edition of the referenced 
document (including any amendments) applies.  

  
NOTE   When an international publication has been modified by common modifications, indicated by (mod), the relevant EN/HD 
applies.  

  

Publication Year Title EN/HD Year 
  

IEC 60050-191 - International Electrotechnical Vocabulary 
(IEV) -  
Chapter 191: Dependability and quality of 
service 

- - 

 

  

IEC 60300-3-15 - Dependability management -  
Part 3-15: Application guide - Engineering of 
system dependability 

EN 60300-3-15 - 

 

  

 

SEK Svensk Elstandard



 – 2 – 61907 © IEC:2009 

CONTENTS 

 
INTRODUCTION.....................................................................................................................6 
1 Scope...............................................................................................................................7 
2 Normative references .......................................................................................................7 
3 Terms, definitions and abbreviations ................................................................................7 

3.1 Terms and definitions ..............................................................................................7 
3.2 Abbreviations ........................................................................................................10 

4 Overview of communication network dependability ......................................................... 10 
4.1 Network dependability framework .......................................................................... 10 
4.2 Network life cycle and evolution process ............................................................... 11 

5 Network dependability implementation............................................................................ 12 
5.1 Dependability engineering applications..................................................................12 
5.2 Network technology consideration .........................................................................21 
5.3 Network service functions consideration ................................................................ 22 
5.4 Network performance consideration....................................................................... 23 
5.5 Integrity of network data and information ............................................................... 26 
5.6 Quality of service (QoS) ........................................................................................ 27 

6 Network dependability assessment and measurement .................................................... 30 
6.1 Network dependability analysis .............................................................................30 
6.2 Network dependability fault insertion test .............................................................. 31 
6.3 Measurement of network dependability attributes .................................................. 32 
6.4 Network dependability assessment methods ......................................................... 32 

7 Quality of service measurement...................................................................................... 34 
7.1 QoS measurement overview .................................................................................. 34 
7.2 Generic user-oriented QoS parameters and requirements ..................................... 35 

Annex A (informative)  Generic communication network model and related concepts ............ 37 
Annex B (informative)  Network life cycle and evolution process ........................................... 46 
Annex C (informative)  Criteria for establishing network security services ............................. 56 
Bibliography.......................................................................................................................... 60 
 
Figure A.1 – A generic communication network model .......................................................... 37 
Figure A.2 – A process model on interactions of areas of influence....................................... 38 
Figure A.3 – OSI reference model .........................................................................................39 
Figure A.4 – QoS, dependability and network performance relationships .............................. 41 
Figure B.1 – Network evolution process incorporated in the network life cycle stages ........... 46 
 
Table 1 – A matrix for capturing user’s QoS data .................................................................. 36 
Table A.1 – Examples of dependability influencing factors  affecting network 
technology ............................................................................................................................ 42 
Table A.2 – Examples of dependability influencing factors  affecting network service 
functions ............................................................................................................................... 43 
Table A.3 – Examples of dependability influencing factors  affecting delivery of network 
performance ......................................................................................................................... 44 
Table A.4 – Examples of dependability influencing factors affecting  integrity of 
network data and information and provision of QoS .............................................................. 45 

SEK Svensk Elstandard



61907 © IEC:2009 – 3 – 

Table C.1 – Four basic types of vulnerability causes............................................................. 57 

 

SEK Svensk Elstandard



 – 6 – 61907 © IEC:2009 

INTRODUCTION 

Communication networks are today growing in complexity to meet diverse market demands 
and public communication needs; networks such as mobile phones, e-commerce, intranet and 
Internet services.  

At the same time, communication technologies are developing rapidly to provide efficient 
network services and dependable performance needed in worldwide communications. The 
essential communication services such as information exchange, data processing and 
network connections enable public and private communications work to be carried out cost-
effectively. Business and private sectors greatly depend on these communication services 
that have become pivotal in their daily routines. A key factor in ensuring network performance 
and network service functions is dependability. 

Network dependability is the ability of a network to perform as and when required and to meet 
users’ communication needs for continuous network performance and service operation. From 
a user’s perspective, dependability infers that the provision of network service functions is 
trustworthy and capable of performing the desirable service upon demand. Network 
dependability is characterized by its performance attributes including availability of network 
performance and quality of service.  

The network concept is an extension of the systems concept, addressing a common 
framework for the interaction of network elements and interoperability of service functions that 
together achieve specific communication objectives.  

The network requires specific performance characteristics in order to deliver both its service 
functions and communication services. Network dependability engineering is a specific risk-
based technical discipline intended to deal with the diverse applications and deployment of 
essential communication services. Unlike the system life cycle where system retirement exists, 
a network seldom reaches retirement. A network evolves with time to accommodate 
innovative feature applications and provision of continual communication service needs. The 
network life cycle is evolutionary and has to address technology convergence issues and 
renewal processes as well as characterize specific dependability attributes to meet network 
performance objectives. The need for network dependability standardization is essential to 
achieve cost-effective development and implementation of communication networks.  

Communication network dependability provides important performance attributes for network 
equipment developers and suppliers, network integrators and providers of network service 
functions who are mainly concerned with global competitive environments. The primary 
reason is that dependability can seriously impact revenue generation and affect return-on-
investments. Users of network service functions and communication services rely heavily on 
network functions and reliable services that guarantee network security and uninterrupted 
network connections for voice, video and data transmission.  

This International Standard provides a generic framework for communication network 
dependability. The communication network includes telecommunications networks, Internet 
and intra-networks utilizing information technology. This standard describes the influence of 
dependability attributes and their impact on network performance. It provides the criteria and 
methodology for network technology designs, security service functions, dependability 
assessment and quality of service evaluation. This is to guide engineering and 
implementation processes for realization of network dependability performance objectives.  

This standard constitutes part of a framework of standards on system aspects of 
dependability by extending the system dependability concepts of IEC 60300-3-15 for network 
applications, and to support IEC 60300-1 and IEC 60300-2 on dependability management. 
The network performance and communication services in this standard are referenced in the 
International Telecommunication Union Telecommunication standardization sector (ITU-T) 
series of recommendations.  
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COMMUNICATION NETWORK DEPENDABILITY ENGINEERING 
 
 
 

1 Scope 

This International Standard gives guidance on dependability engineering of communication 
networks. It establishes a generic framework for network dependability performance, provides 
a process for network dependability implementation, and presents criteria and methodology 
for network technology designs, performance evaluation, security consideration and quality of 
service measurement to achieve network dependability performance objectives. 

This standard is applicable to network equipment developers and suppliers, network 
integrators and providers of network service functions for planning, evaluation and 
implementation of network dependability.  

2 Normative references 

The following referenced documents are indispensable for the application of this standard. For 
dated references, only the edition cited applies. For undated references, the latest edition of 
the referenced document (including any amendments) applies.  

IEC 60050-191, International Electrotechnical Vocabulary – Chapter 191: Dependability and 
quality of service 

IEC 60300-3-15, Dependability management – Part 3-15: Application guide – Engineering of 
system dependability 
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